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Abstract: Current threats of infectious diseases are severe, marked by prominent

challenges such as emerging and re-emerging infections and antimicrobial resistance.

Traditional prevention and control methods face limitations including lengthy

development cycles, relatively narrow therapeutic targets and insufficient diagnostic

sensitivity. Synthetic biology, an emerging interdisciplinary field, utilizes the

“Design-Build-Test-Learn” (DBTL) cycle applied in numerous research studies

within the biosecurity field. This review therefore focuses on the recent innovations

and advances of synthetic biology techniques making the prevention and treatment of

infections more efficient. For bacterial infections, these include engineered phage

therapy, synthetic antimicrobial peptide design, and quorum sensing interference. For

viral infections, the review covers intelligent diagnostic technologies, mRNA

vaccines development, and CAR-T cell therapy. For invasive fungal diseases, the

application of synthetic biology has enabled the discovery of novel drug targets and

the development of antifungal nanomaterials. At the same time, however, the rapid

advances in synthetic biology pose some other significant biological safety challenges.

It is imperative to establish a tripartite combination that integrates institutional,

technological, and ethical measures, thereby forging a development pathway that

balances innovation efficacy with safety constraints. In conclusion, applying synthetic

biology in infectious disease prevention uncontroversially offers novel routes to face

severe biosecurity challenges.
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The global public health system is currently facing increasingly severe

challenges posed by infectious diseases. The frequency of outbreaks of emerging and

re-emerging infectious diseases has increased significantly. The COVID-19 pandemic

has resulted in over 7 million deaths worldwide[1], and potential pathogens capable of

causing global pandemics, such as highly pathogenic avian influenza, Ebola virus

disease, and "Disease X" – repeatedly emphasized by the World Health Organization

(WHO) in recent years – continue to threaten human health[2,3]. The spread of

antimicrobial resistance has also become a major public health crisis. WHO data

indicates that the detection rates of multidrug-resistant bacteria, such as

Carbapenem-resistant Enterobacteriaceae (CRE) and Methicillin-resistant

Staphylococcus aureus (MRSA), continue to climb, directly causing approximately

1.27 million deaths annually. Projections suggest that by 2050, the annual death toll

related to antimicrobial resistance will exceed 10 million[4]. Furthermore, invasive

fungal diseases cause over 1.5 million deaths each year, with 19 fungal pathogens,

including Cryptococcus, Candida auris, and Aspergillus fumigatus, listed in the

WHO's Fungal Priority Pathogens List[5,6]. It is undeniable that the conventional

strategies such as broad-spectrum antibiotic development, attenuated/inactivated

vaccine platforms, and chemical library screens for antimicrobials have exhibited

great value in the development of drugs and treatment methods in the past, helping us

survive in infectious diseases. However, current prevention and control measures for

infectious diseases face significant challenges: the development pipeline for new

antibiotics has progressed slowly over the past 30 years; vaccine development cycles

struggle to keep pace with pathogen mutation rates; resistance to traditional antifungal

drugs is becoming increasingly severe; and the sensitivity and accessibility of existing

detection and diagnostic technologies remain relatively low[7,8].

Against this backdrop of escalating infectious disease threats and the limitations

of traditional methods , the new ideas and tools stemmed from synthetic biology are

highly anticipated to address these challenges. Synthetic biology is regarded as the

third revolution in the life sciences following the discovery of the DNA double helix
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and the Human Genome Project[9–11]. Through the “ Design-Build-Test-Learn ”

(DBTL) cycle, it integrates core technologies such as gene editing, DNA synthesis,

and biosensing to achieve precise design and reconstruction of biological systems[12].

Exemplified by engineered phages specifically targeting drug-resistant bacteria,

biological components quickly adaptable to emerging viruses, and mRNA vaccines,

synthetic biology enables the development of more precise and rapid strategies in the

context of infectious disease prevention and control[13,14].These advancements thereby

transcend the constraints of traditional methods and pioneer a strategic transformation

in our overall approach to combating infectious diseases.

However, the rapid development of synthetic biology also presents significant

biosecurity challenges, creating a double-edged sword effect of "technology

empowerment versus risk management". Organisms altered through synthetic biology

techniques may carry risks such as dangerous mutations, uncontrolled spread, and

environment disruption[15,16]. These risks may lead to new and unpredictable infection

crises that are difficult to control. Therefore, establishing a responsible innovation

framework, where safety-by-design principles are integrated into the research and

development lifecycle, is essential for harnessing the benefits of synthetic biology

while mitigating its risks[17]. In summary, this review aims to systematically explore

the breakthroughs in the application of synthetic biology for infectious disease

prevention and control, analyze the accompanying biosecurity challenges, and provide

insights to promote the innovative development in this field (Fig. 1).
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Fig 1. Schematic of synthetic biology applications in infectious disease prevention

and associated biosecurity challenges. Bacterial infection: engineered phages,

synthetic antimicrobial peptides, quorum sensing interference. Viral infection:

intelligent diagnostic technologies, vaccine design, CAR-T cell therapy. Fungal

infection: novel drug targets, antifungal nanomaterials. Biosecurity challenges: legal

regulations, risk assessment, and protective measures.

1. Application of synthetic biology in the prevention and control of bacterial

infectious diseases

1.1 Current status of bacterial infections

Bacterial infections refer to the process where pathogenic or conditionally

pathogenic bacteria invade the host organism, proliferate, and lead to local or

systemic pathological reactions. Common bacterial infectious diseases include

infectious diarrhea, pneumonia, among others. Infectious diarrhea encompasses

cholera, Salmonella infections, E. coli infections, etc.; pneumonia includes diseases
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caused by Streptococcus pneumoniae, Klebsiella pneumoniae, Staphylococcus aureus,

etc.; and other various bacterial infectious diseases such as gonorrhea, tuberculosis,

and anthrax[18].

According to a 2022 Global Burden of Disease study led by Professor Mohsen

Naghavi, common bacterial infections ranked as the second leading cause of death

worldwide in 2019, resulting in 7.7 million deaths and trailing only ischemic heart

disease[19]. The study further highlighted that five bacterial pathogens (Staphylococcus

aureus, Escherichia coli, Streptococcus pneumoniae, Klebsiella pneumoniae,

and Pseudomonas aeruginosa) accounted for more than half of these global bacterial

death-related cases. The significant health burden associated with these pathogens

necessitates heightened global health attention. Concurrently, with the emergence of

"superbugs" like Methicillin-resistant Staphylococcus aureus (MRSA),

Carbapenem-resistant Enterobacteriaceae (CRE), and Vancomycin-resistant

Enterococci (VRE), the efficacy of traditional antibiotic treatments has declined

significantly. For instance, the clinical efficacy rate of β-lactam antibiotics against

MRSA has dropped to below 30%. More critically, the pipeline for new antibiotics

has nearly dried up over the past 30 years, with only 12 new antibiotics approved

globally between 2010 and 2019, most being structural analogs of existing

antibiotics[4].This current situation urgently requires breakthrough therapeutic

strategies to address the increasingly severe bacterial resistance crisis.

1.2 Engineered phage therapy

Bacteriophages are kind of viruses that specifically infect bacteria, archaea, and

algae, widely present in soil, river water, air, and living organisms. Under electron

microscopy, bacteriophages are classified into three primary morphological

types:tailed, spherical, and filamentous. The majority of characterized phages possess

a tailed structure, consisting of a head and a tail. The chemical composition of a

bacteriophage comprises a protein-encased capsid and internal nucleic acid. The

nucleic acid resides in the head; the DNA of most phages is double-stranded, while

proteins form both the head capsid and the tail (Fig. 2A). Since their discovery in
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1915, their advantages, such as relatively small genomes and fast reproduction rates,

have made them important materials or tools in basic biological research on genetic

regulation and genetic engineering, driving development in many fields of biology[20].

However, natural phages have limitations including a narrow host range, the

development of bacterial phage tolerance, and instability of phage particles, which

restrict their application[21]. Adopting synthetic biology methods and concepts for the

rational design and synthesis of artificial phages can enhance, alter, or utilize specific

characteristics of phages while compensating for their shortcomings. These

modifications of phages primarily focus on several aspects: adding functional genes to

the phage genome to enhance infectivity efficiency, reprogramming tail fiber to alter

host range, and functionalizing capsid proteins to facilitate the packaging and delivery

of antimicrobial cargo (Fig. 2B and 2C)[22,23].

Fig 2. Synthetic biology-driven engineering of bacteriophages for antimicrobial

applications. (A) Wild-type bacteriophage structure showing core components.

(B) Key engineering targets: genome (CRISPR-Cas integration) and tail fiber (host

range modification). (C) Enhanced functions achieved through engineering, including

targeted gene disruption, host expansion, and biofilm penetration.

The Danish company SNIPR Biome has developed a CRISPR-armed phage

(SNIPR001) capable of precisely targeting and clearing drug-resistant E. coli in the
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gut by introducing the CRISPR-associated protein system. SNIPR001 consists of four

engineered phages, each carrying a specific gene editing system that can precisely

identify and cleave key regions of the E. coli genome, leading to bacterial DNA

breakage and death. Unlike traditional phages, this design not only relies on the

natural bacteriolytic ability of phages but also enhances bactericidal efficiency

through the CRISPR system and reduces the risk of bacterial escape mutations.

Furthermore, by optimizing the phage's tail fiber proteins, it can recognize a wider

range of E. coli strains, expanding therapeutic coverage. This research has currently

entered Phase I clinical trials[24]. Biofilm structures are often associated with

persistent chronic bacterial infections. Composed of various macromolecules such as

proteins, polysaccharides, lipids, and DNA, biofilms can limit the diffusion of

molecules and particles, thereby protecting pathogenic bacteria from attack by

antimicrobial agents like phages and antibiotics, posing a significant obstacle in

bacterial control and making many clinical infections difficult to eradicate[25–27].

Recent research has revealed a novel anti-biofilm strategy involving the Pf4 phage

in Pseudomonas aeruginosa biofilms: this phage edits its own genome through the

PfrT reverse transcriptase and PhrD RNA, generating "Super-Infective" (SI) variants.

These variants can replace the original prophage in the host chromosome,

subsequently prompting the host bacteria to produce high yields of SI phages and

toxins, ultimately disrupting the biofilm through bacterial lysis and explosive phage

release. This endogenous editing mechanism opens new avenues for developing

synthetic biology tools to target and destroy drug-resistant bacterial biofilms[28].

Currently, the rapid development of Artificial Intelligence (AI) and high

-throughput sequencing technology greatly aids the design and modification of phages
[29–31]. By integrating omics data research with AI, the interaction mechanisms

between phages and hosts can be understood comprehensively and systematically,

such as phage gene expression regulation and how phages overcome bacterial

immune defense mechanisms. This enables the rapid identification of the most

effective phage combinations and even the design of synthetic phages with novel
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functions[32]. However, to date, the vast diversity of phage types and gene pools in

nature has not been fully utilized[33]. With continuous advancements in various

technologies, the artificial synthesis of phage genomes will undoubtedly better

address the various limitations of large-scale phage application and promote the faster

development of phage applications.

1.3 Synthetic antimicrobial peptide design

Antimicrobial peptides (AMPs) are a large class of active oligopeptides with

resistant functions against pathogens such as bacteria, fungi, parasites, and

viruses[34,35]. Because they generally carry a sufficient amount of positive charge and

often possess hydrophobicity, they can electrostatically interact with negatively

charged biological membranes, penetrate, and disrupt membrane structures, leading to

cell death[36,37]. Based on their origin and structural characteristics, they can be

classified into natural antimicrobial peptides and synthetic antimicrobial peptides.

Natural antimicrobial peptides are peptides extracted from plants, animals, or

microorganisms. Although diverse, they often suffer from drawbacks such as low

content, poor stability, cumbersome extraction steps, and high costs. Synthetic

antimicrobial peptides, on the other hand, are prepared through chemical synthesis or

genetic engineering methods, modifying the structures of natural antimicrobial

peptides to enhance their antibacterial activity or improve stability[38]. Currently, most

antimicrobial peptides are biosynthesized using microbial expression systems. In

prokaryotic expression systems, E. coli is the most commonly used due to its fast

growth rate, low cultivation cost, and well-understood biological background[39].

Among eukaryotic expression systems, yeast expression systems are commonly used,

including Saccharomyces cerevisiae, Pichia pastoris, and Chlamydomonas

reinhardtii[40]. However, using microbial expression systems to produce natural

antimicrobial peptides can sometimes result in defects such as excessively low yield,

high host toxicity, insufficient resistance activity, and some AMPs may exhibit

significant hemolysis, making their efficient synthesis challenging[41,42].
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The development of synthetic biology and the rise of AI provide powerful tools

for the design of antimicrobial peptides. Researchers can modify existing

antimicrobial peptides using gene editing techniques to change their amino acid

sequences, thereby enhancing their antibacterial activity or reducing toxicity to host

cells[43]. A research team led by Luis Pedro Coelho at Fudan University utilized

machine learning to identify nearly one million potential antimicrobial peptides from

the global microbiome. They tested 100 of these synthetic antimicrobial peptides

against 11 clinically relevant pathogenic bacterial strains, including Acinetobacter

baumannii, Escherichia coli, Klebsiella pneumoniae, Pseudomonas aeruginosa,

Staphylococcu saureus, Vancomycin- resistant Enterococcus faecalis, and

Vancomycin-resistant Enterococcus faecium. Ultimately, they confirmed that 79 were

active in vitro, and 63 exhibited inhibitory effects against the pathogenic strains[44].

The research team led by Wang Huaimin at Westlake University developed an AI

model called TransSAFP, which for the first time accurately predicts the

self-assembly behavior and biological functions of peptide molecules, with an

efficiency potentially hundreds of billions of times that of humans. Using TransSAFP,

the team de novo designed self-assembling antimicrobial peptides that are highly

efficient, low-toxicity, and non-resistant. These peptides demonstrated highly

effective, broad-spectrum bactericidal ability both in vitro and in vivo, offering a new

strategy to address the global antibiotic resistance crisis[45]

1.4 Quorum Sensing interference

Quorum Sensing (QS) is an intercellular communication mechanism whereby

microorganisms coordinate by secreting and perceiving specific signaling molecules.

When the concentration of signaling molecules reaches a threshold, microorganisms

activate or suppress the expression of specific genes, thereby regulating physiological

behaviors such as biofilm formation, virulence factor secretion, and metabolite

synthesis. This mechanism is widespread in bacteria and fungi and plays an important

role in microbial ecological adaptation and pathogenicity[46,47]. However, traditional

research has mostly been confined to laboratory cultures of single strains, making it
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difficult to simulate group behaviors in complex natural environments[48]. The rise of

synthetic biology provides new tools for the study and application of quorum sensing.

By designing genetic circuits, optimizing signaling pathways, and constructing

synthetic microbial communities, precise regulation of microbial behavior can be

achieved[49,50].

Synthetic biology utilizes quorum sensing circuits to program cell behavior and

repurposes modified quorum sensing systems as biosensors for detecting microbial

communities, offering better signal specificity, real-time monitoring capability, and

scalability. Specific amino acid sites in the quorum sensing system were rationally

designed to construct a LuxR/LuxI QS system highly sensitive to 3OC6-HSL, and

based on this, developed a whole-cell biosensor capable of detecting 3OC6 produced

by Yersinia pestis[51]. Furthermore, synthetic biology can construct artificial synthetic

microbial communities at the population level, establishing connections between

different strains or species and regulating gene expression in multiple cell types

through cell signaling mechanisms, enabling their co-survival under the same culture

conditions. These play important roles in the field of metabolic engineering.

Co-cultivation of synthetic microbial communities can distribute complex long

synthetic pathways into different strains, achieving reduced metabolic burden,

blocked side reactions, alleviated metabolic crosstalk, and significantly improving

product yield and productivity[52,53]. Lignans are a class of secondary metabolites

distributed in plants, which possess antibacterial, antifungal, and antiviral activities.

By constructing a mutually dependent community based on met15Δ and ade2Δ

auxotrophic yeast, using ferulic acid as a metabolic bridge, the de novo synthesis of

lignan glycosides from glucose was achieved, simulating plant multicellular division

of labor in metabolism and providing insights for the microbial manufacturing of

complex natural products[54].

2. Application of synthetic biology in the prevention and control of viral

infectious diseases

2.1 Current status of viral infections
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Viral infection refers to the process by which viruses invade the organism

through various routes and proliferate within susceptible host cells. Viral infections

can cause a range of symptoms, from asymptomatic (showing no apparent symptoms)

to severe disease. Infectious diseases caused by viruses seriously threaten human

health and life. Particularly, some viral infections cause diseases that spread rapidly

and have high fatality rates; once outbreaks occur, they can cause immeasurable harm

to society. A research paper published in The Lancet in 2024 indicated that for adults

globally, the impact of the COVID-19 pandemic has been more profound than any

event in the past half-century, including military conflicts and natural disasters[55].

During 2020-2021, 84% of the 204 countries and regions analyzed experienced a

decline in life expectancy, revealing the significant impact of this novel virus. Even

now, the COVID-19 virus has not disappeared; its constant mutation and transmission

characteristics continue to pose threats to global public health security. The rapid

mutation and immune escape of viruses persistently challenge global public health

security systems[56]. Therefore, developing efficient intelligent diagnostic systems and

antiviral vaccines has become an urgent task.

2.2 Intelligent diagnostic systems

Current laboratory methods for pathogen diagnosis mainly include pathogen

culture, antigen-antibody detection, real-time quantitative PCR, and next-generation

sequencing. However, these detection technologies have limitations such as long

pathogen culture cycles, limited application scope, and insufficient sensitivity[57].

CRISPR-Cas is an adaptive immune mechanism used by bacteria and archaea to

cleave foreign invading nucleic acids, protecting themselves from viral intrusions like

phages. It has not only been developed for precise gene editing but also for nucleic

acid detection, demonstrating advantages such as speed, high throughput, high

sensitivity, and strong specificity[58].

Aiming at the high transmissibility of SARS-CoV-2 infected persons during the

asymptomatic or pre-symptomatic phase, a rapid and sensitive SARS-CoV-2

diagnostic detection method based on the CRISPR-Cas system was developed[59]. This
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method utilizes customized CRISPR-Cas12a/gRNA complexes and fluorescent

probes to detect target amplicons generated by standard RT-PCR or isothermal

Recombinase Polymerase Amplification (RPA), enabling sensitive detection in areas

lacking equipment required for qPCR diagnostics. Additionally, a universal

CRISPR/Cas detection platform (g-CURS) based on a glass fiber interface was

designed, enabling ultra-high sensitivity identification and portable rapid quantitative

detection of various low-abundance analytes (such as nucleic acids or proteins)[60].

Platform g-CURS possesses efficient and accurate clinical detection performance,

highly specific identification of SARS-CoV-2 Delta mutant cDNA and HPV16 E7

gene fragments, with a detection time of approximately 30 minutes. Meanwhile, this

system can accurately identify mutation differences within 6 bases, possessing

single-base mismatch resolution capability. In clinical samples of HPV16, the

detection results were completely consistent with qPCR, achieving simultaneous

detection of multiple substances with portable CRISPR/Cas in vitro diagnostic

technology, providing a more convenient and economical solution for early disease

diagnosis and dynamic monitoring.

2.3 Vaccine development

Vaccines are one of the most effective measures for human disease prevention

and control. Over the centuries, scholars have continuously endeavored to explore the

development of various vaccine types, from the earliest live attenuated vaccines and

inactivated vaccines to modern technologies like genetically engineered vaccines and

nano-vaccines[61]. Today, through synthetic biology, synthetic substances (i.e.,

vaccines) with specific antigenicity and immunogenicity can be designed, including

genome codon-optimized vaccines, nucleic acid vaccines based on artificially

synthesized genomes, viral vector-based vaccines, virus-like particle-based vaccines,

and recombinant yeast-expressed vaccines, which can significantly induce the

immune system to produce immune responses against specific pathogens[62,63]. This

approach is more flexible compared to traditional vaccine preparation processes,

enabling a rapid response to infectious disease outbreaks and pathogen mutations,

Ju
st

 A
cc

ep
te

d



which is of great significance for dealing with emerging and re-emerging infectious

diseases.

The "2023 Nobel Prize in Physiology or Medicine" was awarded to Professors

Katalin Karikó and Drew Weissman for their discoveries concerning nucleoside base

modifications. Specific chemical modifications of mRNA nucleotides can effectively

reduce its immunogenicity while significantly enhancing its stability and translational

efficiency, thereby establishing the molecular foundation for the feasibility and

clinical application of mRNA vaccines[64]. As depicted in Fig. 3, using DNA as a

template and RNA polymerase to directly incorporate modified nucleotides (Ψ UTP

and 5mCTP) during in vitro transcription enables the one-step synthesis of functional

mRNA molecules equipped with a 5’ cap, a modified nucleotide sequence, and a 3’

poly(A) tail. On January 10, 2020, shortly after the SARS-CoV-2 sequence was

released, Moderna successfully created the mRNA-1273 COVID-19 vaccine in just

42 days[65]. On March 5, 2020, the U.S. Food and Drug Administration (FDA)

completed its review of mRNA-1273 and approved it for clinical trials. mRNA

vaccines are more suitable for responding to large-scale outbreaks compared to

traditional vaccines, and advancements in technologies like synthetic biology have

greatly addressed core issues such as mRNA molecule synthesis and modification and

nucleic acid delivery systems, facilitating the rapid development of mRNA vaccines,

accelerating their clinical application, and significantly shortening the vaccine

development cycle[66]. Meanwhile, using synthetic biology technology, live attenuated

vaccines with lower toxicity can be generated through genome codon deoptimization,

effectively enhancing vaccine safety[67]. COVI-VAC is currently the only live

SARS-CoV-2 virus vaccine, generated by recoding the SARS-CoV-2 genome

according to the SAVE algorithm, systematically introducing 283 silent mutations,

and deleting its furin cleavage site. Preclinical results showed that compared to the

wild-type strain, the COVI-VAC candidate strain's virulence was significantly

attenuated, but the antibody response induced in vivo was comparable to that caused

by infection with the wild-type virus[68]. Furthermore, for viruses with frequent
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mutations, such as HIV-1 and influenza viruses, flexible antigen design using

synthetic biology technology is also very important for improving vaccine

immunogenicity and breadth.

Fig 3. Schematic of nucleotide modification in mRNA vaccine design. The schematic

highlights chemical modifications of nucleosides (e.g., pseudouridine) that enhance

mRNA stability, reduce immunogenicity, and improve translational efficiency,

contributing to rapid vaccine development against emerging viruses.

2.4 CAR-T cell therapy

Synthetic biology following the DBTL engineering framework has the ability to

reprogram mammalian cells. Chimeric antigen receptor T-cell (CAR-T) therapy

exemplifies this approach: through genetic engineering, T cells are modified to

express artificially designed CAR molecules, transforming them into "living drugs"

capable of precisely recognizing and attacking specific antigens. This technology

fully embodies synthetic biology's capacity for modular deconstruction and rational

reassembly of the immune system—breaking down T cell functions into
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programmable units of sensing, processing, and execution, followed by systematic

design and construction[69–71].

In the field of infectious disease prevention and control, CAR-T therapy offers

new strategies for clearing latent viral reservoirs and drug-resistant pathogens. For

instance, in Human Immunodeficiency Virus (HIV) infection, conventional

antiretroviral therapy cannot eliminate the viral reservoir latent in resting CD4⁺ T cells

[72,73]. Synthetic biology strategies address this by designing CAR structures targeting

HIV envelope proteins (such as gp120), such as those based on the CD4 extracellular

domain or single-chain variable fragments (scFv) from broadly neutralizing

antibodies (Fig. 4)[74–76]. This equips T cells with the ability to specifically recognize

and eliminate HIV-infected cells. To optimize therapeutic efficacy, researchers

employ synthetic biology approaches for multifaceted engineering: optimizing CAR

signaling circuits by incorporating co-stimulatory domains like 4-1BB to enhance T

cell persistence and expansion in vivo[77,78]; or utilizing "cell vaccine" strategies, such

as constructing HIV-CAR T cells based on Cytomegalovirus (CMV)-specific T cells,

followed by stimulating their expansion in vivo through CMV vaccination[79,80]. These

approaches help overcome challenges such as the scarcity of target cells and low

antigen density in viral reservoirs.

A large-scale long-term safety study demonstrated that among 783 individuals

receiving genetically modified T-cell therapy, including HIV patients, no evidence of

insertional mutagenesis-related tumorigenesis associated with vector integration was

found. This supports the safety profile of this strategy in the field of infectious

diseases[81]. Thus, CAR-T therapy exemplifies the comprehensive design capabilities

of synthetic biology across molecular, circuit, and cellular levels, offering a highly

promising engineered immunotherapy platform for achieving functional cures for

HIV and addressing other refractory infections.
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Fig 4. Schematic of Anti-gp120 CAR design and functional validation. The gene

construct encoding a chimeric antigen receptor (CAR) specific to HIV gp120 is

inserted into T cells. The engineered CAR consists of an anti-gp120

antigen-recognition domain linked to intracellular signaling domains. Upon

encountering HIV-infected cells expressing gp120, the CAR-T cells are activated,

leading to targeted killing, enhanced persistence, and sustained viral suppression in

vitro or in vivo.

3. Application of synthetic biology in the prevention and control of invasive

fungal diseases

3.1 Current status of invasive fungal diseases

Invasive fungal disease (IFD) refers to severe infections where pathogenic fungi

invade deep tissues, blood, or internal organs of the human body, often

life-threatening[82]. Currently, IFD has become a global public health problem,

causing over 1.5 million deaths annually, necessitating high attention worldwide[6].

Therefore, on October 25, 2022, the WHO for the first time released the "WHO

Fungal Priority Pathogens List," listing 19 fungi posing public health risks,

including Cryptococcus neoformans, Candida auris, Aspergillus fumigatus,

and Candida albicans. WHO categorized these fungal pathogens into three priority

groups based on their priority: critical, high, and medium priority groups, aiming to

raise public awareness of various fungal infections and their treatment[5].
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Traditional antifungal drugs are mainly divided into four categories (polyenes,

azoles, echinocandins, and flucytosine) and function by inhibiting nucleic acid

synthesis and protein synthesis, disruption of microtubules and inhibition of mitosis,

disruption of cell wall and membrane (Fig. 5). However, challenges such as

hepatorenal toxicity, single targets, and increasingly severe drug resistance issues

pose significant challenges to the clinical application of these drugs[83]. Utilizing

synthetic biology technology, on one hand, the metabolic networks of microorganisms

can be reconstructed to achieve efficient biosynthesis of antifungal drugs[84,85]; on the

other hand, intelligent drug delivery systems can be designed to improve treatment

specificity.

Fig 5. Classification and mechanisms of action of traditional antifungal drugs.

Polyenes (amphotericin B) target ergosterol in the fungal cell membrane; azoles

(fluconazole) inhibit the CYP51 enzyme in the ergosterol biosynthesis pathway;

echinocandins (caspofungin) inhibit β-1,3-glucan synthase; flucytosine interferes with

fungal nucleic acid synthesis.

3.2 New targets for antifungal drugs
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Research on targets for antifungal drugs mainly focuses on disrupting fungal cell

membranes, cell walls, and enzymes related to fungal biosynthesis and metabolic

pathways. Drugs targeting these components can destroy the integrity and synthesis of

fungal cell membranes and walls, thereby inhibiting fungal growth and

reproduction[86]. Fungal cell membrane targets typically include ergosterol synthesis

enzymes, phospholipases, cholesterol esterases, etc.[87]; the cell wall is mainly

composed of polysaccharides (such as chitin, β-glucan, and mannan), proteins, and

lipids[88]; simultaneously, scientists are also committed to finding new targets to

develop highly effective antifungal drugs. Using synthetic biology technology,

specifically modifying the genome of pathogenic fungi through gene editing allows

observation of changes in fungal drug sensitivity, identifying new genes or drug

targets associated with antifungal resistance[89,90]; it can also study the function of

specific enzymes in fungal growth and reproduction, directly observing the impact of

enzyme deficiency or reduced activity, thereby determining the role of key enzymes

in the entire synthesis pathway[91].

The research team led by Wang Zongqiang efficiently discovered the novel

antifungal natural product mandelamine through phylogeny-guided genome mining.

To clarify its mechanism, they used homologous recombination technology to knock

out the mandL and mandQ genes, which not only verified the function of the relevant

gene cluster and obtained mutants lacking sugar chain modifications but also revealed

the regulatory role of glycosylation on mandelamine's phospholipid targeting ability.

By optimizing fermentation conditions, the team achieved high-efficiency production

of mandelamine, with its water solubility increased by 9700 times compared to

traditional polyene drugs, addressing the pain point of poor water solubility of

traditional drugs. Using techniques like ITC and UV-vis, the team further analyzed

that mandelamine functions by specifically binding to fungal cell membrane

phospholipids, causing ion leakage, thereby avoiding the resistance problem

associated with traditional drugs targeting ergosterol[92]. This research constructed a

complete technological chain, providing a new synthetic biology paradigm for

Ju
st

 A
cc

ep
te

d



antifungal drug development and providing important guidance for innovation in the

field. Similarly, butyrolactol A (BLA) was discovered, a natural product that inhibits

the flippase Apt1-Cdc50, disrupts membrane asymmetry, and restores echinocandin

efficacy against resistant fungi such as Cryptococcus and Candida auris. Using

synthetic biology, they developed a high-yield BLA producer and resolved its binding

mode via cryo-EM, revealing a competitive inhibition mechanism. This study

establishes flippases as a new antifungal target and highlights the role of synthetic

biology in leveraging natural products to combat drug resistance (Fig. 6)[93]. By

constructing knockout mutants of genes such as GCN5, RTT109, and SET1 using

homologous recombination technology, combined with RNA-Seq transcriptome

analysis and ChIP-qPCR epigenetic detection, it was found that the histone

acetyltransferase GCN5 affects fungal drug resistance and virulence by regulating cell

membrane ergosterol synthesis, drug efflux pumps, and the calcineurin signaling

pathway. Furthermore, the GCN5 inhibitor CPTH2 was designed for combination

with echinocandin drugs, demonstrating synergistic bactericidal effects in vitro and in

animal models, significantly reducing the fungal load of multidrug-resistant Candida

auris[94]. This series of technological applications revealed the potential of epigenetic

regulators as new antifungal targets, providing new ideas for combination therapy

based on synthetic biology strategies to overcome fungal resistance, and promoting

innovation in antifungal therapies centered on gene editing, omics analysis, and

targeted inhibitor development.

Fig 6. Schematic illustration of synthetic biology applications in antifungal drug

target discovery. The diagram shows the construction of fungal mutants via gene

editing techniques, combined with phenotypic screening and omics analysis, to

identify new drug sensitivity-related targets.
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3.3 Antifungal nanomaterials

Antifungal nanomaterials, as a novel therapeutic approach, have attracted

widespread attention in the antifungal field. They refer to materials with dimensions

at the nanoscale (typically 1-100 nm), including metal nanomaterials (such as silver

nanoparticles), carbon-based nanomaterials (such as carbon nanotubes and graphene),

quantum dots, metal-organic frameworks (MOFs),as well as mesoporous silica

nanoparticles (MSNs) and lipid-based nanocarriers[95]. These materials, through

careful design and preparation, possess various unique physical and chemical

properties that can enhance their interaction with fungal cells, achieve

stimulus-responsive drug release, and overcome the body's physiological barriers to

precisely deliver drugs to the infection site[96]. Additionally, nanomaterials can

effectively capture fungal toxins through hydrophobic interactions, hydrogen bonding,

electrostatic interactions, covalent bonding, and π-π stacking [Fig.4C][97,98].

From a synthetic biology perspective, the functionality of these nanomaterials

can be significantly enhanced by integrating biologically engineered modules.Using

synthetic biology technology to construct molecular modules with specific targeting

functions and integrating these modules onto the surface of nanomaterials enables

specific recognition and binding to unique molecular markers on fungal cell walls or

membranes. For example, by surface-modifying with Dectin-1 receptor ligands,

liposomes can specifically recognize β-glucan in invasive Candida, enhancing binding

ability to various fungal cells, thereby improving the efficacy and specificity of

antifungal treatment[98]. Furthermore, mesoporous silica nanoparticles (MSNs) have

been extensively explored as versatile platforms for antifungal drug delivery. Through

chemical functionalization with biologically active molecules—such as the natural

antimicrobial peptide epsilon-poly-L-lysine (EPL)—MSNs can achieve synergistic

antifungal effects and enhanced solubility of lipophilic drugs like itraconazole

(ITZ)[99]. Similarly, fatty acid nanoemulsion-templated silica nanoparticles have been

developed as green and efficient carriers for loading hydrophobic antimycobacterial

drugs, demonstrating efficacy against drug-resistant strains[100].
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Utilizing synthetic biology technology to integrate biosensing elements and

signal transduction pathways into the design of nanomaterials enables them to

sensitively perceive specific microenvironmental signals at the fungal infection site,

such as changes in local pH, changes in specific enzyme activity, and accumulation of

Reactive Oxygen Species (ROS). When nanomaterials detect these specific signals,

internal biological or chemical mechanisms are triggered, precisely controlling the

release process of the carried antifungal drugs, achieving more precise and effective

treatment[101–103]. Synthetic biology can also target different types of biological

barriers, such as the skin's stratum corneum barrier, the corneal epithelial and

endothelial barriers, and the tight junction structures of the blood-brain barrier, by

modifying specific biological molecules on the surface of nanomaterials, enabling

them to interact with receptors or transport proteins on barrier cell surfaces,

promoting the endocytosis and transcellular transport processes of nanomaterials (Fig.

7)[104–106].

Fig 7. Schematic illustration of targeted delivery and stimulus-responsive release

mechanisms of antifungal nanomaterials. The surface of nanomaterials can be

modified with specific ligands to recognize fungal cell wall components. The

nanomaterial core can be loaded with antifungal drugs and designed to release its

payload in response to infection microenvironment signals. Furthermore, the surface

Ju
st

 A
cc

ep
te

d



can be functionalized to overcome physiological barriers enhancing drug

accumulation at deep infection sites.

4. Biosecurity challenges of synthetic biology and potential countermeasures

4.1 Biosecurity challenges of synthetic biology

According to China's "Biosafety Law of the People's Republic of China"

promulgated in 2020, biosafety refers to the state where biotechnology can develop

steadily and healthily, people's life and health and ecosystems are relatively free from

danger and threat, and the biological field possesses the capacity to safeguard national

security and sustainable development[107]. With the rapid development of synthetic

biology, related biosafety risks have attracted increasing attention, mainly including

risks associated with the release of synthetic pathogenic microorganisms,

environmental and ecological risks caused by synthetic substances, and potential

biosafety issues arising from the rapid development of AI in the field of synthetic

biology[108].

Gene editing tools can be used to reconstruct highly pathogenic viruses, even

designing drug-resistant, highly transmissible "super pathogens." Researchers

chemically synthesized the poliovirus in test tubes in 2002[109], and in 2005, used

genome editing technology to reconstruct the extinct "Spanish" influenza virus

strain[110]. Subsequently, horsepox virus, Ebola virus, SARS-CoV-2, etc., have been

synthesized in laboratories[111]. Gain-of-Function (GOF) research, such as genetic

modification of highly pathogenic avian influenza H5N1 virus for transmissibility and

host specificity, has also been conducted[68]. If such artificially synthesized pathogens

are not regulated and are weaponized, they could break the limitations of traditional

biological warfare, making gene editing a new type of bioweapon carrier, seriously

threatening people's life and health. AI algorithms can accelerate the design of

pathogenic proteins unrecognizable by the human immune system or enable the

simplification of pathogen synthesis through automated platforms—non-professionals

using biological printers could produce customized viruses in simple laboratories,
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significantly lowering the threshold for bioweapon manufacturing[112,113]. More

critically, These artificially designed organisms are very prone to triggering

unpredictable leakage accidents. These risks not only threaten the stable and healthy

development of biotechnology but also directly impact the capacity of the biological

field to maintain national security, and even global security.

4.2 Potential countermeasures

Addressing the biosafety issues arising from synthetic biology requires the

construction of multi-dimensional, dynamic comprehensive response strategies. At the

institutional level, establishing a classified and graded management system is core:

implement differentiated control measures based on the research object (pathogen

hazard level), technical path ("dry" AI design or "wet" physical synthesis), and

activity risk. High-risk activities must be conducted in BSL-4 biosafety laboratories,

subject to national-level approval and filing; medium and low-risk activities require

institutional or provincial-level supervision. Simultaneously, establish a dynamically

updated pathogen list (integrating directories like the "Catalogue of Pathogenic

Microorganisms Transmitted to Human Beings"), adjusting risk levels based on

real-time risk assessments. Regarding the regulatory framework, it is necessary to

improve specialized laws and regulations, refine synthetic biology safety evaluation

standards under the "Biosafety Law," clarify the responsibilities of multi-departmental

coordination to avoid "fragmented management," and establish an "adaptive

governance" mechanism to regularly review the matching of policies and

technological development.

At the technical prevention and control level, strengthen laboratory biological

risk management: implement full-process risk assessment, utilize bioinformatics and

big data simulation platforms to enhance the scientific nature of risk prediction; for

"dry" research, establish a tripartite screening mechanism involving "AI tool

providers - data platforms - users" to monitor access and use of sensitive gene

sequences; for "wet" research, strictly enforce laboratory operating procedures, equip

with protective facilities matching the risk level, and have contingency plans.
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Simultaneously, strengthen the construction of environmental monitoring networks,

introduce new biosensors and molecular typing technologies, track engineered

microbial leakage or gene pollution through wastewater testing, soil testing, etc., and

achieve early warning by combining pathogen transmission dynamics data.

5. Conclusion and perspective

The application of synthetic biology in the prevention and control of infectious

diseases has ushered in a new era of precise intervention, providing revolutionary

tools to address the global crises of emerging pathogens, antimicrobial resistance, and

invasive fungal infections. Synthetic biology enables the rational engineering of

phages, synthetic antimicrobial peptides, genetic circuits, intelligent diagnostic

systems, and next-generation vaccines, fundamentally overcoming the bottlenecks of

traditional prevention and control strategies such as long development cycles, narrow

targeting, and low bioavailability. Meanwhile, the integration of synthetic biology

with functional nanomaterials further extends the reach of these technologies,

enabling targeted delivery, stimuli-responsive release, and synergistic fungicidal

effects, especially for poorly soluble antifungal agents and drug-resistant strains.

Together, these advances establish synthetic biology as a core driving force for

transforming infectious disease prevention and control systems.

However, the translational application of synthetic biology in the field of

infectious disease prevention and control is still hindered by a series of key technical

bottlenecks. From the perspective of common challenges, the insufficient robustness

and stability of engineered biological systems is a core obstacle. Threats such as

recognition and clearance by the host immune mechanism, rapid degradation by

metabolic pathways in vivo, and adaptive mutations generated by pathogens for

survival compromise the functional persistence of systems like engineered phages,

synthetic gene circuits, and mRNA vaccine platforms. Furthermore, the development

of synthetic biology is accompanied by security challenges such as the leakage of

synthetic pathogenic microorganisms and the risk of AI-driven bioweapons.
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Future perspectives should therefore focus on translational, application-oriented

improvements that address the limitations identified above. First, future studies should

prioritize enhancing the stability and robustness of engineered systems, including

engineered phages, synthetic gene circuits, and mRNA-based platforms, to reduce

immune clearance, extend in vivo half-life, and minimize pathogen escape mutations.

Second, greater emphasis should be placed on biosafety-by-design throughout the

engineering cycle, particularly for synthetic microorganisms and engineered

nanomaterials, to prevent unintended leakage, horizontal gene transfer, or ecological

disruption. Third, the synergistic design between synthetic biology modules and

targeted, stimuli-responsive nanodelivery systems should be further explored,

especially for poorly soluble antifungal drugs, to improve solubility, controlled

release, and infection-site specificity while lowering toxicity. Fourth, unified

standardized evaluation systems and coordinated global regulatory frameworks should

be established, covering consistent efficacy metrics, biosafety assessment protocols,

scalable manufacturing standards, and biosecurity governance, to ensure

reproducibility, clinical translation, and innovation of synthetic biology–based

anti-infective technologies.
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