TSINGHUA SCIENCE AND TECHNOLOGY
ISSN 1007-0214 ppl1-20
DOI: 10.26599/TST.2026.9010011
Volume x, Number x, XXXxx XXXX

Secure Federated Learning Based on the OPTICS Clustering
Algorithm and Client Selection

Chunmei Ma, Zhengyang Zhang, Baogui Huang, Chuanwen Luo*, Guangshun Li, and Junhua Wu

Abstract: In Federated Learning (FL), the aggregation servers inevitably face attacks from malicious clients
because they cannot directly constrain the behaviour of clients. Effectively detecting and mitigating the impact
of these malicious clients on the global model is a critical challenge. This paper proposes a secure aggregation
algorithm, named Ordering Points To Identify the Clustering Structure (OPTICS) Clustering Algorithm and
Client Selection Federated Learning (OCACSFL), designed to identify and exclude malicious clients. By
employing an improved OPTICS clustering algorithm, OCACSFL enables the aggregation server to effectively
distinguish between benign and malicious clients, ensuring that malicious updates do not contribute to the
global model aggregation. If a client is detected to upload malicious updates multiple times, OCACSFL
permanently rejects that client’s updates. Experimental results demonstrate that OCACSFL can efficiently
detect and exclude malicious clients across various datasets and machine learning models, showcasing

exceptional performance and robustness.
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1 Introduction

Federated Learning (FL)! has emerged as a new
paradigm in machine learning>®l and has shown
significant potential for advancement across various

fields, including natural language processing,
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autonomous driving, financial technology, image
classification, and medical imaging diagnostics!’-8.
Traditional centralized machine learning algorithms
require collecting substantial data from clientsl.
However, these centralized approaches may lead to
privacy concerns, as data collectors can directly access
users’ information!10- 111, In the FL
framework, multiple clients collaboratively train a
global modell!% 131, while keeping their training data
locally stored. Clients only need to upload model
updates, such as gradients or weights, to a central
server, ensuring that original data remain stored locally
and are not directly accessible to external entities,
thereby effectively safeguarding user privacyl!4 151,

FL  systems still face security
challenges!!6l, Since the central server cannot directly
access clients’ private data or control their actions,
malicious clients can deceive the server by sending
tampered, harmful model updates, thus launching
poisoning attacks on the global model. Based on the

sensitive

numerous
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attack objectives, model poisoning attacks are typically
categorized as untargeted and targeted attacks. In
untargeted attacks!7-181) the compromised global
model makes incorrect predictions on a wide range of
test inputs without focusing on a specific target. Fang
et al.l!% proposed an untargeted attack framework that
transforms untargeted attacks into an optimization
problem, designing model updates from malicious
clients to maximize the difference in the global
model’s updates before and after the attack. In targeted
attacks!!7-18. 201 the compromised global model only
makes incorrect predictions on attacker-selected test
inputs, while maintaining accuracy on other test inputs.
For example, in image classification tasks, targeted
attacks can manipulate the model to misclassify an
“apple” as a “watermelon”. Targeted attacks can be
divided into two categories: naive approach and model
replacement?!l, The naive approach significantly
undermines model performance by introducing
mislabeled data into the training set!?2l, However, in
FL, the aggregation process inherently mitigates the
impact of such malicious data on model accuracy. As a
result, the naive approach has only a limited effect on
the model’s performance, even when a large number of
attack rounds are conducted. In contrast, model
replacement clients to upload
carefully crafted model wupdates that induce
misclassification in the global model, producing a more
pronounced effect(21],

Existing defenses against model poisoning attacks
primarily rely on Byzantine-robust FL methodsf23-231,
These methods aim to enable the central server to learn
an accurate global model even if some clients are
malicious and submit harmful model updates. In
theory, Byzantine-robust FL. methods can limit the
impact of malicious clients on global model
parameters. However, these approaches have notable
limitations: some demonstrate robustness only when
the number of malicious clients is smalll23- 241 while
others depend on the aggregation server having access
to a clean and representative validation dataset(25],
Additionally, we find that current methods!23-24] either
exclude certain clients or substitute a subset of clients
for the full client set, failing to ensure that all selected
benign clients participate in model aggregation. These
limitations results in some benign data being
underutilized, thereby leading to wasted data resources.

In this paper, we propose a novel Byzantine-robust
aggregation method named Ordering Points To Identify

allows malicious
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the Clustering Structure (OPTICS) Clustering
Algorithm and Client Selection Federated Learning
(OCACSFL). Inspired by Le et al.?l, we first apply
the density-based clustering algorithm OPTICS to
partition clients into multiple clusters. Under the
assumption that the majority of clients are benign, the
largest cluster is selected as the benign client set for
model aggregation in each round. Second, the sever
dynamically evaluates each client’s reputation. If a
client’s credit score is smaller than a predefined
threshold, the server ceases to accept the client’s model
updates. To prevent wastage of benign data, we
introduce the concept of “benign distance difference”
to determine if all participating clients in the current
round are benign. Finally, acknowledging the risk that,
in certain rounds, a majority of malicious clients could
be selected and compromise OCACSFL’s decision-
making process, we integrate a model rollback
mechanism inspired by residual neural networksl?7].
This allows the server to roll back to a previous, stable
model in extreme cases, ensuring the robustness and
integrity of the overall system. OCACSFL is
compatible with various aggregation methods, such as
FedAvg!!l and FedProx[28], without affecting the
underlying aggregation strategy.

OCACSFL has been evaluated on three benchmark
datasets (MNIST, FMNIST, and CIFAR-10) under
three types of attacks: sign-flipping attacks[?°], additive
noise attacks(?®), and backdoor attacks?!l. The
experimental results that OCACSFL
achieves strong performance across all three datasets,
effectively mitigating the impact of each attack. The
model accuracy remains close to the baseline results
without attacks.

The contributions of this paper are summarized as
follows.

(1) We propose the OCACSFL scheme, leveraging
an enhanced OPTICS clustering algorithm and
dynamic credit scoring to bolster Byzantine resilience.
First, we apply the OPTICS clustering algorithm to
cluster model updates, with the average reachability
distance serving as the clustering criterion to accurately

demonstrate

identify benign clients for aggregation. Additionally, a
dynamic scoring mechanism adjusts the
participation priorities of clients based on their
historical performance, ensuring that clients with high
reputations are given precedence in model training,
thereby optimizing the overall robustness.

(2) A model update evaluation criterion and a model

credit
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rollback mechanism are introduced to improve the
of OCACSFL. By observing the
reachability distance differences in model updates, we
can detect malicious clients in each round, reducing
misclassification and minimizing benign
wastage. Furthermore, when malicious clients are in
the majority, the rollback mechanism effectively
restores model performance, mitigating the negative
impact of these clients on model training.

(3) We evaluate OCACSFL’s effectiveness across
multiple datasets and attack scenarios. For instance, on
the MNIST and FMNIST datasets, OCACSFL
successfully detects 100% of malicious clients under
sign-flipping  attacks, while maintaining model
accuracy within 4% of the unperturbed federated
averaging baseline.

The remainder of this paper is organized as follows.
Section 2 presents related work, summarizing existing
defense methods against model poisoning attacks.
Section 3 provides preliminary knowledge, introducing
the fundamental concepts of federated learning and the
OPTICS clustering algorithm. Section 4 states the
problem, describing the real-world application
scenarios and design objectives targeted by our
proposed method. Section 5 elaborates on the
principles and implementation details of the proposed
OCACSFL approach. Section 6 presents experimental
results, demonstrating the effectiveness and advantages
of OCACSFL. Finally, Section 7 concludes with a
summary of our main contributions and an outlook on
future research directions.

2 Related Work

robustness

client

Byzantine-robust FL algorithms can generally be
categorized into two types. The first type of defense
modifies the aggregation rule by employing
calculations, such as the median or geometric center, to
produce the final global model, rather than relying on
the simple weighted average used in FedAvg!30l. For
example, Xie et al.3! proposed the median aggregation
method, which aggregates updates by taking the
median of each dimension, thereby reducing the impact
of malicious updates. Yin et al.3?l introduced the
trimmed mean aggregation method, which excludes
extreme values in updates and then computes the mean
of the remaining values to enhance model robustness.
Pillutla et al.[33] proposed a robust aggregation method
called RFA, which further strengthens resilience to
malicious updates using a geometric median-based

aggregation strategy. Han et al.[39 presented an attack-
tolerant aggregation algorithm based on parameter
importance, designed to mitigate or eliminate the
impact of malicious clients. However, these defense
strategies remain vulnerable to large-scale attacks by
malicious clients, especially in rounds where half or
more of the selected clients are compromised,
significantly increasing the risk of system failure. Li
et al.34 introduced Ditto, which uses regularization to
balance global and local models, thereby reducing the
impact of malicious clients on the global model.

The second defense approaches aim to enhance
model robustness by detecting and removing malicious
updates(30l, Theoretically, Krum!23] can safeguard the
global model from the influence of malicious clients
during model aggregation by selecting local model
updates with the smallest discrepancy to their n—m—2
nearest neighbors, where n is the total number of
clients and m is the number of malicious clients.
However, it is important to note that Krum requires the
number of malicious clients, which is often difficult to
ascertain in real-world scenarios, posing a challenge to
the method’s effectiveness. Although FLTrust23]
exhibits robustness against a significant proportion of
malicious clients, it depends on the assumption that the
server has access to a clean validation dataset whose
statistical distribution closely matches that of the
overall training data. In typical FL scenarios, where the
server lacks such a validation dataset, the global model
may still be compromised by a large number of
malicious clients. Li et al.[!0] proposed an algorithm
named ClippedClustering, based on hierarchical
clustering methods!33-36], to identify malicious clients.
This algorithm enhances the robustness of clustering-
based approaches by incorporating automatic clipping
of model updates. Considering practical constraints
such as transmission efficiency, computational
resources, and channel conditions, clients are not
selected to participate in aggregation every round.
Instead, the server selects a subset of clients each round
for model aggregation. This may result in a round
where malicious clients constitute the majority, causing
potentially irreversible damage to the aggregated
model. Le et al.[26] Jeveraged the DBSCAN clustering
algorithmB7] to partition all clients into distinct
clusters. Assuming benign clients are in the majority,
the cluster with the largest number of clients is selected
as the benign client group. The client identified as
benign is allowed to participate in model aggregation.
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Additionally, Le et al.l2¢l incorporated Differential
Privacy (DP) techniques!3-4! by adding noise to the
uploaded model updates of clients that meet specific
criteria, thus preserving client privacy. However, the
performance of the algorithm proposed in Ref. [26] is
sensitive to key hyperparameters, such as the
neighborhood radius (denoted as eps) and the density
threshold (denoted as MinPts). If eps is too large or
MinPts is too small, there is a risk of misclassifying
malicious clients as benign, leading to the inclusion of
malicious models in the global aggregation and
negatively impacting the overall performance. On the
contrary, if eps is too small or MinPts is too large,
benign clients may be excluded from the cluster of
benign clients, reducing the training samples and
causing a loss of accuracy.

3 Preliminary

3.1 FL

Suppose there is a parameter aggregation server and N
clients. D; denotes the local dataset of client c;,
ie{l,2,..., N} and n; =|D,| represents the number of
samples of D;. The objective of FL is to find a set of
model parameters 6 that minimizes the global loss
function L (0) in Eq. (1),

N
. n;
arg min L) = Z ;Li (©) (1)

i=1
N

where n = E Mo and L; (9) denotes the local loss of
=

6 on client c;.

In each round of federated learning, the server sends
the global model to the clients. Each client then
updates the model using its local data and obtains a
new local model. Subsequently, the client uploads its
local model update to the server for model aggregation.
The server gets a new global model by aggregating all
local model updates. And then, the server initiates the
next round of training. This process is repeated until
the global model reaches optimal performance or a
predefined number of rounds is completed.

Without loss of generality, we consider the ¢-th
training round. Let g'=6/—6¢""' represent the model
updates uploaded by client ¢; in round ¢, where €; is the
local model obtained by client ¢; in round ¢, and 6! is
the global model of the previous round (i.e., round
t—1). After receiving model updates from all clients,
the server aggregates the model updates and obtains the
t-th round global model in Eq. (2),

Tsinghua Science and Technology, xxxx xxxx, x(x): 1-20
N
¢ _ -1 it
¢ =0+ Z: gl )
=

3.2 Related definitions of OPTICS clustering
algorithm

OPTICS#2! is a density-based clustering algorithm
used to uncover clustering structures with varying
densities. Unlike traditional distance-based clustering
algorithms (such as K-means[*3l), OPTICS identifies
cluster structures by considering the density of data
points, making it more effective for handling noisy data
and clusters with irregular shapes. Compared to the
DBSCANDB7I algorithm, OPTICS is less sensitive to
input parameters, enhancing the stability of clustering.
The OPTICS method does not require prior
specification of the number of clusters and can
effectively eliminate the interference of outliers. In this
paper, we employ an enhanced OPTICS clustering
algorithm to partition model updates into benign and
malicious categories. We first introduce several critical
algorithmic parameters fundamental to the OPTICS
framework.

Given a set of model updates G, the OPTICS
clustering detection algorithm involves the following
definitions[26- 421,

eps-neighborhood radius: A model update g; is
considered to reside within the eps-neighborhood of
another model update g; if the Euclidean distance
d (gi, 8j) < eps.

Core model update: A model update g; is
considered a core model update if the number of model
updates within its eps-neighborhood radius is at least
MinPts. Here, MinPts represents the minimum number
of model updates required within the eps-neighborhood
radius for g; to qualify as a core model update.

Core distance: For a given MinPts and eps that
make g; a core update, the
neighborhood radius required to qualify g; as a core
model update is referred to as its core distance. It is
mathematically defined as Eq. (3),

model smallest

core-distance (g;)

B {undeﬁned, if [ Neps(gi)| < MinPts

i 3
d (gi, N%;“P‘S(gi)), otherwise A)

where Neps (g;) denotes the set of model updates within
the eps-neighborhood of model update g;, and
N};ﬁ;“"‘s (g;) represents the MinPts-th nearest neighbor of

gi within Neps(g;). Here, d(g,-, NMi”P‘S(g,-)) is the

eps
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Euclidean distance between model update g; and its
MinPts-nearest neighbor in Neps (g)).

Reachability distance: For a given MinPts and eps,
the reachability distance of model update g; relative to
model update g; is defined in Eq. (4),

reachability-distance (g;, g;)

undefined,
max(core-distance (g;), d (g, &),

if |Nepsc(gi)l < MinPts
otherwise

“4)
4 Problem Formulation

4.1 Threat model

The attacker can control a number of malicious clients,
which may be either fabricated and injected into the
federated learning system by the attacker or genuine
clients compromised through malicious means. In this
paper, we focus on the latter scenario, where the
attacker gains access to and manipulates a client’s local
training model, local data, loss function, and learning
rate. During each global training round, benign client ¢;
computes and sends the authentic model update
g'=6/—6""D to the aggregation server. In contrast,
malicious clients send carefully altered model updates
g # 6 — 6D to the aggregation server in an attempt to
disrupt global model training.

4.2 Defense background

In practical federated learning applications, the number
of clients is typically very large, making it highly
difficult for an attacker to compromise a significant
portion—let alone more than half of them. Such an
endeavor would demand exceptional capabilities.
Furthermore, as the attacker gains control over more
clients, the likelihood of detection
scenario attackers generally aim to avoid. As a result,
much of the research assumes that only a small fraction
of clients are compromised, with the majority
remaining benignB3>-44l. This paper similarly operates
under the assumption that benign clients dominate in
the federated learning system.

increases—a

4.3 Design objectives

(1) Secure aggregation: The aggregation server can
detect and mitigate the influence of malicious clients
during global model aggregation.

(2) Malicious client filtering:
repeatedly identified as

If a client is

malicious over multiple

training rounds, it will no longer be allowed to upload
its model updates.

S Methodology

Byzantine attacks mainly take two forms: tampering
with local data or manipulating the local model.
Regardless of the method used by malicious clients to
disrupt the global model, their behavior is ultimately
reflected in the uploaded model updates, which exhibit
significant deviations from those of benign clients.
Based on this characteristic, we proposes a Byzantine-
robust aggregation method, called OCACSFL, which is
based on an improved OPTICS clustering algorithm.
The main motivation of OCACSFL is as follows. The
malicious and benign updates exhibit large different
distributions in space. If benign updates constitute the
majority, the density-based clustering algorithm can
effectively distinguish them. The OPTICS clustering
algorithm, as a density-based approach, is very suitable
for this scenario. Without loss of generality, the z-th
round workflow of OCACSFL is illustrated in Fig. 1,
and the specific steps are as follows.

Step 1: Client selection: The aggregation server
selects |H| clients based on their credit scores, where H
denotes the set of clients (see Section 5.4 for details).
We use ci, ¢z, ..., cu to denote the selected |H|
clients.

Step 2: Local model training: Each selected client
trains a local model using its dataset.

Step 3: Uploading model updates: |H| clients
upload their model updates to the aggregation server.

Step 4: Secure aggregation: Upon receiving the |H|
model updates from the |H| selected clients, the
aggregation performs aggregation
(Step 4).

Steps 2 and 3 follow the standard federated learning
process and will not be discussed in detail here. The

server secure

client selection in Step 1 is based on each client’s
credit score, which, in turn, is determined by Step 4.
Therefore, we will now focus on explaining Step 4 in
detail.

The general process of secure aggregation is as
follows: First, the aggregation server inputs the model
updates into the OPTICS clustering algorithm to
generate two queues, as shown in Step 4.1 of Fig. 1.
The server then analyzes these two queues to determine
whether there are any malicious model updates. If no
malicious updates are detected, all model updates are
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Fig.1 Workflow of OCACSFL. OCACSFL consists of two main modules. Steps 4.1-4.5 and 4.8 employ the improved
OPTICS clustering algorithm—or, when triggered, the model rollback mechanism—to obtain the benign model; Steps 4.6 and

4.7 adaptively updates the OCACSFL parameters.

aggregated, as detailed in Steps 4.2 and 4.5. If
malicious model updates are identified, the server
further analyzes and excludes these updates from the
aggregation, as described in Steps 4.3, 4.4, and 4.5.
After the global model for the current round is
obtained, the aggregation server updates the relevant
parameters, as outlined in Steps 4.6 and 4.7. If the
accuracy of the global model does not meet
expectations, the server reverts the global model to the
state from the previous round, as illustrated in Step 4.8.

5.1 Byzantine-robust based on

OPTICS clustering

aggregation

Next, we will describe in detail the execution process
of Step 4.1. Let eps be the maximum distance (or +oo)
among all model updates, and MinPts be 2. Under this
setting, each model update is considered a core model
update. The |H| model updates are input into the
OPTICS algorithm, which produces two queues:
orders_clis and order dists. The queue orders_ clis
represents the sequence of processed model updates.
Without loss of generality, assume that orders_clis =
[g1, &2, ..., gr], then the value of order dists [h]
represents the minimum reachability distance between
gn and gy, g2, ..., gn-1(h€{2, 3, ..., |H|}). Initially, the
elements of orders clis and order dists are undefined.
First, the core distance of each model update is
calculated according to Eq. (3). Let UG =G represent
the set of unprocessed model updates. A model update,

denoted as g;, is randomly selected from UG. g; is
marked as processed, inserted into orders clis, and
assigned a corresponding value of O in order_dists.
Then, the reachability distances between g; and all
other unprocessed model updates are calculated using
Eq. (4) and stored in the reach_dists vector. When there
are still unprocessed model updates, the following
steps are repeated: select the smallest value from
reach_dists, denoted as minDist, and assume that the
corresponding model update is g;. g; is marked as
processed, g; and minDist are inserted into orders_clis
and order_dists, respectively. Subsequently,
reach_dists is updated. The reachability distances
between g; and all other unprocessed model updates
using Eq. (4). If the distance between g; and any model
update is smaller than the corresponding value in reach
dists, the corresponding value is replaced by the
smaller distance. The detailed procedure of the
OPTICS algorithm is presented in Algorithm 1.

The following example illustrates the operational
procedure of Algorithm 1. We suppose |H|=5 and
G =1{g1, 2. &3, g4- 85}. We suppose g1 =(1,2),
82=03,6), g3=(2,5), g4a=(7,1), and gs=(4,5) as
shown in Fig. 2, then their corresponding core
distances are 3.16, 1.41, 1.41, 5.00, and 1.4I,
respectively. Initially, let UG =G. Server randomly
select a model update from UG. Without loss of
generality, g; is assumed to be selected. Then, g; is

marked as processed (i.e., UG = UG\{g}),
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Algorithm 1 OPTICS cluster

Require: Set of local updates G

Ensure: orders_clis and order_dists
1: Initialize: orders_clis = [ ], order dists =[ ], and
reach_dists =[ ]

: UG =Gy

: Calculate core distance based on Eq. (3);

: Randomly select a model update, denoted as g;;

UG =UG\({gi};

s orders_clis [1] = g;;

corder _dists [1] =0, idx =2;

: reach_dists [i] = +o0;

:for Vg; € UG do

O 00 N O L B W N

_.
=4

Calculate reachability distance (g;, g;) based on Eq. (4);

—_
N =

reach_dists [ j] = reachability-distance (g;, g;);
: end for

—
w

: while UG is not empty do

_.
e

Select the model update corresponding to the minimum
value in reach_dists, denoted as g; (that is, reach_dists [ j]
is the smallest);

15: UG =UG\({gj};

16:  orders [idx] = g;;

17:  order dists [idx] = reach_dists [j], idx =idx+1;
18:  reach dists [j] = +oo;

19:  for Vg, € UG do

20: Calculate reachability distance (g;, gx) based on
Eq. (4);

21: reach_dists [k] = reachability-distance (g, gi);

22:  end for

23: end while

24: Return orders and order_dists

& 8s

Data vertical axis value of &

0 1 2 3 4 5 6 7 8
Data abscissa value of g

Fig. 2 Data distribution of the example.
orders_clis [1] is set to g, and order_dists [1] is set to

0. In addition, reach_dists [1] is set to +oco. Then, reach
dists are updated as {+o0, 4.47, 3.16, 6.08, 4.24}. Since

reach_dists [3] is smallest, server next selects g3. g3 is
processed (i.e., UG = UG\{g3}),
orders_clis [2] is set to g3, and order_dists [2] is set to

marked as

3.16. Subsequently, reach_dists is updated, and
reach_dists [3] is set to +oo. The reachability distances
between g3 and g, g4, gs are 1.41, 6.40, 2.00,
respectively. Due to 1.41 < 4.47, 6.08 < 6.40, and
2.00 < 4.24, reach_dists [2] and reach_dists [5] are
replaced with 1.41 and 2.00, respectively. Server
repeats the process untii UG is empty. Finally,
orders_clis ={g1, g3, g2, g5, g4} and order_dists =
{0, 3.16, 1.41, 1.41, 5.00}. A reachability distance plot
(Fig. 3) is generated by plotting orders_clis on the
horizontal axis and order dists on the vertical axis.
Next, the clustering process is described. First, server

computes the average value of order_dists as defined in
Eq. (5),

|H|

Z order_dists [/]

. h=2
Avg_dist = 5
vg_dis H=1 5)

The Avg dist serves as the threshold for cluster

partitioning. The first element of order dists is
excluded from this calculation. Clearly, the first model
update in the orders clis sequence is assigned to the
initial cluster. Subsequently, server compares each
order_dists [h](h=2, 3, ..., |H|) with Avg dist. If
order dists [4] is Avg dist, the
orders clis [#] is grouped into the same cluster as

smaller than

orders_clis [h—1]. Otherwise, orders_clis [4] becomes
the first member of a new cluster (see Steps 4.3 and 4.4
in Fig. 1). For the above example, the value of Avg_dist
of order_dists is 2.745. The clustering process is shown
in Fig. 4, it is clear that g, g>, and gs are below
Avg dist, and g3 and g4 are above Avg dist. The

5 F

Reachability distance

& &3 & &s &4
Model update

Fig. 3 Reachability distance plot of the example.
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Fig. 4 OPTICS clustering process.

clustering result is shown in Fig. 5. Clearly, g; is in a
cluster, g», g3, and gs are in a cluster, and g4 is in a
cluster. Based on the assumption that benign model
updates constitute the majority, the largest cluster is
identified as containing benign model updates. Finally,
the server aggregates these benign model updates to
generate the aggregated global model for the current
round, as illustrated in Step 4.5 of Fig. 1.

The adoption of the mean value for both cluster
partitioning and benign update evaluation stems from
two fundamental rationales. First, the mean value is
dynamic and only determined after all clients have
uploaded their model updates, making it difficult for
attackers to predict it in advance. This unpredictability
prevents attackers from reducing the difference
between malicious and benign model updates. Second,
using the mean value effectively leverages the spatial
distribution characteristics of benign and malicious
model updates. Benign model updates are generally
clustered closely together, whereas they are spatially
distant from malicious model updates. Employing the

mean value helps to clearly distinguish between these
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Fig.5 Result of OPTICS clustering.
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distributions, likelihood of
misclassification.

The Byzantine-robust aggregation method based on
OPTICS clustering is similar to the Krum algorithm
mentioned above in calculating the model updates
differences, but it differs in how it distinguishes
between benign and malicious model updates. Krum
identifies benign model updates by selecting local
model updates with the smallest model updates
differences from n—m—2 neighboring model updates.
However, in practical scenarios, the number of benign
and malicious model updates in each round is usually
unknown and varies, making it challenging to
optimally set the parameter m. If m is too small,
malicious model updates may be mistakenly classified
as benign. Conversely, if m is too large, some benign
model updates may be misclassified as malicious,
causing a loss of benign data from the aggregation. In
contrast, the  OPTICS-based  Byzantine-robust
aggregation method does not require predefining the
numbers of benign and malicious model updates,
relying instead on the assumption that benign model
updates are in the majority.

reducing the

5.2 Benign distance difference

The accuracy of OPTICS clustering relies on a clear
distinction between benign and malicious model
updates. In practice, however, due to the heterogeneity
of training data across clients, local models trained by
different clients inherently exhibit variations. This
implies that when the differences between model
updates are relatively small, forcibly categorizing them
into benign or malicious may lead to misclassification,
where some benign model updates are incorrectly
labeled as malicious, resulting in wasted training data.
To address this issue, this paper introduces the concept
of “benign distance difference”. Before clustering the
model updates, the “maximum reachability distance
difference” between the updates is computed. If the
“maximum reachability distance difference” is smaller
than the predefined “benign distance difference”, all
model updates are considered benign.

First, we define the “maximum reachability distance
difference” (denoted as maxDisDiff) as the difference
between the maximum and minimum values of
order_dists in each round, as shown in Eq. (6),

maxDisDiff = max {order_dists[i]} — min {order dists[i]}
(6)

where ie€{2, 3, ..., H}. Next, we define the benign
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distance difference (denoted as BenignDisDiff) as the
difference between the maximum and minimum
reachability distances among all benign model updates
in each round, formalized in Eq. (7),

BenignDisDiff = max {order_dists[i]} —min{order dists[i]}

(7
where g; € benign C, and benign C is the cluster of
benign model updates.

Extensive experiments show that even all model
updates are benign, the “maximum reachability
distance  difference” inevitably exhibits minor
fluctuations across different rounds. To prevent such
fluctuations from compromising the accuracy of the
aggregation server in identifying benign clients, we
introduce a relaxation adjustment to the “benign
distance difference”. Specifically, in each round, we
scale BenignDisDiff by a relaxation factor « in Eq. (8),

BenignDisDiff = BenignDisDiff x « ®)

This modification strategically broadens the
tolerance threshold of BenignDisDift,
accounting for inherent fluctuations in reachability
distances induced by benign data heterogeneity,
thereby enhancing the robustness of benign cluster
classification criteria through systematic inclusion of
natural variance patterns.

When setting the hyperparameter «, a basic principle
must be followed. The value of @ must not be taken
such that the BenignDisDiff extends to the same
reachability distance difference as that between
malicious model updates. Otherwise, the aggregation
server may incorrectly identify a malicious model
updates as benign. We conducted a lot of experiments
on MNIST, FMNIST, and CIFAR-10 datasets to check
the range of reachability distance between benign
models (shown in Table 1) and between benign and
malicious models (shown in Table 2) when
Convolutional Neural Network (CNN) and Multilayer
Perceptron (MLP) attacked. The
experimental results show that the reachability distance
between benign and malicious models is at least twice
as large—and can be up to 10* times greater—than the
distances measured among benign models. Therefore,
in this paper, « is set to 2.

We use distance difference rather than distance as a
judgement of whether all model updates in this round
are benign, mainly based on the following empirical
findings. As shown in Figs. 6 and 7, with the

explicitly

models are

Table1 Range of reachability distance among benign
model updates.

Attack
Dataset—Model - -
Sign Noise Backdoor

MNIST-MLP 0-5 0-5 0-5
FMNIST-MLP 0-5 0-5 0-5

MNIST-CNN 0-20 0-20 0-20
FMNIST-CNN 0-200 0-200 0-200
CIFAR10-CNN 0-300 0-300 0-300

Table 2 Reachability distance between benign model
updates and malicious models updates.

Attack
Dataset—Model - -
Sign Noise Backdoor
MNIST-MLP 10-120 5.0 x 104-5.3 x 10* 3.0 x 103-2.0 x 10*
FMNIST-MLP 10-120 5.0x 104-5.2 x 10* 5.0 x 103-2.0 x 10*
MNIST-CNN 45-150 2.0 x 10%-2.5 x 10* 5.0 x 10*-5.0 x 106

FMNIST-CNN 9.0 x 10*-8.0 x 100 2.0 x 10*-3.0 x 10* 2.0 x 10°-5.0 x 107
CIFAR10-CNN 8.0 x 10*-1.0 x 107 5.8 x 109—6.0 x 106 2.0 x 10*-3.0 x 107

progression of federated learning training rounds, both
the reachability distance between benign model
updates and the reachability distance separating benign
from malicious updates exhibit a decreasing trend. In
contrast, BenignDisDiff maintains relative stability
throughout while
remaining
scenarios involving malicious updates.

training  phases, consistently
smaller than maxDisDiff observed in

In each round, after receiving the model updates
uploaded by clients, the aggregation server computes
maxDisDiff and compares it with BenignDisDiff. If
maxDisDiff < BenignDisDiff, all model updates are
considered benign and directly aggregated (as shown
in Steps 4.2 and 4.5 of Fig. 1). Otherwise, the
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Fig. 6 Reachability distances between CNN benign model
updates on the MNIST dataset (where the shading is the
range of reachability distances among order_dists obtained
in each round, and the solid line is the median number of
order_dists. Obviously the difference between the shaded
high and low points in each round is maxDisDiff.)
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Fig. 7 Reachability distance between CNN benign and
malicious model updates on the MNIST dataset.

OPTICS algorithm is executed to cluster the updates
and filter out malicious ones (Steps 4.3 and 4.4 in Fig.
1). And then, the parameter server aggregates benign
updates (Step 4.5 in Fig. 1).

5.3 Model rollback mechanism

Although in practical federated learning scenarios, the
number of malicious clients usually constitutes only a
small portion of all clients, during each round of
aggregation when the server selects participating
clients, situations may still arise as shown in Fig. 8§,
where the number of selected malicious clients exceeds
half of the total selected clients for that round.
Although the probability of such an occurrence is
happen, the method
proposed in this paper for distinguishing between
benign and malicious model updates will fail. To
address this situation, we propose a model rollback
mechanism to ensure the robustness of the global
model.

extremely low, if it does

Without loss of generality, we illustrate the operation
process for round ¢ (¢ > 1). The aggregation server first
sends the global model w, to clients. The clients test
the accuracy of w, with their own test data and upload

the test results to the aggregation server. The

Malicious clients .
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Fig. 8 Majority of selected malicious clients.
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aggregation server calculates the average of the test
results, denoted by AvgACC,. If AvgACC, <px
AvgACC,_,, the aggregation model w; rollbacks to the
aggregation model w,_; in round -1, i.e., w, =w,_p,
where B (0 < B < 1) is called the rollback threshold. The
model rollback process is shown in Step 4.8 in
Fig. 1.

We conduct extensive experiments to check how the
test accuracy of different models varies on different
datasets, assuming that there is no malicious model
attack. The experimental results are shown in
Figs. 9-11. As can be seen from Fig. 9, on the
Independent and Identically Distributed (IID) dataset,
the accuracy of the models rises smoothly without
large oscillations. Whereas, when the data presents
non-IID, there is a large oscillation in the test accuracy
of the model. On the simple datasets MNIST and
FMNIST, the test accuracy of the global model w,
decreases by no more than 10% compared to the test
accuracy of w,_;, as shown in Fig. 10. On the complex
dataset CIFAR-10, the test accuracy of the global
model w; decreases by no more than 15% compared to
the test accuracy of the global model w;_;, as shown in
Fig. 11. That is, the test accuracy of the global model
w; 1s not less than 85% of the test accuracy of w,_;.
Therefore, in the experiments of this paper, the value of
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Fig.9 Test accuracy of models on IID-databases.
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Fig. 10 Test accuracy of models on non-IID databases
MNIST and FMNIST.
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Fig. 11 Test accuracy of models on non-IID database CIFAR-10.

B is set to 0.85. In practical applications, users can set
the value of B according to the complexity of the
dataset and the requirement of robustness to Byzantine
attacks.

Due to the heterogeneity of training data from
different clients, the server randomly selects different
clients to update the global model, and it is normal for
the test accuracy of the global model to oscillate during
the updating process. Under the attack of malicious
models, the test accuracy of global models is more
likely to oscillate. Regardless of the reason for the
significant drop in global model test accuracy, the
model rollback mechanism effectively prevents the
degradation of model performance and ensures the
convergence of the global model.

5.4 Client selection

Before the start of each training round, the aggregation
server first selects |H| clients to participate in that
round of training. In this paper, we propose a client
selection mechanism based on credit score, as shown in
Step 4.7 of Fig. 1. The aggregation server records the
credit score of each client. During a certain training
round, if a client is recognised as malicious, the client’s
credit score will be deducted; on the contrary, if a
client is recognised as benign, its credit score will be
increased. Let score; denote the credit score of client ¢;,
and the credit scores of all clients are initialised to
score_upper. The selected probability of client ¢; is
defined as Eq. (9),

pim Nscore, ©)

Z score;

=1
At the end of a training round, the server updates the
credit score of client ¢; in Eq. (10),

min (score; + s, score_upper), if ¢; is benign
score; = | e . .
, if ¢; is malicious

(10)

score; — s Xy~

where s> 0 denotes the credit score awarded to a
benign client. That is, in a training round, if ¢; is
identified as a benign client, its credit score is
increased by s until it reaches the upper bound
score_upper. ¥y > 1 denotes the multiplier by which the
credit score is deducted when a client is identified as a
malicious client, and r; denotes the number of times
that a client ¢; has been “consecutively” identified as a
malicious client, with the initial value of r; set to 0. For
example, suppose that ¢; is selected in 4 consecutive
training rounds (¢, t+1, t+2, r+3). Among them, ¢; is
identified as a malicious client in rounds ¢, t+1, and
t+3, while it is identified as a benign client in round
t+2. Then, r; = 1 at the end of round ¢, r; = 2 at the end
of round 7+1, r; is reset to O at the end of round 7+2,
and r; =1 at the end of round 7+ 3. In order to quickly
identify and eliminate malicious clients, the credit
score of a malicious client is deducted exponentially,
while that of a client recognised as a benign client is
increased linearly. If score; <0, then ¢; is identified as
a malicious client and the probability of being selected
by the aggregation server is 0. This means that ¢; will
never have a chance to attack the aggregation model.

If a malicious client continuously performs attacks
on the aggregation model, it will be quickly recognised
by the aggregation server and excluded from the FL
system. Whereas the probability of a benign client
being misidentified as a malicious client and excluded
from the FL system is very small. We verify the above
conclusion in Section 6.4.3.

The pseudocode for the main algorithm of this paper
is shown in Algorithms 2 and 3.

6 Experiment

In this section, we evaluate the robust federated
learning performance of our OCACSFL method for
image classification tasks on three public datasets. The
effectiveness of OCACSFL is
comparing it with two baseline defense mechanisms

demonstrated by
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Algorithm 2 Secure aggregation

Algorithm 3 Main process of OCACSFL

Require: Set of local model updates G, set of selected clients H,

score at global round ¢, and upper limit of credit score
score_upper

Ensure: Global model wy
1: for client ¢; in H do
2: if score; < 0 then

3 Delete g;;

4:  endif

5: end for

6: Calculate the distance between each pair of g; and g;;

7

8

: max_distance = max (distance);
: OPTICS clustering algorithm is performed to obtain
orders and order_dists; // Algorithm 1

9: Calculate maxDisDiff through Eq. (6);

10: if maxDisDiff < BenignDisDiff then
11:  for client ¢; in H at global round ¢ do

12: if score; < score_upper then

13: score; = score; + §;

14: end if

15:  end for

16:  Return fedavg (G); // fedavg(:) is the federated averaging
funclion

17: else

18:  Average = avg (order dists);

19:  New clusterj—o =[;

20: for client ¢; in H at global round ¢ do
21: if order dists [i] < Average then

22: Add ¢; to clusterj;

23: else

24: New clusterj=j41 =[1;
25: Add ¢; to cluster;;

26: end if

27:  end for

28:  Define the cluster with the largest number of clients as
benign_cluster;

29: for client ¢; in H at global round ¢ do

30: if client ¢; in benign_cluster then
31: if score; < score_upper then

32: score; = score; + §;

33: else

34: score; = score; — § X multiple"1 ;
35: end if

36: end if

37:  end for

38:  Update BenignDisDiff through Eq. (7);
39:  Return fedavg (g; in benign_cluster);
40: end if

Require: Initial global model wq, global round 7', and data of
clients D
Ensure: Final global model wr
1: Initialize: Score of clients, upper limit of credit score
score_upper, drop threshold 3, and relaxed factor «

2:for t< T do
Select |H| clients from clients pool on Eq. (9);
for client ¢; in H do

Receive w,_; from the server;

3

4

5

6: Train w;_; on D;;

7 Send the local model updates g; to server;
8: end for

9

: Server receives all g; from |H| clients;
10:  Obtain w; by Algorithm 2;
11:  if AvgACC, <Bx AvgACC,_; then

12: Wi = Wi_1;
13:  endif
14: end for

15: Return global model wr

and an ideal baseline without attacks. The experiments
are implemented using PyTorch framework.

6.1 Experimental setup

In our experiments, we assume a typical federated
learning scenario consisting of an aggregation server
and 100 clients, with a portion of them being malicious
clients. We validate the effectiveness of the proposed
method under both targeted and untargeted attack
types. Specifically, we conduct experiments in
scenarios with 10 and 30 malicious clients for both
targeted and untargeted attacks, and in each round of
global training, 10 clients are randomly selected to
participate in secure aggregation. Based on the Ref.
[21], we consider the following attack types for testing.

Sign-flipping attack: The sign-flipping attack is an
untargeted attack in which malicious clients manipulate
the uploaded data by flipping the sign of the model
updates, thus adjusting the model updates direction to

induce  incorrect model  predictions.  These
perturbations are almost imperceptible to human
observers. In the experiment, malicious clients

executing a sign-flipping attack invert the model
updates before uploading. Specifically, the local update

of malicious client k is defined as w* k

= owk, where W
is the true model update, and o is a flip constant. In
this experiment, o is set to —1.

Additive noise attack: The additive noise attack is
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another untargeted attack, where malicious clients add
specific noise (typically Gaussian white noise) to the
uploaded data, effectively misleading the model’s
output. It is worth noting that adding controlled noise
can effectively protect sensitive information in model
updates, but excessive noise can negatively affect
model’s accuracy. In the experiment, malicious clients
conduct a noise-based adversarial attack via injecting
Gaussian noise with a mean of 0 and standard deviation
of 1 to the model updates prior to model transmission.
Specifically, the local update of malicious client k is
given by w¥ = WK + &, where W* is the true model update
and ¢ represents Gaussian noise with mean O and
standard deviation 1.

Backdoor attack: The backdoor attack is a targeted

attack in which malicious clients introduce a
“backdoor” during model training to produce a
specified incorrect output under certain trigger
conditions, while maintaining the main model’s

performance under normal conditions. In this
experiment, malicious clients manipulate local models
to misclassify certain images within each dataset. In the
MNIST dataset, images labeled as “6” are reassigned to
the “0” category, and images labeled as 77 are
reassigned to the “1” category. In the FMNIST dataset,
images labeled as “Shirt” are reassigned to the “T-
shirt” category, and images labeled as “Sneaker” are
reassigned to the “Sandal” category. In the CIFAR-10
dataset, images labeled as “Dog” are reassigned to the
“Cat” category, and images labeled as “Horse” are
reassigned to the “Deer” category.

The experimental parameters are configured as
follows: each client is initialized with a credit score of
5 points, s is set to 1, score_upper is set to 5, y is set to
2, a is set to 2, and B is set to 0.85. In all experiments,
the global aggregation rounds are set to 100, except for
the CIFAR-10 dataset under non-IID conditions, where
the global aggregation rounds are set to 1000. Each
round consists of 10 training epochs, with a batch size
of 50. The Adam optimizer is used with a learning rate
of 0.01, a momentum parameter of 0.9, and a weight
decay coefficient of 1x 1074,

6.2 Datasets and models

To validate the effectiveness of the OCACSFL method,
we conduct experiments on three public datasets—
MNIST, FMNIST, and CIFAR-10—using two
common machine learning models, MLP and CNN.
MNIST dataset: The MNIST dataset contains 70 000

images of handwritten digits (0-9), each image sized at
28 pixels x 28 pixels, with 60000 images in the
training set and 10 000 in the test set.

FMNIST dataset: The FMNIST dataset is an
alternative to the MNIST dataset, specifically designed
for research in federated learning. It contains over 60 000
images of merchandise across 10 categories (T-shirt,
Trousers, Pullover, Dress, Coat, Sandal, Shirt, Sneaker,
Bag, and Ankle boot), with each image sized to 28
pixels x 28 pixels.

CIFAR-10 dataset: The CIFAR-10 dataset consists
of 60000 color images of 10 classes (Airplane, Car,
Bird, Cat, Deer, Dog, Frog, Horse, Ship, and Truck),
each with a resolution of 3 channels x 32 pixels x 32
pixels.

For the MNIST and FMNIST datasets, we train an
MLP model with a dense layer of 64 units. A CNN
model is trained on the MNIST, FMNIST, and CIFAR-
10 datasets. The CNN model for the MNIST dataset
includes two convolutional layers with kernel sizes of
5 x 5 and 32/16 output channels, i.e., 5 x 5 x 32 and
5 x 5 x 64, followed by a fully connected layer with
50 units. For the FMNIST dataset, the CNN model
consists of two convolutional layers (5 x 5 x 16 and
5 x 5 x 32) along with two batch normalization layers
(corresponding to the 16 and 32 channels). For the
CIFAR-10 dataset, the CNN model contains four
convolutional layers (3 x 3 x 32,3 x 3 x 64,3 x 3 x
128, and 3 x 3 x 128) and two batch normalization
layers (32 and 128 channels).

6.3 Baselines

FedAvglll: The aggregation server receives model
updates from clients and then performs a weighted
aggregation based on the proportion of each client’s
dataset relative to the total dataset size. In this study,
we evaluate the performance of the FedAvg algorithm
under both attack and no-attack conditions.

Krum(231: The Krum algorithm selects a single local
model update to represent the entire global model
update. The selected local update is the one that
minimizes the sum of Euclidean distances to its nearest
n—m—2 local updates.

GeoMed>¥: GeoMed generates a global model
update using the geometric median of all local model
updates, which may not correspond to any of the local
model updates themselves.

ClippedClustering(16l:  ClippedClustering  first
prunes the oversized model updates, then clusters the
model updates by hierarchical clustering, selects the
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cluster containing the highest number of model updates
as a benign cluster, and uses the model updates in it to
participate in model aggregation.

6.4 Experimental results

6.4.1 Robustness to untargeted attacks

In the experiments, we consider two types of
untargeted attacks: sign-flipping attack and additive
noise attack. The experimental results of the sign-
flipping attack are shown in Tables 3 and 4. Under
sign-flipping attack conditions, the proposed method
demonstrates strong defense performance across all
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three public datasets. When the proportion of malicious
clients is 10%, the number of malicious clients
participating in each round is relatively small, and both
Krum and GeoMed achieve satisfactory results. In this
case, the advantages of OCACSFL are not yet
significant. However, when the proportion of malicious
clients increases to 30%, the number of malicious
clients participating significantly
increases, and the defense performance of Krum and
GeoMed decreases to varying degrees across different
datasets, especially on the CIFAR-10 dataset, where
the test accuracy approaches that of FedAvg without

in each round

Table 3 Robustness on IID datasets. The experiment results are presented as model accuracy.

(Unit: %)
Sign-flipping Additive noise Backdoor
Dataset Model Method No-attack
10% 30% 10% 30% 10% 30%
Krum 92.6 91.1 85.3 91.4 90.8 91.7 90.6
GeoMed 92.6 91.3 60.9 91.6 90.9 92.0 73.6
ClippedClustering 92.6 91.9 90.2 823 59.6 9.8 434
MLP ClippedClustering (all) 92.6 92.3 91.8 83.1 56.6 91.4 90.8
OCACSFL 92.6 92.3 91.8 92.4 91.9 92.4 91.5
FedAvg 92.6 62.1 15.0 84.5 48.2 421 20.2
MNIST
Krum 99.2 96.1 12.1 98.9 98.7 99.1 10.3
GeoMed 99.2 98.9 11.9 99.1 98.2 98.7 10.2
ClippedClustering 99.2 98.7 11.4 11.5 16.7 98.7 11.3
CNN ClippedClustering (all) 99.2 99.0 97.8 99.0 56.8 98.8 97.5
OCACSFL 99.2 99.0 97.8 99.0 98.8 99.2 97.5
FedAvg 99.2 90.2 10.0 124 11.1 10.0 9.7
Krum 94.2 92.4 89.2 90.2 90.1 93.3 90.6
GeoMed 94.2 93.6 53.5 94.1 88.7 93.7 89.2
ClippedClustering 94.2 94.1 91.1 82.4 60.2 29.2 58.6
MLP ClippedClustering (all) 94.2 94.2 94.1 94.1 87.8 86.2 83.6
OCACSFL 94.2 94.2 92.1 94.1 94.1 93.9 92.3
FedAvg 94.2 75.6 10.0 66.7 46.7 63.6 32.8
FMNIST
Krum 99.3 98.7 76.4 98.8 98.8 99.1 10.6
GeoMed 99.3 99.1 68.9 99.3 98.5 99.2 39.6
ClippedClustering 99.3 97.5 93.4 95.6 422 99.1 9.8
CNN ClippedClustering (all) 99.3 99.1 97.2 99.3 78.5 99.2 97.2
OCACSFL 99.3 99.1 98.2 99.3 98.8 99.2 97.2
FedAvg 99.3 95.7 10.0 89.8 79.2 10.0 10.0
Krum 82.8 66.3 10.0 65.1 64.4 68.6 10.0
GeoMed 82.8 82.7 10.0 82.4 10.0 823 10.0
ClippedClustering 82.8 82.6 10.0 10.0 10.0 10.0 10.0
CIFARI10 CNN
ClippedClustering (all) 82.8 82.7 78.5 40.7 10.0 78.6 67.8
OCACSFL 82.8 82.5 80.9 82.6 79.2 82.5 78.4
FedAvg 82.8 10.0 10.0 10.0 10.0 10.0 10.0

Note: The “No-attack™ column is the result of our baseline experiment, i.e., the experimental result of FedAvg under no-attack. The
model accuracy is represented by the average accuracy over the final 10% of training rounds. ClippedClustering selects 10% of clients
per round. ClippedClustering (all), as specified in Ref. [16], selects all clients in each round. The best results are bolded.
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Table 4 Robustness on non-IID datasets. The experiment results are presented as model accuracy.

(Unit: %)
Sign-flipping Additive noise Backdoor
Dataset Model Method No-attack
10% 30% 10% 30% 10% 30%
Krum 88.4 423 38.7 422 41.8 56.3 514
GeoMed 88.4 64.8 20.9 85.7 79.7 823 28.6
ClippedClustering 88.4 86.2 85.6 72.1 504 30.8 14.2
MLP ClippedClustering (all) 88.4 88.1 87.9 88.4 50.7 10.0 11.9
OCACSFL 88.4 86.8 85.2 86.1 83.2 87.2 81.9
FedAvg 88.4 28.1 19.2 513 41.2 10.0 10.0
MNIST

Krum 96.9 14.7 10.0 10.0 10.0 10.0 10.0
GeoMed 96.9 82.4 16.3 94.9 80.4 94.6 10.0
ClippedClustering 96.9 94.5 10.2 10.3 10.0 11.3 10.2

CNN ClippedClustering (all) 96.9 94.7 88.6 86.3 10.3 82.6 10.3
OCACSFL 96.9 94.7 90.4 95.6 89.0 93.7 87.5
FedAvg 96.9 40.8 10.8 10.0 10.0 10.0 10.0
Krum 88.9 72.7 50.1 53.6 61.1 574 61.2
GeoMed 88.9 61.5 18.3 88.7 77.1 88.5 10.0

ClippedClustering 88.9 88.3 87.3 73.8 47.3 10.3 11.3

MLP ClippedClustering (all) 88.9 88.6 88.5 71.8 524 544 78.2

OCACSFL 88.9 86.6 85.8 87.1 82.6 88.2 81.2
FedAvg 88.9 372 17.8 62.1 40.3 10.0 10.0

FMNIST

Krum 97.5 10.6 10.4 10.0 10.0 10.0 10.0
GeoMed 97.5 97.2 42.8 94.1 81.8 93.2 10.0

ClippedClustering 97.5 97.3 20.9 523 21.8 11.3 9.8

CNN ClippedClustering (all) 97.5 97.2 82.7 81.2 15.2 52.7 57.1

OCACSFL 97.5 93.6 83.2 81.8 81.2 91.4 90.8
FedAvg 97.5 35.8 10.0 45.4 10.0 10.0 10.0
Krum 77.6 10.0 10.0 10.0 10.0 10.0 10.0
GeoMed 77.6 10.0 10.0 10.0 10.0 70.2 10.0
ClippedClustering 77.6 61.4 10.0 10.0 10.0 10.0 10.0

CIFARI10 CNN

ClippedClustering (all) 77.6 77.3 66.7 74.8 574 10.0 10.0
OCACSFL 77.6 76.4 68.9 74.8 71.2 73.2 72.0
FedAvg 77.6 10.0 10.0 10.0 10.0 10.0 10.0

Note: The “No-attack™ column is the result of our baseline experiment, i.e., the experimental result of FedAvg under no-attack. The
model accuracy is represented by the average accuracy over the final 10% of training rounds. ClippedClustering selects 10% of clients
per round. ClippedClustering (all), as specified in Ref. [16], selects all clients in each round. The best results are bolded.

any defense mechanism. In contrast, the proposed
method maintains stable defense performance, with
results close to those of FedAvg under no attack
conditions. The ClippedClustering method performs
well when all clients participate in aggregation each
round, but when only a subset of clients is selected for
aggregation, the model accuracy declines, particularly
on the MNIST dataset, CNN models, and in the
scenario with 30%

malicious clients, where the

accuracy drop is particularly significant.

The experimental results of the additive noise attack
are shown in Columns 7 and 8 of Tables 3 and 4.
Under additive noise attacks, the proposed method still
demonstrates good defense performance across all
three public datasets. Due to the relatively weak nature
of additive noise attacks, Krum and GeoMed also
perform well in most cases, especially on the MNIST
and FMNIST datasets, where they achieve about 90%
accuracy, and even close to 99% accuracy in CNN
models. When the proportion of malicious clients
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reaches 30%, the performance of Krum, GeoMed, and
OCACSFL declines less significantly compared to
other attacks, and their defense abilities remain stable.
However, the ClippedClustering method does not
perform well against additive noise attacks in many
cases, regardless of the proportion of clients selected
for aggregation each round. We hypothesise that the
reason for this is shown in Fig. 12, where the model
updates are shifted in different directions due to the
random nature of the additive noise attack. The
ClippedClustering method eventually divides the
clients into two categories, but when the noise causes
model updates to shift in multiple directions,
ClippedClustering fails to completely separate
malicious and benign clients, and both categories may
include malicious clients, leading to a significant
decrease in model accuracy.

6.4.2 Robustness to backdoor attacks

The experimental results of the backdoor attack are
shown in Tables 3 and 4. In backdoor attacks, when the
proportion of malicious clients is 10%, only a few
malicious clients are selected for training in each
round, OCACSFL, Krum, and GeoMed all demonstrate
good defense performance. However, when the
proportion of malicious clients increases to 30%, the
performance of Krum and GeoMed declines
significantly more than that of the proposed method,
especially in the CNN model, where the accuracy of
Krum and GeoMed drops to around 10%.
ClippedClustering also performs poorly in this
scenario, and we hypothesize that its performance
degradation mechanism is similar to that observed
under additive noise attacks. In backdoor attacks,
model updates shift due to the label modification
introduced by malicious clients. When different labels
are substituted, the model updates move in different
directions, causing both categories of clients in the
final clustering to contain malicious clients. This
substantially affects model accuracy.

- ‘\' Clusters divided by
o OCACSFL

Clusters divided by
ClippedClustering

Model updates after being
subjected to noise attacks

@®  Benign model updates

Fig. 12 Model updates shift after adding noise.
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In examining the experimental results, we observe
the following three phenomena. First, under non-IID
conditions, the Krum method fails to achieve effective
defense performance with the CNN model. We
hypothesize that this is due to the significant data
heterogeneity among clients in non-IID scenarios.
Krum selects a single model from all uploaded models
as the final aggregated model, and this chosen model
may represent only a single class or a few classes of
data. As a result, the model struggles to accurately
classify other categories, which adversely impacts
overall classification performance. Second, when the
proportion of malicious clients increases from 10% to
30%, the GeoMed method experiences the most
significant performance drop. We believe this is
because GeoMed calculates the geometric median of
the uploaded models to serve as the final aggregated
model. When the number of malicious clients rises,
these malicious models exert a greater influence on the
calculation of the geometric median, resulting in
substantial median shifts that considerably reduce the
effectiveness of the final model. Lastly, when
malicious clients make up the majority of selected
clients in a given round, all defense methods compared
in this study fail, and the loss in model accuracy
becomes irrecoverable. Figure 13 shows the variation
in model accuracy of different defense methods over
training rounds under sign-flipping attacks on the
CIFAR-10 dataset. The FedAvg (no-attack) curve
represents the ideal baseline performance in the
absence of attacks. When five out of ten selected
clients are malicious in round 15, the performance of
Krum begins to decline, and the accuracy of GeoMed
drops to approximately 10%, with no chance of
recovery. However, because OCACSFL identifies and
excludes one malicious client within the first 14
rounds, it is less affected in round 15. Nonetheless, in

100

S 80 -
E -0~ FedAvg (no-attack)
£ 60 - \ / Krum
§ GeoMed
ER \ } O- OCACSFL
3 FedAvg
=20 il
/ \/
//

0 10 20 30 40 50 60 70 80 90 100
Number of communication rounds

Fig. 13 Model accuracy on the IID CIFAR-10 dataset
under a sign-flipping attack with 30% malicious clients.
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round 45, when the number of malicious clients among
the selected clients rises to eight (though this scenario
is rare), the performance of both Krum and OCACSFL
significantly decreases. At this point, due to the model
rollback mechanism, OCACSFL can recover to a better
state in the next round, whereas Krum is unable to
compensate for the loss. The experiments also reveal
that without the rollback mechanism, OCACSFL
likewise cannot recover from substantial performance
degradation. This further demonstrates the necessity of
the rollback mechanism in OCACSFL.

We speculate that the reasons for the irrecoverable
losses are as follows: When malicious clients constitute
the majority, the loss of the aggregated model increases
considerably, resulting in abnormally large model
updates and causing substantial shifts in the global
model. In the subsequent normal aggregation rounds,
because the loss function values are relatively small,
the model updates are also small, and the “pull-back”
effect on the shifted model is quite limited.
Consequently, the global model remains far from its
ideal state in subsequent rounds and struggles to
recover to optimal performance.

6.4.3 Effectiveness in detecting malicious clients

We evaluate the recall rate of OCACSFL for detecting
malicious clients under sign-flipping attacks in two
scenarios, where the proportions of malicious clients
are 10% and 30%, respectively (as shown in Table 5).
The reason for the failure to achieve a 100% recall rate
is due to the high number of malicious clients and the
insufficient number of training rounds, resulting in
some of the malicious clients not participating in the
aggregation during the 100 training rounds. As
illustrated in Figs. 14 and 15, the recall rate for
malicious clients gradually increases as the number of
training rounds increases. In our experiments, when the
number of training rounds is increased to 200, the
recall rate for malicious clients reache 100%. We

Table 5 Recall rates of malicious clients in OCACSFL.

(Unit: %)
Proportion of malicious clients
Model Attack
10% 30%
Sign 100.0 100.0
MLP Noise 90.0 96.7
Poison 100.0 100.0
Sign 90.0 96.7
CNN Noise 90.0 96.7
Poison 100.0 96.7

—_
(=]

8+

Number of clients
determined to be malicious

25 50 75 100 125 150 175 200
Number of communication rounds

(=]

[
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Fig. Change in recall rate for 10% of malicious clients.

Number of clients
determined to be malicious
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Fig. 15 Change in recall rate for 30% of malicious clients.

further evaluate the Adjusted Rand Index (ARI) of
OCACSFL for clustering benign and malicious clients
under sign-flipping attacks during the training process.
The results indicate that the ARI consistently remains
at 1 throughout training, demonstrating the
effectiveness of  OCACSFL in  accurately
distinguishing benign clients from malicious ones.

7 Conclusion and Future Work

This paper proposes OCACSFL, a method based on
OPTICS density clustering for detecting malicious
model updates. OCACSFL identifies and excludes
malicious model updates from clients in federated
learning, while permanently rejecting updates from
clients identified as malicious across multiple rounds.
By leveraging the benign distance differential,
OCACSFL reduces unnecessary data wastage, and
allows each round’s model to revert to a previous
model with higher accuracy when the current round
experiences performance degradation. Extensive
experiments demonstrate that OCACSFL achieves high
accuracy in model precision, validating its robust
capability in countering model poisoning attacks.
Future work will focus on extending the application
of OCACSFL to a broader range of machine learning
domains, such as natural language processing and
image segmentation. Additionally, we plan to integrate
differential privacy techniques to enhance client
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privacy protection and prevent dishonest servers from
compromising sensitive client information.
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