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Joint Beamforming and Intelligent Reflecting Surface Optimization for En-
hanced Physical Layer Security
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Abstract Enhancing physical layer security through the
deployment of intelligent reflecting surfaces (IRS) is an
emerging and significant research direction in 6G wireless
networks. Existing methods mainly focus on optimizing the
transmit beamforming of the access point (AP) and the phase
shift of the IRS to maximize the secrecy rate, while neglecting
the optimization of the IRS amplitude. We propose a joint op-
timization framework that simultaneously optimizes the IRS
amplitude, IRS phase shifts, and AP beamforming to enhance
the secrecy rate. Due to the problem’s non-convexity, exist-
ing alternating optimization methods face high challenges,
particularly for large-scale IRS systems and high-power sce-
narios. To tackle these issues, we propose a competition
mechanism-based multi-strategy swarm optimization algo-
rithm, which aims to better balance global exploration and
local exploitation capabilities, thereby achieving more opti-
mal IRS configurations. Simulations demonstrate that jointly
optimizing IRS amplitude, phase, and AP beamforming sig-
nificantly improves secrecy rate over phase-only beamforming
methods.

Keywords physical layer security; intelligent reflecting
surface (IRS); secrecy rate; competitive swarm optimization

1 Introduction
The exponential proliferation of smart wearable devices has
imposed unprecedented demands on wireless communication
infrastructures, requiring robust connectivity for hundreds
of billions of exponentially growing mobile terminals [1, 2].
Nevertheless, the inherent broadcast characteristics and open-
medium nature of wireless networks make transmitted infor-
mation highly vulnerable to both malicious interception and
interference, significantly compromising data confidentiality
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and integrity [3]. This security challenge becomes particu-
larly critical in mission-critical domains such as governmental
communications, financial transactions, and military opera-
tions [4, 5]. Consequently, achieving information-theoretic
security in mobile communications has become a central
research frontier in modern telecommunications [6].

Current wireless security paradigms fall into two distinct ar-
chitectural approaches: cryptographic-based application-layer
security protocols [7] and physical-layer security mechanisms
rooted in fundamental wireless communication principles [8].
Although cryptographic methods are still predominant, their
dependence on upper-layer protocols requires complex key
management infrastructures [9]. More critically, the advent of
quantum computing and advanced cryptanalysis techniques
has substantially exacerbated the vulnerability of crypto-
graphic systems to brute-force attacks, thereby challenging
their long-term sustainability [10]. In contrast, physical layer
security techniques leverage wireless channel characteristics
to improve the quality of the signal of legitimate users while
reducing the reception of eavesdroppers [11–14]. The theoreti-
cal foundations of physical layer security were first established
by Shannon through his pioneering work on information-
theoretic security [15]. This was subsequently formalized
by Wyner’s wiretap channel model, which mathematically
demonstrated that when the eavesdropper’s channel is a de-
graded version of the legitimate channel, carefully designed
channel coding schemes can guarantee secure communication
even in adversarial environments [16]. This seminal work
proved that legitimate receivers can achieve asymptotically
perfect signal decoding while preventing eavesdroppers from
extracting any meaningful information, provided specific
channel conditions are satisfied.

Contemporary research in physical-layer security focuses
primarily on three key technical dimensions: directional mod-
ulation, sidelobe manipulation and artificial noise injection.
Zhao et al. developed an optimized precoding and beamform-
ing framework that enhances mainlobe transmission efficiency
while simultaneously suppressing sidelobe radiation through
sophisticated angle coding techniques [17]. Yang’s research
team proposed an innovative switched array architecture that
dynamically configures antenna subsets to optimize security
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performance in sidelobe regions [18]. Eltayeb et al. estab-
lished a novel channel parameter conversion mechanism that
transforms angular information into equivalent distance met-
rics, effectively mitigating main-beam eavesdropping threats
through intelligent scattering paths [19].

AP
Eavesdropper

User

Fig. 1 Schematic model of a single-cell network system.

Chen [20] and Liu [21] introduced artificial noise at the
transmitter and full-duplex receiver ends respectively to en-
hance physical-layer security. Through carefully designed
artificial noise vectors, eavesdroppers’ received signals are
transformed into Gaussian white noise-like waveforms, sig-
nificantly degrading the quality of intercepted signals and
rendering unauthorized access to meaningful information
infeasible. As shown in Fig. 1, this approach’s effective-
ness deteriorates significantly diminished when the legitimate
communication channel exhibits a high spatial correlation
with the eavesdropping channel, particularly in scenarios
where the legitimate user’s received signal power is lower
than that of the eavesdropper.

In recent years, physical layer security mechanisms lever-
aging IRS-assisted communication have garnered substantial
research interest. Being a key 6G enabler, the IRS comprises
a software-controlled array of low-power reflective elements
[22]. By dynamically adjusting the phase and amplitude of re-
flected signals, IRS technology can either amplify or attenuate
signals along different propagation paths, thereby offering a
novel paradigm for enhancing wireless communication qual-
ity and enabling intelligent channel reconfiguration [23, 24].
Due to its cost-effectiveness and compact form factor, IRS
can be densely deployed across diverse environments, such
as building facades and indoor spaces, to boost the overall
performance of wireless networks. Thus, extensive research
has focused on solving physical-layer security challenges in
IRS-assisted systems [25].

Cui et al. investigated the scenario with known channel
state information, using alternating optimization (AO) and
semidefinite relaxation (SDR) techniques to jointly optimize
the transmitter’s beamforming and IRS’s reflection coeffi-
cients, especially when legitimate and eavesdropping channels
are highly spatially correlated [26]. Liu et al. [27] focused on

secrecy rate maximization in multi-user multiple-input single-
output (MISO) systems by jointly optimizing information and
energy transmission. Their proposed two-stage optimization
framework optimized the transmission beamforming vectors
and power allocation strategy. Sun et al. extended this research
by jointly optimizingactive IRS’s transmission and reflection
beams using a combination of SDR and AO techniques [28]
. Meanwhile, Ge et al. addressed the challenge of unknown
channel state information by employing an alternating opti-
mization framework to jointly design the transmission beam
and IRS reflection coefficients [29].

Hua et al. proposed an IRS-assisted secure transmission
scheme for millimeter-wave communications, where artificial
noise is strategically designed to constrain the eavesdropper’s
channel capacity, effectively improving communication con-
fidentiality [30]. Taneja et al. investigated reconfigurable in-
telligent surface-based ”electromagnetic stealth” technology,
which renders the legitimate communication undetectable to
eavesdroppers, thereby enhancing communication covertness
[31]. Peng et al. proposed a UAV-mounted mobile IRS system
capable of dynamically adjusting both spatial positioning
and reflection parameters to achieve time-varying wireless
channel control for enhanced communication security [32].
Chen et al. proposed a dynamic IRS beamforming scheme that
significantly improves the computational efficiency of mobile
edge computing (MEC) systems by jointly optimizing com-
putation mode selection, offloading time allocation, and IRS
beamforming [33]. The index modulation and reflection-mode
modulation approaches focus on information transmission
through the activation of specific IRS element combinations,
transforming continuous phase shift adjustments into discrete
index feedback to modulate the reflected signals [34].

One of the principal challenges in IRS-assisted commu-
nication systems is the inherent nonconvexity of the joint
optimization problem involving both the transmitter’s beam-
forming design and the IRS reflection coefficient configura-
tion. These optimization problems are notoriously difficult
to solve directly due to the intricate non-convex nature of
both the objective functions and the associated constraints
[35]. Existing approaches predominantly rely on SDR and AO
methodologies, which, while effective, entail substantial com-
putational complexity. As the scale of the problem increases,
the computational burden escalates significantly, leading to
diminished algorithmic efficiency. Additionally, most ex-
isting studies primarily focus on optimizing the reflection
phase of the IRS while constraining amplitude adjustments,
thereby overlooking potential security enhancements achiev-
able through amplitude optimization. This limitation curtails
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Joint Beamforming and Intelligent Reflecting Surface Optimization for Enhanced Physical Layer Security 3

the full security potential of IRS-assisted systems. Conse-
quently, future research should prioritize the development of
advanced optimization frameworks that not only address the
intrinsic nonconvexity of these problems but also integrate
both phase and amplitude optimization of IRS elements. Such
advancements are essential to further enhance the security and
efficiency of IRS-assisted wireless communication systems.

The fundamental challenge in physical-layer security for
IRS-assisted systems lies in the joint optimization of trans-
mitter beamforming and IRS reflection parameters, which
exhibits strong nonconvexity that is inherently difficult to re-
solve directly. Conventional approaches suffer from exponen-
tially growing computational complexity with system scaling,
while the prevalent practice of optimizing only phase shifts
while fixing amplitude coefficients severely limits the achiev-
able security enhancement. This paper investigates the joint
optimization of AP beamforming and IRS phase/amplitude
configuration under strong channel correlation between le-
gitimate and eavesdropping channels. We first formulate the
average secrecy rate maximization problem incorporating IRS
reflection amplitudes. To solve this large-scale nonconvex
optimization, heuristic particle swarm optimization can pro-
vide effective approximate solutions [36, 37]. We propose a
novel group-competitive swarm optimizer based on collective
learning mechanisms. Experimental results demonstrate the
superiority of our method over alternating optimization in
large-scale IRS and high-power scenarios.
• We propose a novel optimization model incorporating

IRS reflection amplitudes to maximize the average se-
crecy rate in IRS-assisted communications, overcoming
the limitation of phase-only optimization in conventional
approaches.

• Building on group learning theory, we propose a new
Group-competitive Swarm Optimization (GSO) al-
gorithm. The GSO algorithm forms learning groups
through random selection of three particles per iteration
and employs a competition mechanism to rank these
particles. The algorithm applies distinct update strate-
gies according to ranking results, effectively enhancing
both particle diversity and exploratory capability. These
mechanisms enable GSO to outperform conventional
methods in handling large-scale optimization problems,
demonstrating superior performance in complex scenar-
ios.

• Experimental results demonstrate that IRS amplitude
adjustment significantly enhances the secrecy rate in
large-scale IRS systems operating under high-power
conditions. When it comes to complex optimization

problems that traditional alternating update methods
cannot solve, the GSO algorithm shows excellent op-
timization performance and has more significant per-
formance under high-power transmission conditions,
achieving a higher average security rate and provid-
ing a feasible solution for strengthening the security of
IRS-assisted communication systems.

The remainder of this paper is organized as follows. Section
2 presents the IRS-assisted secure communication system
model and formulates a secrecy rate maximization problem
through the joint optimization of beamforming and the am-
plitude and phase of the IRS. To address this complex and
non-convexx optimization problem, Section 3 proposes a
novel group competition optimization algorithm to obtain a
suboptimal solutionto the optimization problem. Section 4
compares the proposed method with existing approaches to
demonstrate its performance advantages. We draw conclu-
sions in Section 5.

2 System Model And Problem Formulation
The IRS is composed of numerous low-cost programmable
reflective elements, which can modulate the amplitude and
phase of reflected signals by encoding of the IRS elements.
The amplitude and phase adjustments range from [0,1] and
[0,2π), respectively [38]. Consider the practical scenario
depicted in Fig. 3, which involves an IRS-assisted downlink
communication system. The system comprises an access point
(AP) equipped with M half-wavelength-spaced antennas, a
single-antenna legitimate user (User) and a single-antenna
eavesdropper (Eve). The AP transmits information to the
User, with Eve positioned between AP and User. Notably,
the eavesdropper is closer to the AP than the legitimate user,
giving Eve a more favorable communication channel.

To enhance the security of the communication system,
an IRS with N reflective elements is deployed to assist in
secure communication between the AP and the User. The
IRS is equipped with a controller that regulates both the
AP and the IRS. When the AP simultaneously transmits
signals to both the IRS and the User, the beamforming at
the AP and the encoding of the IRS reflective elements
adjust the phase and amplitude of the reflected signals. This
adjustment enables the IRS-reflected signal to constructively
combine with the AP’s direct signal at the User, enhancing the
received signal strength. Simultaneously, the IRS-reflected
signal destructively interferes with the AP’s direct signal
at Eve, weakening the received signal quality. This process
reduces the eavesdropper’s signal quality, improving system
security and achieving secure physical layer communication.
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All communication channels are assumed to be quasi-static
flat-fading channels [39]. The channel coefficients from the
AP to the user, from the AP to the IRS, from the AP to
the eavesdropper (Eve), from the IRS to the Eve, and from
the IRS to the user are denoted as hAU ∈ CM×1, HAI ∈
CM×N , hAE ∈ CM×1, hIE ∈ CN×1, and hIU ∈ CN×1,
respectively.

IRS controller

IRS 

AP

Eavesdropper

User

AIH

AEh

AUh

IUh
IEh

Fig. 2 IRS-assisted secure communication system.

The schematic system model [40] for the simulated single-
cell network is shown in Fig. 3. The AP is centrally located
within the cell, covering a radius of R. Both legitimate users
and potential eavesdroppers are randomly and uniformly
distributed throughout the cell. The channel matrix HAI ,
which describes the communication link between the AP and
the IRS, is formulated as follows

HAI = mAI

(√
KAI

1 +KAI
HL

AI +

√
1

1 +KAI
HN

AI

)
,

(1)

where mAI =

√
l0

(
d0

dAI

)αAI

and l0 = (λc

4π )
2 is a constant

where λc is the wavelength of the carrier’s center frequency.
d0 is the reference distance. dAI denotes the distance between
the AP and IRS, and αAI is the corresponding path loss
exponent. The small-scale fading is modeled as Rician fading
with the Rician factor KAI . The Line-of-Sight (LoS) and
non-Line-of-Sight (NLoS) components are denoted by HL

AI

and HN
AI , respectively, and are expressed as products of array

response vectors.
HL

AI = aI(θx, θy)a
H
A (ϕ),

aI(θx, θy) = aIx(θx)⊗ aIy(θy),

aA(ϕ) =
[
1, ejπϕ, . . . , ejπϕ(M−1)

]T
,

ax(θ) =
[
1, ejπθ, . . . , ejπθ(nx−1)

]T
, for x ∈ {Ix, Iy},

(2)
where θx and θy are the directional cosines of the angles
of arrival at the IRS along the horizontal axes and ϕ is the
directional cosine of the angle of departure at the AP. nIx and
nIy denote the number of IRS elements along the horizontal
and vertical dimensions respectively. The remaining channels
in the system are modeled similarly. For the passive IRS,
the received signals by the user and eavesdropper can be
expressed as

yj = (hH
IjQHAI + hH

Aj)x+ wj j ∈ {U,E}, (3)

where x =
√
PAP fs represents the precoded transmit sig-

nal from the AP. f =
√

1
M [1, ejπα, ..., ejπ(M−1)α]T de-

notes the beamforming vector and s denotes the confi-
dential information symbol with zero mean and unit vari-
ance. PAP is the transmit power of s. wj ∼ CN (0, δ2U )

represents the additive white Gaussian noise at receiver
j ∈ {U,E}, where δ2U and δ2E denote the noise variances
at the user and eavesdropper, respectively. Q = diag(q)
denotes the IRS reflection coefficient matrix [24], where
q = [η1ejβ1 , η2ejβ2 , ..., ηNejβN ] ≜ [q1, q2, ..., qN ]. ηn and
βn denote the amplitude reflection coefficient and phase shift
of the n-th IRS element, respectively.

AP
Eavesdropper

User

AId

AEd

AUd

Fig. 3 Schematic model of a single-cell network system.

In physical layer security research, the security perfor-
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Joint Beamforming and Intelligent Reflecting Surface Optimization for Enhanced Physical Layer Security 5

mance of communication systems is frequently quantified
using intuitive numerical metrics, where the secrecy rate
serves as a key metric for assessing instantaneous security
performance. The secrecy rate is derived from the signal-to-
interference-plus-noise ratio (SINR) and is influenced by the
reflection coefficient adjustments of an intelligent reflecting
surface. While conventional IRS-assisted security schemes
primarily optimize phase shifts, the additional ability to adjust
reflection amplitudes introduces extra degrees of freedom,
significantly enhancing secrecy performance. Therefore, a
deeper investigation into how IRS amplitude tuning affects
SINR and secrecy rate is essential for optimizing secure
communication systems.

To derive the secrecy rate, we first define the SINRs for
the legitimate user and the eavesdropper. Let RU and RE

denote the SINRs at the legitimate user and eavesdropper,
respectively

RU =

∣∣(hH
AU + hH

IUQHAI

)
x
∣∣2

σ2
U

, (4)

RE =

∣∣(hH
AE + hH

IEQHAI

)
x
∣∣2

σ2
E

. (5)

Based on Shannon’s theorem, the channel capacities for
the legitimate user and eavesdropper are given by

CU = log2 (1 +RU) , CE = log2 (1 +RE) , (6)

The secrecy rate is defined as the difference between the
channel capacity of the legitimate receiver and the chan-
nel capacity of the eavesdropper [41]. Thus, the maximum
achievable secrecy rate Rsec between the AP and the user (in
bits/second/Hz) can be expressed as:

Rsec = [CU − CE]
+ (7)

In IRS-assisted secure communication systems, while phase
adjustment improves signal quality for legitimate users and
degrades reception for eavesdroppers, the IRS’s amplitude
adjustment capability also critically influences SINR and
secrecy rate performance. When the IRS-assisted channel
is strong, increasing reflection amplitude boosts the legiti-
mate user’s received signal power, elevating RU and directly
improving the secrecy rate. By tuning the amplitude of IRS
elements, the signal gain at the eavesdropper can be sup-
pressed, lowering RE and consequently maximizing Rsec.
Although phase-only optimization improves performance,
joint amplitude-phase optimization further enhances legit-
imate users’ signal quality and simultaneously suppresses
eavesdroppers’ received power, achieving superior security
performance.

Theoretically, each IRS element can adjust both phase and
amplitude of its reflection coefficient. However, practical joint
optimization of amplitude and phase remains challenging,
even with alternating optimization methods. Typically, IRS
elements are constrained to unit modulus (|qn| = 1), focus-
ing solely on phase adjustment while ignoring amplitude
modulation.

In practical systems, legitimate users often face more severe
channel limitations than eavesdroppers. To fully exploit IRS
capabilities, we jointly optimize the reflection phase and
amplitude across all elements to maximize the secrecy rate.
Unlike conventional unit-modulus constraints (|qn| = 1, ∀n),
we relax this to |qn| ⩽ 1,∀n to unlock the IRS’s full potential
through joint amplitude-phase optimization.

Our aim is to maximize the secrecy rate. The joint design
of the transmit beamformers at the AP and the Q at the IRS
can be formulated as follows

max
Q,x

Rsec

s.t. ∥x∥2 ⩽ Pmax, |qn| ⩽ 1, ∀n
(8)

with Pmax symbolizes the maximum transmit power of AP.
In this system, the eavesdropper is assumed to be active,

indicating it can interact with the communication system.
Meanwhile, since the legitimate user distrusts the eavesdrop-
per, the system prioritizes acquiring the eavesdropper’s CSI to
mitigate security threats. Thus, for evaluating the IRS-assisted
system’s performance limits, we reasonably assume the AP
can obtain perfect CSI of both user and eavesdropper [42].
The goal is to jointly design the AP beamforming and IRS
reflection coefficients to maximize secrecy rate by strength-
ening the combined signal at the user while suppressing it
at the eavesdropper. The optimization problem (8) becomes
highly challenging due to its non-convexity and IRS reflection
amplitude variables.

To address this, a novel multi-strategy swarm optimization
algorithm based on the competition mechanism is employed
to optimize Eq.(8). Unlike convex optimization theory, which
requires complex analytical computations, the proposed algo-
rithm simply iterates and updates particles based on appro-
priate encoding of the optimization problem. Furthermore,
to improve the secrecy rate, this paper proposes a novel
competitive swarm optimization algorithm based on group
learning.

3 A Novel Group-based Competitive Swarm
Optimizer

3.1 Proposed GSO Algorithm

The competitive swarm optimization (CSO) algorithm im-
proves population diversity through competition mechanisms,
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6

demonstrating strong performance in optimization problems.
However, CSO may converge to local optima when handling
highly complex functions. We propose a novel GSO algo-
rithm featuring intra-group competition and multiple update
strategies , where particles dynamically select learning strate-
gies based on competition results to significantly improve
algorithmic diversity and optimization performance.

w

1l

2l

)(tp )(tp

)(tp)1( tp

grounping

ranking

learning

updating

Fig. 4 Schematic diagram of the GSO framework.

As shown in Fig. 4, GSO organizes particles into triplets,
ranked by secrecy rate as w (winner), l1 (first loser) , and l2

(second loser). Two superior particles, w and l1, guide the
update and learning process of the loser l2. The velocity Vl2

and position Xl2 of loser l2 are updated by
Vl2(t) = r1Vl2(t) + r2 (Xw(t)−Xl2(t))

+φr3 (Xl1(t)−Xl2(t)) ,
Xl2(t+ 1) = Xl2(t) + Vl2(t),

(9)

whereXi(t) andVi(t), i = {w, l1, l2} denote the position and
velocity of particle i at generation t, respectively. Additionally,
φ, r1, r2, and r3 are uniformly distributed random variables
[0, 1].

To maintain population diversity, the suboptimal particle
l1 undergoes mutation. The l1 position update rule is

Cl1 =

{
rand(l1), rand(0, 1) ⩽ Cr

Xl1(t), otherwise
(10)

Xl1(t+ 1) =

{
Cl1 , f(Xl1(t)) ⩽ f(Cl1)

Xl1(t), otherwise
(11)

where Cl1 is the mutated candidate solution and Cr ∈ [0, 1] is
the mutation probability controlling how often l1 is replaced

by Cl1 . The fitness function f(X), corresponding to the
optimization objective defined in Eq. 7. In particular, the
elite particle w preserves its optimal state through direct
propagation to the subsequent generation, maintaining the
convergence properties of the algorithm.

According to the non-convex optimization problem (8), the
encoding for the k-th particle pk ∈ RL×1 is as follows

pk = [PAP , α, η1, ..., ηN , β1, ..., βN , ] (12)

where L = 2 + 2 ·N .
The optimization problem-solving process for IRS-assisted

secure communication systems based on the GSO algorithm
is illustrated in the Algorithm 1.

Algorithm 1 GSO
Require: K is the size of swarm P .

1: Initialize tmax and t = 0.
2: while t ⩽ tmax do
3: Calculate the fitness of all particles in P (t).
4: Divide all particles into K/3 groups.
5: for each group do
6: Identify winner w, l1 and losers l2 based on

competitive mechanisms and
f(Xw) > f(Xl1) > f(Xl2).

7: Update Xl2 using Eq.9
8: Update Xl1 using Eq.10 and Eq. 11
9: end for

10: t = t+ 1.
11: end while

3.2 Theoretical Analysis

An effective optimizer must achieve an optimal balance
between exploration and exploitation as particles navigate
the search space. Through a unified parametric framework
characterized by the mixing coefficient λ and target point
T [43], the update schemes of GSO, CSO, and PSO are
systematically expressed in the canonical form. The Eq.9 is
rewritten as follows

Vl2 = r1Vl1 + λ1(T1 −Xl2),

λ1 = r2 + φr3,

T1 =
r2

r2 + φr3
Xw +

φr3
r2 + φr3

Xl1

(13a)
(13b)

(13c)

In the CSO algorithm, the global mean of the particles is
utilized to guide their learning, and its update equation can
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Joint Beamforming and Intelligent Reflecting Surface Optimization for Enhanced Physical Layer Security 7

be reformulated as:
Vl = r1Vl + λ2(T2 −Xl),

λ2 = r2 + φr3,

T2 =
r2

r2 + φr3
Xw +

φr3
r2 + φr3

X̄

(14a)
(14b)

(14c)

Similarly, the PSO algorithm updates particles based on
both the global best and individual best solutions, with its
update equation rewritten as follows

Vi = ωVi + λ3(T3 −Xi),

λ3 = c1r1 + c2r2,

T3 =
c1r1pbesti
c1r1 + c2r2

+
c2r2gbest

c1r1 + c2r2

(15a)
(15b)

(15c)

where c1 and c2 denote acceleration coefficients. pbesti

denotes the personal best position found so far by particle
i, while gbest represents the global best position among all
particles.

When comparing the first components of Ti (i =1, 2, 3),
both GSO and CSO employ the winner Xw to update the
loser’s position. However, in PSO, the best position pbesti of
the particleXi is updated only whenXi finds a better solution,
which indicates that pbesti may not change in many succes-
sive generations. Consequently, both GSO and CSO maintain
greater competitive diversity compared to PSO. Regarding
the second components of T1 and T2, CSO updates the mean
position of the swarm X̄ in every generation. However, GSO,
however, randomly selects distinct secondary exemplars Xl1

for individual particles rather than using a shared reference.
GSO demonstrates superior diversity preservation compared
to CSO through its randomized individual guidance mech-
anism rather than relying on fixed population means, thus
exhibiting enhanced capability to escape local optima and
accelerate convergence toward promising solution regions.

Exploitation ability and exploration ability are equally
important. This is because a good exploitation ability can
quickly locate better areas so that the optimization time can
be reduced. It’s important to some problems with limited
computational resources and unimodal problems. To analyze
the exploitation ability of GSO, three representative particles
are selected from the same group: the best particle Xw and
two ordinary particles Xl1 and Xl2 , satisfying the fitness
relationship

f(Xw) ⩾ f(Xl1) ⩾ f(Xl2) (16)

Combining the definitions of personal best pbesti of i and
global best gbest defined in classical PSO, we have the

following relationship: f(gbest) ⩾ f(pbestw) ⩾ f(Xw),
f(gbest) ⩾ f(pbestl1) ⩾ f(Xl1),
f(gbest) ⩾ f(pbestl2) ⩾ f(Xl2).

(17)

Let

∆FGSO = |f(Xl1)− f(Xl2)|, (18)

∆FCSO = |f(Xw)− f(X2)|, (19)

∆FPSO = |f(gbestW )− f(Xl2)|, (20)

Here, ∆FGSO represents the fitness difference between
ordinary particles within the same group in GSO, ∆FCSO

reflects the update difference dominated by the winning
particle Xw in CSO, and ∆FPSO measures the difference
between the global best particle gbest and an ordinary particle
in PSO. Combining the above formula together, the following
relationship can be obtained:

∆FGSO ⩽ ∆FCSO ⩽ ∆FPSO, (21)

The formula shows that GSO, comparing with CSO and
PSO, has a better exploitation ability to exploit the small gaps
between two positions whose fitness values are very similar.

In short, GSO can preserve good exploitation and ex-
ploration abilities. However, it’s not enough for a good EA
because the two abilities usually conflict with each other
during evolution. Thus, there should be a balance between
these two abilities.

This approach enhances interaction and learning among
particles, reducing the overall dependency of the entire pop-
ulation on a single winning particle. It helps prevent falling
into local optima.

3.3 Time Complexity Study

In the proposed GSO algorithm, three particles are randomly
grouped and ranked based on their fitness values. The best
performing particle is retained, while the second best particle
undergoes a mutation to update, resulting in a computational
complexity of O(K · L). The worst performing particle up-
dates its position based on velocity calculations, a process
executed dimension-wise, leading to an overall complexity
of O(K · L). The primary computational complexity of the
optimization problem arises from the numerator calculations
of RU and RE. Since the IRS reflection matrix Q is a diago-
nal matrix, the associated computational complexity can be
expressed as O(N2 ·K). Taking into account all components,
the total computational complexity of the proposed algorithm
is given by O(tmax ·L ·K ·N2). The computational complex-
ity of the beamforming-only approach is primarily determined
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by the eigenvalue decomposition operations, resulting in an
approximate complexity of O(M3), where M represents
the number of AP antennas. In contrast, the IRS-assisted
AO algorithm with a complexity of O(N2M2), in addition
to solving a semi-definitee programming problem that in-
curs computational overhead O(N4). Taking into account
the maximum iteration number T and the practical scenario
where N is significantly larger than M , the overall complex-
ity of these benchmark algorithms can be approximated as
O(tmaxN

4M).
By comparison, the proposed GSO algorithm significantly

reduces computational complexity, but requires a larger num-
ber of iterations tmax to achieve convergence, which may
lead to increased computational time in practical applications.
However, the method exhibits greater versatility and effec-
tively avoids the common solution difficulties encountered
in traditional complex optimization problems. Therefore,
despite potentially requiring more computation time, it sub-
stantially enhances the practicality and adaptability of the
algorithm while maintaining performance. This method is
particularly well-suited for large-scale IRS-assisted wireless
communication systems, where the number of reflecting ele-
ments far exceeds the number of AP antennas (N >> M).
This approach thus provides an efficient solution for practical
beamforming design.

4 Simulation
In this section, we conducted numerical experiments to vali-
date the efficacy of the proposed method. We benchmarked
its performance against established schemes:

• GSO with IRS: Utilizes GSO for joint beamforming
design towards the IRS at the AP.

• CSO with IRS: Applies CSO for joint beamforming
design towards the IRS at the AP [44].

• PSO with IRS: Applies PSO for joint beamforming
design towards the IRS at the AP [45].

• AP MRT with IRS: Implements maximum ratio trans-
mission (MRT)-based beamforming towards the IRS at
the AP [26].

• Optimal AP without IRS: Does not involve IRS and
designs x [41].

• Upper bound: Represents a secrecy rate upper bound
of the SDR algorithm [27].

Table 1 outlines the key simulation parameters used to
evaluate the performance of the IRS-assisted secure com-
munication system. The access point (AP) is equipped with
M = 4 antennas. The base station, user, and eavesdrop-
per are aligned along the horizontal axis at pb = [0, 0],

Table 1 Simulation Parameters

Parameter Symbol Value
AP dimensions M 4
BS position pb [0, 0]
User position pu [150, 0]
Eavesdropper position pe [145, 0]
IRS position pr [145, 5]
Reference distance loss ζ0 −30 dB
Reference distance d0 1 m
Path loss αAU, αAE 3
Path loss αAI 2.2
Rician factor KAI,KIU,KIE 1
Noise variance σ2

U , σ
2
E −80dBm

pu = [150, 0] and pe = [145, 0] respectively. The IRS is
strategically placed at pr = [145, 5], forming a triangle with
the user and eavesdropper to facilitate effective reflection
paths. We can calculate dAE and dAU with the points pb, pu,
pe and pr.

The reference path loss is set to ζ0 = −30 dB at distance
d0 = 1m. The path loss exponents are selected based on the
typical urban propagation scenario is assumed with αAU =

αAE = 3 for the direct links, while the AP-IRS link has a
smaller exponent αAI = 2.2, reflecting favorable line-of-sight
(LoS) conditions. All IRS-related links are modeled as Rician
fading channels with a Rician factorKAI = KIU = KIE = 1,
indicating moderate LoS components. The noise power at both
the user and the eavesdropper is set to σ2

U = σ2
E = −80 dB,

consistent with thermal noise levels under typical receiver
noise figures. These parameters collectively provide a realistic
foundation for assessing the proposed secure transmission
strategies.

Fig. 5 illustrates the average secrecy rates of various
schemes against the transmit power PAP , for N = 64. It
is evident that IRS-based methods significantly enhance the
average secrecy rate compared to configurations without IRS.
Moreover, as the transmission power increases, the secrecy
performance of IRS-based schemes improves notably. This
indicates that IRS can effectively leverage signal reflections
to enhance the communication system’s secrecy, thereby
countering eavesdropping attacks.

The Alternating Optimization (AO) method performs well
when the power is below 25 dB. As the power exceeds 25
dB, while the conventional PSO algorithm shows compa-
rable performance to AO due to its limited optimization
capability, both the CSO algorithm and our proposed GSO
algorithm for optimizing IRS reflection coefficients exhibit
significant advantages in achieving higher secrecy rates. The
GSO algorithm incorporates an innovative diversified parti-
cle update mechanism that preserves advantageous particle
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characteristics while enhancing population diversity, ulti-
mately outperforming both CSO and PSO algorithms with
performance advantages that scale with increasing transmit
power.

From the experiments, it can be observed that when the
transmission power is below 25 dB, the performance of the
proposed algorithm is inferior to that of the Alternating Opti-
mization (AO) algorithm. However, when the transmission
power exceeds 25 dB, the performance of the proposed GSO
algorithm surpasses that of the AO algorithm, with the perfor-
mance gap widening as the power increases. Therefore, under
transmission powers of 15 dB and 30 dB, we investigated the
impact of the number of IRS reflection units on the average
secrecy rate.
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Fig. 5 Secrecy rate versus PAP .

Fig. 6 illustrates the average secrecy rates of different
schemes against the numbe of IRS reflection units with
PAP = 15dB. We observe that with the number of IRS reflec-
tion units increases, the average secrecy rate of IRS-assisted
communication systems improves significantly, greatly sur-
passing that of systems without IRS assistance. This indicates
the crucial role of IRS in enhancing the secrecy performance
of communication systems, with its advantages becoming
more pronounced as the number of reflection units grows.
It also suggests that IRS effectiveness is more prominent in
large-scale deployments.

Compared to CSO and PSO, the GSO algorithm performs
better in terms of the average secrecy rate, indicating that GSO
is more effective in optimizing IRS reflection coefficients.
GSO leverages its internal diversity to better handle larger-
scale optimization problems, thus improving the system’s
secrecy performance. As the scale of the optimization problem

increases, its complexity also increases. The diversity of
particles in the GSO algorithm allows it to excel in handling
large-scale problems compared to CSO and PSO.

At low power levels, the impact of adjusting IRS reflection
coefficients on system performance is relatively small. In
such cases, both GSO and CSO perform below the upper
performance bound of the alternating optimization algorithm,
which may be due to the limited impact of IRS amplitude ad-
justments on system performance under low power conditions.
Therefore, we further investigated the impact of the number
of IRS reflection units on the average secrecy rate when the
maximum transmission power is 30 dB and examined the
effect of IRS amplitude optimization on the average secrecy
rate.
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Fig. 6 Secrecy rate versus N , PAP = 15dB.

This study examined the influence of IRS amplitude by
varying the number of reflection units, presenting the results
of the average secrecy rate at PAP = 30dB in Fig. 7. The
results indicate that when the number of IRS reflection units
increases, the average secrecy rate also increases, further
demonstrating the significant potential of IRS in enhancing
the security of wireless communication systems. When the
number of IRS reflection units is relatively small, the perfor-
mance of optimization algorithms is below the performance
limit of the alternating optimization algorithm. However,
when the number of reflecting elements exceeds 64, the per-
formance of these algorithms improves significantly, with
both GSO and CSO surpassing the performance limit of the
alternating optimization method. As the number of reflecting
elements continues to increase, the gap between the average
secrecy rate achieved by the optimization algorithms and
the performance upper bound of the alternating optimization
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method further widens. Notably, the performance differences
between the proposed GSO algorithm and the CSO and PSO
algorithms become increasingly pronounced in large-scale
scenarios.

These observations indicate that as the number of IRS
reflecting elements increases, the complexity of the optimiza-
tion problem rises accordingly. The proposed GSO algorithm
demonstrates more significant advantages in solving such
complex problems compared to the CSO and PSO algo-
rithms.
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Fig. 7 Secrecy rate versus N , PAP = 30dB.

In summary, the problem of maximizing the secrecy rate
through joint optimization of IRS reflection coefficients pro-
posed in this paper effectively leverages the potential of
IRS in channel control, significantly enhancing the security
of wireless communication systems. Additionally, the GSO
algorithm introduced in this paper demonstrates superior
exploration and exploitation capabilities compared to existing
algorithms, effectively avoiding local optima. The GSO algo-
rithm provides better optimization results when addressing
large-scale optimization problems.

5 Conclusions
This paper investigates the impact of IRS reflection ampli-
tude on the security of IRS-assisted communication systems
and proposes a problem of joint optimization of transmit-
ter beamforming and IRS reflection phase and amplitude to
maximize user secrecy rate. Due to the difficulties faced by
traditional alternating optimization algorithms in solving this
problem, inspired by the concept of swarm learning, a novel
Group Competitive Swarm Optimization (GSO) algorithm is
proposed. This algorithm forms learning groups by randomly

selecting three particles, ranks the particles using a compe-
tition mechanism, and updates their positions based on the
ranking results with different strategies. Experimental results
validate that the GSO algorithm can more effectively optimize
transmitter beamforming and IRS reflection amplitude and
phase under large-scale IRS systems and high-power transmis-
sion conditions, achieving higher secrecy rates and providing
a new solution for secure communication in IRS-assisted
communication systems.

This work thoroughly incorporates the dynamic configu-
ration of IRS into the modeling process to achieve optimal
reflection control. Nevertheless, in practical implementations,
frequent adjustments of IRS phase and amplitude may incur
substantial feedback overhead. Recent literature in the do-
mains of physical layer security and 6G communications has
increasingly emphasized system architectures that rely on a
limited set of discrete reflection states or quantized control
schemes. Such low-complexity, feedback-efficient designs
have garnered significant scholarly attention and are consid-
ered pivotal to enabling large-scale practical deployments.
Accordingly, future research should aim to extend the pro-
posed optimization framework to scenarios that are more
amenable to practical engineering constraints, with partic-
ular emphasis on evaluating the adaptability and scalability
of the approach under constrained control conditions. This
represents a critical direction for ongoing and future research.
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