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Abstract The emergence of quantum computing presents
significant challenges for intelligent transportation systems
(ITS), which rely on traditional public-key cryptography, de-
manding both strong security and low-latency operation. This
highlights an urgent requirement for post-quantum crypto-
graphic (PQC) algorithms to guarantee long-term protection.
However, a direct integration of PQC into ITS may introduce
latency and inefficiency, as static implementations cannot
adapt to dynamic traffic conditions and may apply excessive
security in low-risk contexts, resulting in unnecessary com-
putational overhead, particularly within resource-constrained
edge computing environments. To mitigate these issues, the
PDRL-PQCS (Predictive Deep Reinforcement Learning for
Post-Quantum Cryptography Selection) framework is pro-
posed. This approach employs a Transformer-based module
to generate multi-step predictions of traffic flow and computa-
tional load, thereby providing proactive contextual awareness.
These predictions subsequently inform a deep reinforcement
learning (DRL) agent, which dynamically selects optimal
parameter configurations for the CRYSTALS-Kyber PQC al-
gorithm in real time, enabling adaptive security-performance
balancing across the heterogeneous nodes of an ITS edge
computing network. Through this two-stage approach, PDRL-
PQCS adapts PQC parameters within defined security bounds
to optimally balance security assurance with operational ef-
ficiency. An extensive experimental evaluation assesses the
framework under three representative traffic scenarios with
diverse resource availability and congestion levels. Results
indicate that PDRL-PQCS achieves 10%–20% higher overall
performance compared to baseline methods across various
challenging conditions.

Keywords post-quantum cryptography, intelligent trans-
portation systems, reinforcement learning, time-series fore-
casting, edge computing.

1 Introduction
The swift advancement of technologies such as Internet of
Things (IoT), artificial intelligence (AI), and edge computing
is transforming Intelligent Transportation Systems (ITS) from
isolated vehicular communications into fully integrated net-
works that link vehicles, infrastructure, and cloud platforms
[1, 2]. Within such cooperative settings, safety-critical ap-
plications, including cooperative collision avoidance, traffic-
signal optimisation, and autonomous driving, necessitate
the real-time exchange of vehicle-sensed data and roadside
information [3]. These applications require not only depend-
able communication but also strong end-to-end cryptographic
safeguards [4]. Nevertheless, guaranteeing the confidentiality,
reliability, and validity of data shared across heterogeneous
and open vehicular networks poses significant security chal-
lenges, especially given the imminent threat presented by
quantum computing [5].

Fig. 1 Adaptive PQC parameter selection in ITS scenarios.

Quantum computing presents a direct threat to the crypto-
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potential to compromise classical public-key schemes such as
RSA and ECC [6]. To mitigate this threat, the U.S. National
Institute of Standards and Technology (NIST) has finalised its
initial standardisation of Post-Quantum Cryptography (PQC),
endorsing the lattice-based CRYSTALS-Kyber algorithm with
security levels 512, 768, and 1024 as a key encapsulation
mechanism [7, 8]. In this practical ITS deployments, however,
link quality varies significantly due to fluctuating vehicle
density and wireless interference, computational resources
differ markedly between onboard and roadside units, and
traffic patterns shift frequently between urban and highway
contexts [9, 10]. Consequently, selecting a single, fixed Kyber
parameter set cannot adequately balance security with latency
and computational constraints: higher security levels provide
strong quantum resistance but introduce substantial ciphertext
overhead and delay, while lower levels reduce delay at the
cost of diminished security assurance [11, 12].

Existing approaches for PQC parameter selection in ITS
can be categorised broadly into offline static optimisation
and online adaptive adjustment. Static optimisation methods
typically determine optimal PQC parameters through pre-
liminary benchmark testing or heuristic algorithms prior to
system deployment [13, 14]. Their reliance on predefined sce-
narios, however, causes significant performance degradation
in dynamic ITS environments where actual traffic loads and
resource availability often diverge from initial assumptions. In
contrast, online adaptive methods dynamically adjust Kyber
parameters using rule-based strategies or deep reinforce-
ment learning (DRL) techniques driven by real-time metrics
[15, 16]. Despite their adaptability, current DRL-based online
methods exhibit two principal limitations. Firstly, traditional
DRL algorithms require continuous policy exploration during
operation, leading to notable performance instability, partic-
ularly during abrupt changes in vehicle density or resource
availability. Secondly, these online methods primarily select
parameters based on immediate observations, lacking the
capacity to anticipate forthcoming computational peaks or
idle periods. This reactive, rather than proactive, characteris-
tic restricts their ability to optimally reconcile security and
efficiency within rapidly evolving ITS contexts.

To address these limitations, a novel predictive-adaptive
framework, termed “Predictive Deep Reinforcement Learning
for Post-Quantum Cryptography Selection (PDRL-PQCS)”,
is proposed. The core concept of PDRL-PQCS is to integrate
multi-step forecasting of traffic density and computational
resources, facilitated by a Transformer-based predictor, into a
DRL-driven adaptive strategy for PQC parameter selection.
Utilising these predictive insights, the DRL agent proac-

tively selects from the CRYSTALS-Kyber security levels
(512, 768, 1024), thereby effectively balancing cryptographic
security with real-time performance demands. The principal
contributions of this work are summarised as follows:

• A novel predictive-adaptive framework, PDRL-PQCS,
is proposed, which constitutes a primary contribution
by uniquely integrating a Transformer-based multi-step
traffic and resource predictor with a DRL agent for cryp-
tographic decision-making. This integration represents
a significant methodological advancement, enabling
proactive, context-aware parameter selection for post-
quantum cryptography, which is a capability previously
absent in related research. The predictive module fa-
cilitates anticipatory adaptation, allowing the system
to optimise for forthcoming network states rather than
merely reacting to present conditions.

• A bespoke RL strategy is engineered, featuring a custom
reward function that formally quantifies the trade-off be-
tween cryptographic security and operational latency. Its
principal innovation lies in synthesising real-time obser-
vations with predicted future states to inform its policy,
permitting truly optimal real-time selection among the
CRYSTALS-Kyber security levels. This approach tran-
scends conventional reactive methods, directly address-
ing a critical gap in achieving both quantum resilience
and system efficiency in edge computing-supported
volatile ITS environments.

• A comprehensive evaluation under diverse ITS scenarios
validates the novel PDRL-PQCS framework, demon-
strating its capacity to address a critical gap in adaptive
cryptographic management by achieving an approxi-
mate 10-20% performance improvement over baseline
methods (e.g., traditional genetic algorithms, greedy
strategies, and heuristic methods). Furthermore, abla-
tion studies further substantiate the pivotal role of the
integrated predictive module, confirming that its in-
clusion is essential for the enhanced system stability,
adaptability, and resource efficiency delivered by this
unique predictive-adaptive approach.

2 Related Work
This section presents studies on post-quantum cryptogra-
phy and its application in intelligent transportation systems,
and reinforcement learning methods for adaptive resource
management in vehicular networks.

2.1 Post-Quantum Cryptography

Recent advancements in post-quantum cryptography are
explored, including threat analyses, evaluation of candi-
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date schemes, implementation techniques, and emerging
applications[17, 18]. Bernstein et al. [5] analyzed the quan-
tum threat to traditional encryption (RSA, ECC), explor-
ing five candidate schemes based on codes, lattices, and
other approaches, and provided insights into standardization
and deployment challenges. Dey et al. [19] introduced an
isogeny-based post-quantum signcryption scheme offering
IND-CCA and EUF-CMA security with reduced commu-
nication costs. Nejatollahi et al. [13] reviewed lattice-based
cryptography’s progress, focusing on key technologies and
their potential in public-key encryption and homomorphic
encryption. Chamola et al. [6] assessed quantum comput-
ing’s impact on 5G and network technologies, highlighting
quantum-safe solutions like QKD. Alkim et al. [20] presented
the quantum-safe digital signature scheme qTESLA, based
on the Ring Learning with Errors (R-LWE) problem, showing
strong security and efficiency. Canto et al. [21] proposed a
polymorphic fault detection scheme for quantum-safe encryp-
tion, achieving efficient error detection with low performance
overhead. Deshpande et al. [22] optimized a Verilog hardware
implementation for HQC-based key encapsulation, improving
performance on FPGA. Bidoux et al. [23] enhanced the RQC
encryption scheme with new methods to reduce key sizes
while boosting security, evaluating new combined attacks and
complexity. Recent work on multi-domain time series gener-
ation, such as TimeDP [24], has explored domain-adaptive
temporal modeling using prototype-based prompts, which of-
fers insights for adapting prediction models to varying traffic
scenarios. Advanced temporal modeling with Transformer
architectures, such as rotary position embedding [25], offers
improved handling of temporal dependencies and sequence
prediction tasks.

2.2 PQC for Intelligent Transportation Systems

Recent studies have explored various strategies to secure
intelligent transportation systems against quantum threats.
Twardokus et al. [26] propose a machine learning-based
spectrum optimization technique and a hybrid authentication
protocol for vehicle-to-vehicle (V2V) communications. Chen
et al. [27] introduce a hybrid certificate scheme combining
post-quantum cryptography (PQC) and elliptic curve cryp-
tography (ECC) to secure credential management in vehicle-
to-everything (V2X) communications. Abdullah et al. [28]
discuss the quantum risks to traditional cryptographic systems,
analyze NIST-standardized PQC solutions, and highlight the
need for lightweight and hybrid cryptographic approaches.
Liu et al. [29] present LBRAKA, a quantum-resistant scheme
for anonymous authentication and key agreement in VANETs,

ensuring strong privacy and public traceability. Aslam et
al. [8] propose a secure communication framework for con-
nected and autonomous vehicles combining quantum-resistant
blockchain with Kyber-based PQC. Recent advances in spa-
tiotemporal traffic forecasting, such as SSTZIP-GNN [30],
have demonstrated the effectiveness of zero-inflated statistical
models for handling sparse urban mobility data. For large-
scale traffic forecasting, efficient Transformer architectures
[31] have been proposed to address scalability challenges
in modeling spatial dependencies. Furthermore, multimodal
fusion frameworks [32] have been developed to integrate di-
verse data sources such as social media, real estate, and points
of interest for comprehensive traffic situation forecasting.

2.3 Reinforcement Learning for Vehicular Resource
Management

Recent studies have employed reinforcement learning (RL)
to enhance resource management in vehicular networks, fo-
cusing on edge-computing-enabled task offloading, resource
allocation, caching, and reliability [33–35]. Waqar et al.
[36] propose MARL-based computation offloading for aerial-
terrestrial vehicular networks in 6G. Ju et al. [37] apply DRL
to jointly optimize secure offloading and resource allocation
in vehicular edge computing systems, reducing delays and
ensuring security. Aung et al. [38] develop DRL-powered
VeSoNet for efficient, reliable content caching in vehicu-
lar social networks. Li et al. [39] introduce a DRL-driven
collaborative framework minimizing service delays and fail-
ure costs in MEC-enabled vehicular networks. Atallah et
al. [1] design an RL scheduler optimizing connected ve-
hicle operations under dynamic traffic, while Ning et al.
[3] employ deep Q-learning to optimize edge-node task of-
floading. Additionally, MARL approaches have effectively
managed dense traffic, offering rapid convergence and ro-
bustness for spectrum sharing and offloading tasks [40–42].
Recent advances in MARL have explored structural coordi-
nation mechanisms to improve collaborative decision-making
in complex multiagent systems [43]. For instance, MARL has
been applied to optimize virtual coupled train operations in
railway transit systems, demonstrating improved efficiency
and safety through collaborative train control [44].Federated
graph learning frameworks such as FedMetro [45] have also
been proposed for privacy-preserving spatiotemporal predic-
tion in distributed transit systems. Beyond these model-free
RL paradigms, another important direction is Model-Based
Reinforcement Learning (MBRL) [46], where an agent learns
a world model for planning or policy improvement. Unlike the
reactive methods discussed above, MBRL enables anticipation
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of future changes and has shown promise in sample-efficient
domains [47]. However, the integration of predictive model-
ing with DRL for proactive decision-making in ITS security
and cryptographic parameter selection remains unexplored.
This gap motivates our proposed framework, which is detailed
in Section 3.

3 Predictive DRL for Dynamic PQC Selection
Scheme

This section introduces the PDRL-PQCS framework, provid-
ing a comprehensive overview of its methodology for adaptive
PQC parameter selection tailored to dynamic ITS environ-
ments. It covers the research problem definition, Transformer-
based prediction module, DRL-based adaptive PQC selection
mechanism, and the integral training and deployment proce-
dures.

3.1 Optimization Problem Formulation

It is considered that an ITS (shown in Fig. 1) is operated over
a finite time horizon t = 1, . . . , T . At each decision epoch t,
the system must choose one PQC algorithm or parameter set
(e.g. Kyber-512, Kyber-768, Kyber-1024), indexed by l ∈ L.
Each choice l is characterized by a security score σl (larger
values signify stronger quantum resistance), a computational
cost cl, and an end-to-end latency δl that includes both
encryption and transmission delay. Meanwhile, the available
computing resource at time t is ut. A binary decision variable
is established with (1):

xt,l =

{
1, if parameter set l is chosen at time t,

0, otherwise,

∀t = 1, . . . , T, l ∈ L.

(1)

Then, this work seeks to maximize a weighted trade-off
between security and latency over the horizon:

max
{xt,l}

T∑
t=1

∑
l∈L

(
σl − λ δl

)
xt,l, (2)

where λ ⩾ 0 balances the penalty for latency against the
security benefit. At each epoch, exactly one PQC configuration
must be selected:∑

l∈L

xt,l = 1, ∀ t = 1, . . . , T. (3)

The chosen configuration must not exceed available compute
resources: ∑

l∈L

cl xt,l ⩽ ut, ∀ t = 1, . . . , T. (4)

Finally, enforce binary decisions:

xt,l ∈ {0, 1}, ∀ t = 1, . . . , T, l ∈ L. (5)

Using the vector xt = (xt,l)l∈L, define Σ = (σl)l∈L, ∆ =

(δl)l∈L, and c = (cl)l∈L. Then the problem can be formulated
with:

max
x1,...,xT

T∑
t=1

(
Σ⊤xt − λ∆⊤xt

)
s.t. 1⊤xt = 1, c⊤xt ⩽ ut, xt ∈ {0, 1}|L|, ∀t.

(6)

3.2 Transformer-based Predictive Module

As intelligent traffic systems grow, accurate forecasting of
traffic flow and resource availability is essential for optimal
resource allocation and ensuring the security of post-quantum
algorithms. To address this, we propose a Transformer-based
model to predict future traffic density and resource demands
(shown in Fig. 2(a)). The model processes historical sequences
with two-dimensional inputs (e.g., traffic flow, computational
load) and uses positional encoding to embed temporal infor-
mation. The Transformer encoder captures complex temporal
dependencies, and the output layer predicts the next time step.
More details are introduced as follows.

3.2.1 Model Structure Overview
The Transformer predictor consists of four main components:
an input projection layer for embedding the input sequences,
a positional encoding layer to add temporal information,
multiple Transformer encoder layers using multi-head self-
attention, and an output projection layer to generate the final
predictions. This Transformer-based architecture is used to
forecast future traffic density and resource requirements.

3.2.2 Input Projection
The initial step converts raw input data, consisting of historical
traffic density and resource availability, into a continuous
embedding space for richer, higher-dimensional processing.
This transformation is typically a linear mapping:

Xembed = WinXinput + bin (7)

whereXinput is the raw input feature vector at a given time step,
Win is the learnable weight matrix, and bin is the learnable
bias vector for the input projection layer.

3.2.3 Positional Encoding
To enable the model to account for the temporal order of
the input sequence (i.e., the sequence of past traffic and re-
source data), we add positional encodings to the input embed-
dings. Since the core Transformer architecture is permutation-
invariant, explicit positional information is necessary. We
utilize the standard sinusoidal positional encoding, which
provides a unique vector for each position:

PE(pos,2i) = sin
( pos

100002i/dmodel

)
(8)
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(a) (b)

Fig. 2 Predicted module and RL-based learning framework for PDRL-PQCS. (a) Transformer-based traffic density and resource prediction
model. (b) Reinforcement learning enhanced intelligent PQC selection for the traffic system.

PE(pos,2i+1) = cos
( pos

100002i/dmodel

)
(9)

where pos is the position (time step index) within the se-
quence, i is the dimension index within the embedding vector,
and dmodel is the dimensionality of the model’s embedding
space. These positional encodings are added element-wise to
the input embeddings Xembed.

3.2.4 Transformer Encoder Layer

The core processing of the sequence embeddings is performed
by multiple stacked Transformer encoder layers. Each layer is
responsible for processing the sequence through self-attention
mechanisms, allowing the model to weigh the importance of
different historical data points (traffic density and resources)
when processing each element in the sequence. A standard
encoder layer consists of two main sub-layers: a multi-head
self-attention mechanism and a position-wise fully connected
feed-forward network. Residual connections and layer nor-
malization are applied around each sub-layer:

X ′ = LayerNorm (X + MultiHeadAttention(X,X,X))

(10)

X ′′ = LayerNorm (X ′ + FeedForward(X ′)) (11)

Here, X represents the input to the encoder layer (initially the
combined input embedding and positional encoding, and the
output of the previous layer for subsequent layers), X ′ is the
output after the self-attention sub-layer, and X ′′ is the final
output of the encoder layer after the feed-forward sub-layer.

3.2.5 Output Projection

Finally, the output representation from the last Transformer
encoder layer is projected to the desired output space, which
corresponds to the predicted values for traffic density and
computational resources at the next time step. This final

projection is typically another linear transformation:

Ŷ = WoutX
′′ + bout (12)

where X ′′ is the output from the final encoder layer, Wout is
the learnable weight matrix, bout is the learnable bias vector
for the output projection layer, and Ŷ is the final predicted
output vector.

3.3 Markov Decision Process Modeling

In this subsection, we introduce a DRL-based method (shown
in Fig. 2(b)) to solve the dynamic PQC parameter selection
problem in intelligent transportation systems. Firstly, we for-
malize this process as a Markov Decision Process (MDP),
which provides a standard mathematical framework for mak-
ing dynamic decisions about PQC algorithms in uncertain
environments. An MDP is usually defined by the following
five components (S,A, P,R, γ), where S indicate the set
of PQC agent’s states, A represents the set of PQC agent’s
actions, P denotes the state transition probabilities, R is the
reward function, and γ is the discount factor. The following
contents describe each component in detail.

3.3.1 State Space (S)

The state space S encompasses all the relevant environmental
information needed by the agent to make decisions. To enable
the agent to select the optimal PQC parameters based on the
current situation with a certain level of foresight, the state
st ∈ S at time step t is defined as a vector which is shown
in (13). This vector not only includes the current real-time
environmental metrics but also includes predictions of future
environmental states:
Real-time Environmental Metrics:

• Current vehicle density ρt reflects the current congestion
level on the road.

Ju
st

 A
cc

ep
te

d



6 Tongmao Ma, Shanchen Pang, Lu Liu, Xiao Chen, Cong Liu, and Tong Ding

• Currently available computational resources ut repre-
sent the computational capacity of the node performing
cryptographic operations (e.g., an inverse measure of
CPU and memory utilization).

• Current accumulated security risk ξt is used to quantify
the potential security risk accumulated recently due to
the selection of lower security level PQC parameters.

Predicted Environmental Metrics:
• Predicted vehicle density for the next k time steps

(ρt+1, . . . , ρt+k).
• Predicted available computational resources for the next
k time steps (ût+1, . . . , ût+k).

These predictions are provided by a dedicated time-series
forecasting module defined previously. Including these pre-
dicted values in the state representation allows the agent to
foresee potential network congestion or resource constraints,
enabling more strategic decision-making.

st = [ρt, ut, ξt, ρ̂t+1, ût+1, ..., ρ̂t+k, ût+k]. (13)

3.3.2 Action Space (A)

The action space A defines all the possible actions that the
agent can take in each state. In this problem, the action space is
discrete and finite, corresponding to the selectable parameter
sets of the CRYSTALS-Kyber algorithm. These three actions
correspond to selecting the PQC security levels 1, 3, and 5
defined by NIST. Each level has different trade-offs in terms
of security, computational overhead, and communication
latency. The task of the agent is to select an action at ∈ A

(shown in (14)) at each decision point t.

at ∈ A = {0, 1, 2}. (14)

3.3.3 Transition Probability (P)

The transition probability P (st+1 | st, at) defines the prob-
ability of transitioning to the next state st+1 after executing
action at in state st. In a complex ITS environment, this
transition function is usually implicit, determined by the
inherent dynamics of the environment (such as the natural
evolution of traffic flow and changes in resource usage) as
well as the impact of the chosen action at on the environment
(for example, how the computational delay of different Kyber
parameters affects subsequent resource states).

3.3.4 Reward Function (R)

At each time step t, the agent receives a reward Rt composed
of an immediate performance term, a congestion penalty, and
a rare attack penalty:

Rt = r
(0)
t − Pt −At. (15)

a) Immediate Performance Reward: The immediate reward
r
(0)
t balances security and latency:

r
(0)
t = σ(at)−

δnet(ρt) + δenc(at, ut)

10
, (16)

δnet(ρt) = δ0

(
1 + ( ρt

100 )
2
)
, δ0 = 10 ms, (17)

δenc(at, ut) =
c(at)

max(ut/100, 0.1)
, c(at) ∈ {5, 10, 20},

(18)
σ(at) ∈ {0, 2, 4} for actions at ∈ {0, 1, 2}.

(19)
where, δnet indicates the network latency and δenc is the
encryption delay.

b) Congestion Penalty: If ρt exceeds the density threshold
τ , a penalty of magnitude pm is applied for the next D
steps. Let {p(j)t } be the set of active penalty terms, then

Pt =
∑
j

p
(j)
t . (20)

c) Attack Penalty: When the accumulated risk ξt ⩾ 80, an
attack triggers with probability ξt/100, incurring

At =

{
100, if attack occurs,
0, otherwise.

(21)

In summary, the agent’s reward at step t is

Rt = σ(at)−
δnet(ρt) + δenc(at, ut)

10
−
∑
j

p
(j)
t −At. (22)

3.4 Training Process of PDRL-PQCS

The training process of PDRL-PQCS occurs in two consec-
utive stages, which is shown in Algorithm 1. Each training
episode spans the finite horizon T defined in the optimization
problem of Section 3.1. In the first stage, the Transformer-
based predictive module is trained to predict future traffic
density and computational resource availability. In the second
stage, the DQN agent is trained within a simulated traffic en-
vironment, utilizing the predictions made by the Transformer.
a) Transformer Predictor Training: The Transformer pre-

dictor ftrans(·; Θtrans) is trained to minimize the mean
squared error (MSE) between predicted and actual next-
step values. The training loss over a batch is defined
as:

Ltrans =
1

B

B∑
i=1

∥∥ftrans(Xi; Θtrans)− Yi

∥∥2
2
. (23)

After convergence, the model parametersΘtrans are saved
for use during reinforcement learning.

b) Reinforcement Learning with DQN: We instantiate the
interactive environment and the deep Q network (DQN)
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Algorithm 1 PDRL-PQCS: Predictive DRL for
Dynamic PQC Selection
Inputs: Environment E , Predictor ftrans, DQN

parameters θ, replay memory D, batch size Bdqn,
episodes Neps, discount factor γ, exploration rate ϵ

1: Collect environment trajectories from E , form dataset
Dpred = {(Xi, Yi)}

2: Train Transformer predictor ftrans(·; Θtrans) using
Dpred by minimizing prediction loss

3: for episode = 1 to Neps do
4: Initialize environment E , obtain initial state s0

5: Set step index t← 0

6: while episode not terminated do
7: Obtain recent history Xt of length w

8: Predict next-step states (ρ̂t+1, ût+1)

9: Construct augmented state st

10: Select action at using ϵ-greedy policy based on
Q(st, a; θ)

11: Execute action at in E , observe next actual state
st+1, reward rt, and done flag dt

12: Obtain updated history Xt+1, predict (ρ̂t+2, ût+2)

13: Construct next augmented state st+1

14: Store transition (st, at, rt, st+1) in D

15: if |D| ⩾ Bdqn then
16: Sample mini-batch from D

17: Compute target values and update θ

18: end if
19: Set t← t+ 1

20: end while
21: end for
22: return trained DQN parameters θ

agent Q(s, a; θ), where θ are the Q-network parameters
and θ− are the target network parameters. Training pro-
ceeds over Neps episodes. At the start of each episode,
the environment is reset, yielding an initial actual state
sact0 and zero accumulated reward. At each time step t:

• State Augmentation. Retrieve the most recent history
of length w from the environment, form the tensor Xt,
and compute the next-step prediction

(ρ̂t+1, ût+1) = ftrans(Xt; Θtrans).

The augmented state is then

st =
[
ρt, ut, ξt, ρ̂t+1, ût+1, . . .

]
.

• Action Selection. Choose action at according to an

ϵ-greedy policy:

at =

{
random action , with probability ϵ,

argmax
a

Q(st, a; θ) , otherwise.
(24)

• Environment Step. Execute at, observe reward rt, state
st, and done flag dt. Form the next augmented state st+1

or set st+1 = None. Store the transition (st, at, rt, st+1)

in the replay buffer.
• Network Update. Sample a minibatch of sizeBdqn from

the replay buffer and perform a gradient descent step on
the loss:
Ldqn(θ) =

E(s,a,r,s′)

[(
r + γ max

a′
Q(s′, a′; θ−)−Q(s, a; θ)

)2]
.

(25)
Every C learning steps, the target network is updated
via θ− ← θ. The exploration rate decays at each step by
factor τ until a floor ϵmin.

This two-phase training process endows PDRL-PQCS with
both accurate traffic and resource forecasts and robust dynamic
decision-making for PQC parameter selection.

4 Experiment
To verify the effectiveness of the PDRL-PQCS method, this
section designs experiments including environment setup,
algorithm parameter settings, comparisons with baseline
methods, and an ablation study on the Transformer module.

4.1 Experimental Environment Settings

4.1.1 Experimental Platform

Experiments were simulated using Python 3.8.5 and Py-
Torch 1.10.0, and the hardware environment consisted of
a 3.70GHz Intel i9-10900K CPU (64 GB memory) and
an NVIDIA RTX 3090 GPU for acceleration. In addition,
a simulation-interaction framework was constructed on a
Python 3.7 platform by means of NumPy and PyTorch.

4.1.2 Experimental Environment

The experimental setup simulates edge computing scenarios
with fluctuating traffic demands and resource constraints.
Traffic flow is modeled with a baseline value of 50, sinusoidal
fluctuations (amplitude 20), Gaussian noise, and a congestion
peak of +40 between steps 50-70. Similarly, resource avail-
ability follows a baseline of 80, with periodic fluctuations
and a 20-unit reduction between steps 80-100, all values
constrained within the range [0, 100].
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Table 1 Transformer Prediction Module Parameters
Parameter Name Parameter Value
Input dimension 2
Model (embedding) dimension 32
Number of attention heads 4
Number of encoder layers 2
Dropout probability 0.1
Learning rate 0.001
Number of training epochs 2000

4.2 Experimental Parameter Configuration

4.2.1 Transformer Prediction Module

This work employs a Transformer model (parameters shown
in Table 1) to process two-dimensional input sequences,
where each time step comprises vehicle density and resource
availability features. The input data are mapped into a 32-
dimensional embedding space to capture temporal depen-
dencies. The model adopts a 4-head parallel self-attention
mechanism to identify critical information across different
time steps. The encoder is constructed by stacking 2 identical
layers, achieving a balance between representational capacity
and computational cost. Dropout regularization with proba-
bility 0.1 is applied after each sub-layer to prevent overfitting.
Training is carried out for 2000 epochs with a fixed learning
rate of 0.001 for the optimizer, aiming to achieve accurate
state prediction in complex dynamic environments.

4.2.2 RL-based Decision Module

In this work, the reinforcement learning decision module
(parameters shown in Table 2) employs a 5-dimensional
state vector, which includes current vehicle density, resource
availability, cumulative risk, and sliding window historical
data. The action space is defined as discrete encryption options
with three levels: weak, medium, and strong. The Q-network
adopts a single hidden layer structure with 64 neurons. Key
training hyperparameters include a discount factor γ = 0.99

and a learning rate of 0.00005, ensuring training stability. An
experience replay buffer with a capacity of 3000 transition
samples is used, and 64 samples are drawn per iteration
to update the network parameters. Exploration follows an
ϵ-greedy policy: the initial exploration rate ϵ = 1.0 decays
progressively by a factor of 0.995 until reaching a lower bound
of 0.05, achieving a gradual shift from extensive exploration
to policy exploitation. After 20000 training rounds, the agent
converges to the optimal encryption selection policy.

Table 2 DQN Decision Module Parameters
Parameter Name Parameter Value
State dimension 5
Action dimension 3
Hidden layer dimension 64
Discount factor 0.99
Learning rate 0.00005
Replay buffer capacity 3000
Batch size 64
Initial epsilon for epsilon-greedy strategy 1.0
Minimum epsilon value 0.05
epsilon decay rate per step 0.995
Number of training episodes 20000

4.3 Evaluation Metric

To quantitatively evaluate the performance of our proposed
method, we define the Traffic Security and Performance Index
(TS-SPI), integrating security incentives, communication
delays, congestion penalties, and attack penalties into a single
metric. Specifically, the TS-SPI at each time step t is defined
as:

TS-SPI = σ(at)−
δnet(ρt) + δenc(at, ut)

10
− Pdelay(t)− Pattack(t),

(26)

where σ(at) denotes the security incentive determined by
encryption level at, δnet(ρt) is the network delay related to
vehicle density at time t, δenc(at, ut) represents the encryp-
tion delay affected by resource availability, Pdelay(t) denotes
the cumulative delay penalties triggered by congestion, and
Pattack(t) indicates the penalty due to security attacks. A higher
TS-SPI value implies better overall system performance, in-
dicating an effective balance among security robustness,
computational efficiency, and traffic congestion management.

4.4 Baseline Methods for Comparison

To verify the effectiveness of the proposed PDRL-PQCS
method, we select the following baseline algorithms for
performance comparison:

• Heuristic Policy: A rule-based strategy employing pre-
defined logic, such as selecting a fixed encryption level
based on thresholds for resource availability or vehicle
density.

• Greedy Policy (Pure-Greedy): A myopic approach that
selects the action maximizing the immediate reward at
each step, without considering long-term consequences.

• Genetic Algorithm (Genetic-Alg): An evolutionary
computation approach potentially used to optimize
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(a) (b)

(c) (d)

(e) (f)

Fig. 3 Fitting performance of the transformer-based prediction model. (a) Traffic Type 1, DS = 60, RS = 80. (b) Traffic Type 1,
DS = 60, RS = 85. (c) Traffic Type 2, DS = 70, RS = 85. (d) Traffic Type 2, DS = 70, RS = 90. (e) Traffic Type 3, DS = 65,
RS = 85. (f) Traffic Type 3, DS = 75, RS = 90.

the decision-making policy through population-based
search.

• RL-PQCS: A baseline implementation of the Deep Q-
Network algorithm, excluding enhancements like the
integrated Transformer prediction module present in our
method.

4.5 Fitting Performance of the Prediction Model

In this work, a Transformer-based model is evaluated across
three representative traffic scenarios, using two key indica-
tors—vehicle density (DS) and resource availability (RS)—to
thoroughly assess its adaptability to dynamic conditions. As
illustrated in Fig. 3, the experimental results show that the

prediction model can capture the evolution of traffic states.
Whether during periods of increasing density, peak conges-
tion, recovery phases, or sharp fluctuations, the predicted
trajectories remain consistent with the observed data, suc-
cessfully reflecting both long-term trends and short-term
variations. Similarly, resource availability predictions demon-
strate high reliability, maintaining small prediction errors even
during peak loads and sudden changes. Specifically, when
DS ⩽ 65 and RS ⩽ 85, the predicted outcomes almost
entirely overlap with the ground truth. Even under high-stress
conditions (DS ⩾ 70, RS ⩾ 90), the model continues to
deliver stable and accurate outputs. These results confirm
the developed model’s strong adaptability to complex traffic

Ju
st

 A
cc

ep
te

d



10 Tongmao Ma, Shanchen Pang, Lu Liu, Xiao Chen, Cong Liu, and Tong Ding

(a) (b) (c)

(d) (e) (f)

Fig. 4 Overall performance comparison of PDRL-PQCS and baseline methods. (a) Traffic Type 1, DS = 60, RS = 80. (b) Traffic Type
1, DS = 60, RS = 85. (c) Traffic Type 2, DS = 70, RS = 85. (d) Traffic Type 2, DS = 70, RS = 90. (e) Traffic Type 3, DS = 65,
RS = 85. (f) Traffic Type 3, DS = 75, RS = 90.

environments and its outstanding generalization capability.

4.6 PQC Selection Performance Comparison

In this sub-section, the experiments evaluate the performance
of three CRYSTALS-Kyber configurations (corresponding to
NIST security levels 1/3/5) across various traffic types and
different vehicle density and computational resource settings.
As shown in Fig. 4, the developed model PDRL-PQCS out-
performs baseline schemes across all tested scenarios. During
the training process, the TS-SPI value increases rapidly and
stabilizes at a higher level, indicating that the agent effec-
tively learns the optimal encryption selection strategy. After
approximately 5000 training rounds, the initial TS-SPI value
fluctuations caused by exploration gradually disappear, and
performance continues to improve. Under moderate constraint
conditions in Type 1 scenarios (e.g., DS = 60, RS = 80

or 85), our method shows a clear advantage over genetic
algorithms and heuristic methods. Although the pure greedy
strategy demonstrates stable performance, it still falls short
compared to our approach. Under harsher conditions (in Type
2 and Type 3 scenarios with DS = 70 or 75 and RS = 90),
PDRL-PQCS maintains strong performance. When heuristic
and greedy strategies fail under the high-stress Type 3 en-

vironment, our method quickly adapts and sustains a high
TS-SPI value level—showing a 15%-20% improvement over
heuristic methods and a 10% improvement over genetic algo-
rithms. Even under extreme thresholds (DS = 70, RS = 90),
the performance degradation remains minimal, validating its
excellent generalization capability and stability. These results
demonstrate that PDRL-PQCS can learn and maintain high-
performance PQC selection policies across a range of traffic
patterns and resource constraints, underscoring its practical
robustness and versatility in intelligent transportation systems.

4.7 Ablation Study Analysis

We conducted an ablation study to assess the impact of the
Transformer-based prediction module in our PQC selection
framework. The full PDRL-PQCS framework was compared
to a baseline RL-PQCS model that excludes the Transformer
predictor, highlighting the benefits of the predictive com-
ponent. The evaluation covers diverse scenarios, including
three traffic types and varying vehicle density and resource
utilization, to test the model’s generalization capabilities.
As presented in Fig. 5, the experimental results consistently
show that PDRL-PQCS outperforms the baseline RL-PQCS
across all tested traffic patterns and environmental settings.
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(a) (b) (c)

(d) (e) (f)

Fig. 5 Ablation comparison of the performance. (a) Traffic Type 1, DS = 60, RS = 80. (b) Traffic Type 1, DS = 60, RS = 85. (c)
Traffic Type 2, DS = 70, RS = 85. (d) Traffic Type 2, DS = 70, RS = 90. (e) Traffic Type 3, DS = 65, RS = 85. (f) Traffic Type 3,
DS = 75, RS = 90.

For instance, in Type 1 traffic scenarios characterized by
lower vehicle density and ample resources (e.g., DS = 60,
RS = 80), the two models initially achieve similar cumulative
TS-SPI value. However, after about 4000 training iterations,
PDRL-PQCS steadily surpasses RL-PQCS and ultimately
converges to a higher and more stable performance level.
When environmental constraints become tighter (e.g., DS

raised to 65 or 70 and RS to 85 or 90), the superiority
of PDRL-PQCS becomes even more pronounced: it main-
tains smoother learning curves and a higher average TS-SPI
value, whereas RL-PQCS experiences larger fluctuations and
slower convergence. In more challenging settings represented
by Traffic Types 2 and 3, particularly under high-density
and resource-constrained conditions (such as DS = 75,
RS = 90), the advantage of PDRL-PQCS is especially ev-
ident. In these tough environments, RL-PQCS struggles to
converge and hits a performance ceiling early, while PDRL-
PQCS, benefiting from the Transformer module’s ability to
predict future states, achieves faster performance gains early
in training and maintains superior TS-SPI value throughout.
This advantage is reflected not only in the final performance
but also in the overall training efficiency. The experimental
results from the ablation study clearly demonstrate the crucial

role of the Transformer-based prediction module in enhancing
the deep reinforcement learning framework for dynamic PQC
selection. By enabling the agent to capture complex tempo-
ral patterns more effectively and anticipate environmental
changes, the Transformer predictor significantly enhances the
framework’s adaptability, stability, and effectiveness across
various traffic and environmental conditions.

5 Conclusion
This paper introduces the PDRL-PQCS framework, which
is designed to enable adaptive selection of PQC parameters
for ITS. The key innovation of the framework lies in the
integration of a time-series forecasting module into the RL
state representation, allowing it to predict dynamic variations
in network congestion and computational resources. This
capability enhances the framework’s ability to make informed
PQC decisions in complex and fluctuating environments. The
experimental evaluation, conducted across three typical traffic
patterns and varying vehicle density and resource availability
settings, demonstrates that PDRL-PQCS outperforms baseline
methods, achieving cumulative rewards 10% to 20% higher in
challenging scenarios. Additionally, ablation studies validate
the robustness of the Transformer-based prediction module,
which plays a crucial role in ensuring long-term performance
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stability.
Looking ahead, future work will extend the framework to

multi-agent vehicular networks, where multiple roadside units
and vehicles interact and make distributed decisions. This
extension introduces core challenges such as non-stationarity,
coordination among distributed agents, and partial observ-
ability, which will require new learning mechanisms and
communication protocols. Alongside this direction, we will
also explore its practical deployment through hardware-in-
the-loop testing. Such testing will be essential to quantify the
computational overhead introduced by running two neural
networks online—measuring the actual latency and resource
consumption of a prediction-decision cycle on representative
automotive-grade platforms, and thereby validating whether
the performance gains demonstrated in our simulations justify
this additional overhead in practice.
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