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Optimizing Linear Codes for Code-based Masking against Side-Channel Attacks

Xinyu Chen, Jihao Fan ®), Wei Cheng, and Yongbin Zhou

Abstract Code-based masking is one of the most important
countermeasures to prevent side-channel attacks. Dual dis-
tance and kissing number of linear codes are critical metrics
indicating the side-channel resistance of code-based masking.
However, calculating the value of these indicators depends on
the choice of irreducible polynomials of the corresponding
finite field. Through simulation experiments, we discovered
that different irreducible polynomials significantly impact the
side-channel resistance. Our findings suggest that the optimal
linear codes derived from a single irreducible polynomial may
not be globally optimal. By going through all irreducible poly-
nomials over GF(256), we identify the optimal linear codes
for 2-Share inner product masking (IPM) and (3,1)-Shamir’s
secret sharing (SSS) based masking in this field. Further-
more, we explore the application of higher-order masking
defenses to the lightweight encryption scheme PRESENT.
Additionally, we demonstrate through comprehensive sim-
ulation experiments that 3-share IPM provides substantial
security advantages over 2-share IPM. We also extend our
analysis to GF(32) and GF(64) to validate the generalizability
of our approach.

Keywords Code-based masking, Side-channel attacks, Ir-

reducible polynomials, Dual distance, Kissing number

1 Introduction

Side-channel analyses (SCAs) [!] can exploit unintentional
physical leakages from cryptographic devices during the
algorithm execution to extract sensitive data. These leakages
are typically associated with the internal states or behaviors of
the device and can be observed through power consumption
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and electromagnetic emanations [2, 3], as well as timing
information [4].

Numerous countermeasures have been developed to combat
SCAs, with masking protection [5, 6] emerging as a widely
adopted method. Masking enhances security by splitting sen-
sitive variables across multiple shares, breaking the direct
correlation between critical variables and observable mea-
surements. Boolean masking (BM) [7] was one of the earliest
techniques adopted. As SCAs became more sophisticated,

more advanced masking schemes such as inner product mask-

ing (IPM) [8, 9] and Shamir’s secret sharing (SSS) based
masking [10, 1 1] were developed to provide stronger security
guarantees.

With the emergence of various masking methods, general-
ized code-based masking (GCM) [ 12,
Based on GCM, the side-channel resistance of code-based

] has been proposed.

masking schemes can be quantified through two coding-
theoretic properties: dual distance d; [14—16] and kissing
]. Moreover, Ref. [
the optimal linear codes, later formally defined in [

number de,é [13, ] suggests that
], are
those with maximized d3; and minimized B k- Through side-
channel attack experiments, Ref. [18] verify that maximizing
dp and minimizing B, provide the best achievable side-
channel resistance. Accordingly, Ref. [ 18] has identified the
optimal linear codes for 2-Share IPM, 3-Share IPM, and
(3,1)-SSS-based masking.

To maintain consistency with the Advanced Encryption
Standard (AES), Ref. [

g(X) = X® + X* + X3 + X + 1. However, there are multiple

] employs the irreducible polynomial

irreducible polynomials for AES to select. Moreover, studies

by [
mials offer superior structural properties in S-Box compared

] have demonstrated that certain irreducible polyno-
to the conventional option. Additionally, Ref. [20] presents a
new S-Box construction method utilizing different irreducible
polynomials. Based on these observations, we noted that the
experimental process in [ 18] considered only a single irre-
ducible polynomial, thereby neglecting the potential impact
of alternative irreducible polynomials. Hence, we speculate
that the optimal linear codes for code-based masking obtained
in [18] may not be globally optimal linear codes.
Furthermore, we found that the work in [18] only consid-
ered the masking performance of first-order IPM and did not
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address the masking performance of higher-order IPM. It is
well known that higher-order masking encryption schemes
offer significant advantages in side-channel resistance, with
protective capabilities that increase exponentially compared
to lower-order approaches. However, simulation-based re-
search on higher-order masking has been relatively limited
due to the complexity of analyzing these advanced protection
mechanisms. To address this research gap, we plan to conduct
performance validation work on higher-order IPM. Given that
PRESENT [
AES, we attempt to explore the effectiveness of second-order
IPM based on the PRESENT algorithm.

In this work, we conduct an in-depth investigation of code-

] has lightweight characteristics compared to

based masking schemes, focusing on the impact of irreducible
polynomial selection on side-channel resistance. The main
contributions of this paper can be summarized as follows:
first, we demonstrate through specific examples that distinct
irreducible polynomials yield varying results for d3; and Bd%,
when applied to the same masking matrix. Subsequently, we
confirm through simulation experiments that under the same
masking matrix, different irreducible polynomials produce
varied side-channel resistances. We discover that the optimal
linear codes based on a single irreducible polynomial may
not be a globally optimal scheme. To address this, we explore
all irreducible polynomials to determine the globally optimal
scheme. Simulation experiments confirm that the globally
optimal linear codes we identify offer superior side-channel
resistance compared to the optimal scheme based on a single
irreducible polynomial. Notably, the optimal linear codes
for 2-Share IPM are equivalent to the BKLC. Second, we
extend our research to higher-order masking protection for the
PRESENT encryption algorithm. We successfully identify
the optimal linear codes for second-order IPM for PRESENT.
Higher-order masking schemes offer exponentially stronger
resistance against side-channel attacks compared to lower-
order schemes. To comprehensively evaluate the differences
between higher-order and lower-order masking schemes in
terms of performance and security, we conduct systematic
simulation experiments. The experimental results clearly
demonstrate that higher-order IPM provides significant secu-
rity advantages. This finding offers an important reference for
the secure implementation of practical cryptographic systems.

2 Preliminaries

2.1 Side-channel attacks

We present a comprehensive evaluation of side-channel resis-
tance in code-based masking schemes through extensive sim-
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ulation experiments. Our methodology employs challenging
attack scenarios utilizing a higher-order optimal distinguisher
(HOOD) [22], [23], based on the Maximum Likelihood (ML)
principle [24]. The ML attack demonstrates significant effi-
cacy when the leakage distribution is known. HOOD exploits
power consumption profiles to extract sensitive information
from cryptographic algorithms protected by masking tech-
niques. To enhance analysis efficiency, HOOD implements
preprocessing methods that transform multivariate leakage
into univariate leakage. This transformation dramatically im-
proves the effectiveness of higher-order analysis compared to
conventional lower-order power analysis techniques.

X Masking z Channel L Attack
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Fig. 1 The process of simulated experiments for side-channel
analysis

To precisely evaluate the side-channel resistance of code-
based masking, we employ an attack-based assessment
methodology. This approach provides a direct measure of
exploitable leakages. Fig. 1 illustrates our simulation process.

First, we consider uniformly distributed plaintext 7' ~
U(K) and secret key K ~ U(K), where K = Fas, computing
the sensitive variable X = S(T' & K). Next, we generate ¢
random masks Y € K, with the code-based masking scheme
, Zyn). In the third step,
for each share Z; we obtain simulated measurements £; =

producing n shares Z = (7, Zs, . ..

wr(Z;) + N;, 1 < i < n, where wyy is the Hamming weight
function and N; ~ N (0, 02) represents Gaussian noise. For
q traces, we obtain £ = ([ZZ) forl<i<mnandl <j<gq.
Finally, we employ HOOD to recover the secret key using these
simulated measurements. The HOOD is therefore equivalent
to the following distinguisher score [25],[26]:

q d

Sk)=> log > [[NLllwu(z),0%). 1)
j=1  yekn-1i=1

S(k) is the score of the guessed key. Therefore, the key

hypothesis is given by:

k = arg max A(k). )

2.2 Code-based masking scheme

Code-based masking [12, 13] provides a systematic crypto-
graphic protection framework that integrates coding theory
with masking techniques. This approach leverages the mathe-

matical structure of linear codes to construct corresponding
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masking schemes, where the generator matrices of linear
codes directly correspond to the masking matrices.

Currently, the most widely employed masking schemes
include Boolean masking (BM) [7], polynomial masking,
inner product masking (IPM) [8], Shamir’s secret sharing
(S8SS)-based masking [10], [11], and direct sum masking
(DSM) [14]. This study focuses on IPM and SSS-based
masking, representing non-redundant and redundant schemes,
respectively.

As a fundamental concept, BM randomizes internal states
by splitting sensitive variables into several shares. The key
principle ensures that an attacker gaining any subset of n —
1 shares obtains no information about the original sensitive
variable. For a sensitive variable X € K = Fyc andn — 1
masks Y; € K, the BM scheme protects X as:

Z=XG+YH e K", 3)

where G and H are the generator matrices of two codes C
and D, respectively. Moreover, we also refer to the generator
matrix H as the masking matrix.

However, with advancements in side-channel attack, IPM
has been proposed in [8] to enhance the algebraic complexity
by mixing bits in each share. Notably, IPM utilizes a different
generator matrix H compared to the BM. The generator

matrix G and H as follows:

G=(100 0)eK>"
ag 10 - 0
o 1 ---
H= O[.3 c K(nfl)xn. (4)
a, 0 0 --- 1

The inner product is defined as: f;(y;) = a;y; where aq =
1 and o; € K\ {0} fori € {2,3,...,n}. Consequently, the

IPM scheme can be expressed as follows:
Z = <X+Zfi(1@),ya,n,...,Yn>. )
i=2

While the IPM scheme improves side-channel resistance
compared to BM, it remains vulnerable to fault injection
attacks (FIA). To address this vulnerability, Shamir’s se-
cret sharing (SSS)-based masking scheme was introduced
in [10], [11]. When ¢t = n — 1, the SSS scheme functions

as a non-redundant masking approach. When ¢t < n — 1, it

masking under the SSS scheme is shown below:

G=(1 1 1)eK>
ai aé e aé

H_ a? a3 - ad  Kin-Dxn (6)
Oéﬁ aé e Oéf’L

Given n = 3 and ¢ = 1, the (3,1)-SSS based masking
schemeisexpressedas: Z = (X +a1Y, X +aoY, X +asY).
It is evident that if an attacker attains any two shares of Z,
they can extract information about the sensitive variable X .

In code-based masking, two critical indicators of side-
channel resilience are the dual distance d3 and the kissing
number By

Definition 1 (Dual Distance [
C its dual distance dé‘ is the minimum Hamming weight
wrr (w) of nonzero u € K, such that . o(—1)*" 0.

D). Considering a linear code

Definition 2 (Kissing Number” [28]). Considering a linear
code C, its kissing number By is the number of nonzero
codewords in C with the minimum Hamming weight, or
equivalently: Bg =|{x € Clwg(z) = dc}|.

D. A linear code C
of parameter [n, k] over Fyc is said to be (d, By)-optimal if

Definition 3 (Optimal linear code [ 13,

its subfield extension [C] has the largest minimum distance d

and the lowest kissing number B.

Definition 4 (Best Known Linear Code [
C of length n and dimension k is considered as Best Known
Linear Code (BKLC) if it has the largest Hamming distance
d among all known [n, k| linear codes.

3 The Globally Optimal Linear Codes

D. A linear code

3.1 Code expansion

To calculate the dual distance d35 and the kissing number
B pa it is essential to perform code expansion for the generator
matrix of the linear code. In the process of code expansion,
we use sub-field representation, the elements in Fye are
decomposed over [F. We have the following code expansion
asin[17]:

(17L27~"7L7L)21{ — (I€7L27"'7Ln)27 (7)

where I} is the ¢ x ¢ identity matrix in F5 and IL; are £ x ¢
matrix for 2 <7 < n.

Moreover, the process of sub-field representation depends
on the choice of the irreducible polynomial. The author[ 18]
utilizes the irreducible polynomial g;(X) = X® + X* + X3

becomes a redundant scheme. The generator matrix used for @ The kissing number of a linear code is firstly introduced in [28].

i | Sci@pen

iversity Pr



X. Chen, J. Fan, W. Cheng, Y. Zhou

+ X + 1 that is used in the (AES) to generate the finite field
K = Fys. The author used the same irreducible polynomial
g1(X) for sub-field representation to ensure consistency with
the polynomial used to construct the finite field K. Hence, we
hypothesize that different irreducible polynomials may lead
to different expansion matrices. These variations in expansion
matrices subsequently lead to differences in the calculation
of d7 and B,y . Such discrepancies in d} and B,y could
impact the side-channel resistance of code-based masking.
Theoretical Analysis.We now establish the rigorous con-
nection between irreducible polynomial selection and the
resulting code parameters through the following proof chain:
Step 1: Field Representation.Let g1(X), g2(X) € Fo[X]
be two distinct /-degree irreducible polynomials. Although
they define algebraically isomorphic finite fields Fye =2
F2[X/(91(X)) = F5[X]/(g2(X)), the polynomial rep-
resentations differ. For g;(X) with root oy, any element
B € Fye can be expressed as 8 = Zf:é bl(-l)

for go(X) with root az, we have 8 = S0 -1 P ai. Since

ot Similarly,

i=0 71
a1 and o satisfy different minimal polynomial relations, the
coefficient vectors (bél), e bgl_)l) and (bég), e bf_)l) are

generally distinct.

Step 2: Sub-field Representation. The sub-field repre-
sentation map ¢ : Fye — TF% is defined by ¢(8) =
(bo, b1, ... ,by_1) where B = Zf;é b;a* and « is the root of
the chosen irreducible polynomial. Since different irreducible
polynomials g1 (X) and g2 (X ) have different roots o1 and ava,
Jor '}

ag_l} for IF5¢. Therefore, we obtain dis-

they induce distinct polynomial bases {1, a1, a2, . ..
and {1,a,03,...,
tinct mappings ¢; and ¢2. Consequently, for the same field
element 5 € Fye (except for elements in the prime field [Fy),
the coordinate vectors generally satisfy ¢1(3) # ¢2(0).

Step 3: Expansion Matrix Construction. In the code expan-
sion (7), each £ x £ matrix IL; is constructed from the element
L; € Fy. Specifically, if L; = o*¢, then the j-th column of
IL; is given by ¢(a*t7~1). Since the computation of ¢(a™)
depends on the minimal polynomial relation satisfied by «,
different irreducible polynomials yield different expansion
matrices: ]Ll(.l) #* LZ@) where the superscripts indicate the
choice of g1 (X) or ga(X).

Step 4: Impact on dz and B . The dual code D is defined
by the expanded generator matrix: D+ = v € F3¢ : vHT =
0} where H = (I, Lo, ...
irreducible polynomial choice, different polynomials produce

,L,,). Since L; depends on the

different dual codes, thereby affecting both the dual distance
dp and the kissing number B ;..

Therefore, we will first provide an example to illustrate
how different irreducible polynomials can result in distinct
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expansion matrices, as well as varying values of dual distance
and kissing number.

Forn =2andt = 1, IPM has a masking matrix H = (1 a),
choosing the parameter o« =57 (o € K). Using the irreducible
polynomial g;(X), the expansion matrix H; is represented as
follows:

H, = (15[L)
= (Is](¢1(e) ¢1(a?) $1(a%))) .

Simultaneously, employing the irreducible polynomial
22(X) = X8 + X5 + X* + X3 + 1, we obtain the expansion
matrix Hy which is represented as follows:

H, = (18 Lg))
= (Is|(¢2(0) ¢2(0?) $2(a®))) .

In particular ,the matrices H; and H exhibit differences

®)

€))

in specific elements in Eq. (10) and Eq. (11), which confirms
our theoretical analysis. Using Magma, we compute the
dual distance d3 = 4 and the kissing number By, =7
for H;, while for Hs, the dual distance d% = 5 and the
kissing number Bdé = 24. This significant difference in
code parameters validates our theoretical prediction that
irreducible polynomial selection critically impacts the side-

channel resistance of code-based masking schemes.

10000000 10011100
01000000 01001110
00100000 00100111

H, — 00010000 11001011
1= 00001000 10111101
00000100 01010110
00000010 01000011
00000001 11111001

10000000 10011100
01000000 01001110
00100000 00100111
00010000 10001111
00001000 11011011
00000100 11111011
00000010 11100100
00000001 01110010

(10)

Y

3.2 Optimal linear codes for each irreducible polyno-
mial

We confirm that different irreducible polynomials yield vary-
ing values of d3 and Bys. As highlighted in [18] , optimal
side-channel resistance is achieved with maximized dz and
minimized Bdé . Based on this, they identified the optimal
linear codes for both 2-Shares IPM and (3,1)-SSS based
masking. However, their analysis only considered a single
irreducible polynomial. We speculate that the optimal linear
codes for IPM and SSS-based masking proposed in [ 8] may
not be globally optimal. To address this limitation, we first
conduct an exhaustive exploration of all irreducible polyno-
mials to determine the theoretically optimal linear codes for
each polynomial. Then, we validate and identify the globally
optimal linear codes through simulation experiments.
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Taking n = 2 and ¢ = 1, IPM has a single parameter o
with generator matrix H = (1 «), o € Fys. For generator
matrix H, we present the optimal calculation results in Tab. 3,
showing the maximized d7; and minimized B for each irre-
ducible polynomial. For simplicity, irreducible polynomials
are represented in a hexadecimal notation. In [ 18], the authors
have verified through simulation experiments that the optimal
linear codes for 2-Share IPM with d5 = 4 and By =4
were constructed using irreducible polynomials Ox11b. To
streamline notation, we denote the parameters d%; = a and
B,i = bas (a,b). However, as shown in Tab. 3, the linear
codes with parameters (4, 2) and (4, 1) theoretically offer
superior side-channel resistance compared to (4, 4) due to the
smaller Bdé. Additionally, linear codes with parameters (5,
24) are equivalent to the Best Known Linear Code (BKLC).

To obtain the optimal linear codes with parameters (4, 1),
the distribution of dz and B, for each linear codes with
the irreducible polynomial Ox18b is presented in Tab. 1. As
shown in Tab. 1, there are only two linear codes that achieve
the parameters (4, 1) when oo = 103 or 203. Similarly, we use
the irreducible polynomial 0x139 to compute the distribution
of d% and Bd% in Tab. 2. According to Tab. 2, there are only
two linear codes with parameters (5, 24) when o« = 57 or
114.

While our analysis demonstrates that theoretically supe-
rior linear codes compared to the optimal scheme proposed
in [18], these findings require validation through simulation
experiments. Furthermore, the masking effectiveness for the
parameters (4, 1) and (5, 24) cannot be directly compared
without further experimental evaluation. Moreover, it is cru-
cial to verify whether different irreducible polynomials affect
the side-channel resistance of code-based masking. There-
fore, Sec. 4 will assess these hypotheses through simulation
experiments and identify the optimal linear codes for 2-Share
IPM and (3,1)-SSS based masking.

Table 1 Choice of the linear codes for IPM with 0x18b.

’ ds=d ‘ Bys = Ba ‘ [{a}]| ‘ Candidates of « ‘

Gy | Ba=8 1 {1}
By=1 10 | {3,48,49,57,.... 196}
y_3 | Ba=6 2 {110,151}
By=1 52 | {11,14,15,18,...,254}
J_4 | Ba=14 4 {81,140,147,237}
By=1 2 {103,203}

Table 2 Choice of the linear codes for IPM with 0x139.

’ ds=d ‘ Bd715=Bd ‘ [{a}| ‘ Candidates of « ‘

y_o | Ba=8 1 {1}
By=1 18 | {9.18,19,32,...,219}
go3 | Bi=3 8 | {3.5.79.88,....233}
Ba=1 64 | {7.14,28,42,...,255}
y_4 | Ba=10 | 4 {94,139,207,225}
By=2 {100, 177}
d=5 | Bg=24 | 2 {57, 114}

3.3 Optimal linear codes for IPM with PRESENT

Compared to the AES encryption scheme, PRESENT is a
lightweight encryption algorithm with lower computational
complexity and smaller hardware resource requirements. The
key space in the block cipher process of PRESENT belongs to
the finite field GF(16), making it suitable for low-power and
resource-constrained devices. We first consider n = 2 and
t = 1, IPM has a single parameter o with generator matrix
H = (1), a € Fas. There are 15 candidates for « as it
cannot be zero. To enable practical applications and ensure a
fair comparison with state-of-the-art methods, we focus on
the irreducible polynomial g3(X) = X* + X + 1, which is
used in PRESENT to generate the finite field Fo4. According
to Tab. 4, there are 10 optimal linear codes with maximized
d3 = 3 and minimized By = 3.

We also consider the second-order IPM for PRESENT, the
masking matrix is given by H = (1 oy ap), where aq, s €
Fy4, with parameters n = 3 and ¢ = 2. The distribution of
d% and B, for second-order IPM are enumerated in Tab. 4.
As shown in Tab. 4 there are only 9 optimal linear codes with
maximized dz; = 5 and minimized B,y = 2 at the same
time.

3.4 Generalization to Other Finite Fields and Crypto-
graphic Algorithms

To validate the generalizability of our approach beyond
GF(256) and GF(16), we extend our analysis to additional fi-
nite fields and cryptographic algorithms. This section demon-
strates that the impact of irreducible polynomial selection on
code-based masking optimization is not limited to specific
field sizes or cipher implementations.

We first extend our investigation to GF(64), which rep-
resents an intermediate complexity between GF(16) and
GF(256). For 2-share IPM with generator matrix H = (1 a),
where o € Fye, we analyze all irreducible polynomials of
degree 6 in Tab. 5.
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Table 3 The calculation results of maximized dz and minimized B i for each irreducible polynomial.

’ ds=d ‘ Bd% = By ‘ No. ‘ Candidates of irreducible polynomial
Bg=4 8 { 0x11b(AES), 0x171, 0x11d, Ox1dd, Ox1b1, 0x1f9, 0x177,0x13f }
d—1 B;=3 8 {0x169, 0x18d, 0x12d, 0x163, 0x 15, 0x15f, 0x1bb, 0x17b }
Bs=2 10 { 0x1f3, 0x14d, 0x19f, Ox1a9, Ox1c3, Ox1e7, 0x165, 0x117, 0x12b, Ox1cf }
B,=1 2 { Ox1a3, 0x18b }
d=>5 By =24 2 { 0x139, 0x1d7 }
Table 4 Choice of the codes for [IPM with different parameters for PERSENT.
n dp =d Bdé = By ‘ No. ‘ candidates
Bys=4 1 1
de2 a {1}
By=3 1 {2}
n=2
de3 Bg =14 3 {3,4,5}
Bg =3 10 {6,7,8,9,10,...,15}
Baq =3 4 {(172)7(179)7(2,2)7(979)}
d=3 Bi =2 {(1,4),(1,13),...,(13,13)}
Bg=1 {(1,8),(2,8),...,(8,8)}
Bg=14 2,3),(8,9
n—=3 d=4 d {(7)7(7)}
Bg=1 23 {(1,10),(2,14),...,(12,12)}
des Bi=6 {(1,7),(6,6)}
By=2 {(3,5),(3,7),...,(7,12), (12, 14)}

The results confirm our hypothesis that different irreducible
polynomials yield varying dual distances and kissing num-
bers. Notably, the optimal parameters (4, 8) achieved with
polynomials 0x5b or 0x6d for 2-share [PM.

Furthermore, we provide the optimal parameters that max-
imized dual distance d3; and the minimized kissing number
Bd% for 3-share IPM masking scheme. These optimal param-
eters are determined for each irreducible polynomial when
the matrix H = (1 ay a2), aq, aa € Fos. The results of the
computations are presented in Tab. 5.

ASCON [29, 30], the winner of the NIST Lightweight
Cryptography standardization process, operates on a 320-bit
state and employs a different algebraic structure compared
to PRESENT. Although ASCON uses a larger state size, its
S-box operations can be protected using similar masking
principles. For ASCON’s 5-bit S-box operations over GF(32),
we analyze 2-share and 3-share IPM schemes. The generator
matrices for ASCON masking are constructed as follows. For
2-share IPM: H = (1 «), where @ € Fys. And for 3-share
IPM: H = (1 o a2), where a1, aig € Fos. A comprehensive
analysis of all degree-5 irreducible polynomials for IPM with
n = 2 and n = 3 is presented in Tab. 5. From Tab. 5 the
(&) it % % wwat | Sci@pen
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optimal parameters with maximized dz and minimized Bd%3
(3, 1) are achieved using irreducible polynomials 0x25 or
0x29 for 2-share IPM.

4 Numerical Results
4.1 Experimental results on 2-share IPM

We begin by considering IPM as an example of a non-
redundant masking scheme. In Sec. 3, we demonstrat that
different irreducible polynomials result in distinct values
for d2 and B, . To investigate whether these differences
impact the side-channel resistance, we conduct simulation
experiments. Our analysis employs same masking matrix
H = (157) with four irreducible polynomials: 0x139, 0x11b,
Ox1a3, and Ox18b.

As previously mentioned, the simulated traces are repre-
sented as £ = (EZ) forl1 <i<mnand1l < j < q where
E{ = wH(ZZ-j) + N;7 denotes the leakage of i-th share in
j-th trace. The evaluation metric is the minimum number of
traces required to achieve P, > 90%, where P, represents
the success rate, across different noise levels. Consequently,
we present the evaluation results of IPM with n = 2 using
the same metric H = (157) across different irreducible
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Table S5 The calculation results for irreducible polynomials in different finite fields and parameters.

n GF ds=d Bdis = By ‘ No. ‘ irreducible polynomial ‘
By=1 2 { 0x25, 0x29 }
GF(32) d=3 By=2 2 { 0x37, 0x3b }
ne2 By =3 2 { 0x2f, 0x3d }
d=3 Bg=1 3 { 0x57, 0x75, 0x49 }
GF(64) dea By =38 4 { 0x5b, 0x6d, 0x61, 0x43 }
By =10 2 { 0x73, 0x67 }
d=5 Bg=1 2 { 0x37, 0x3d }
GF(32) i By=4 2 { 0x2f, 0x3d }
- By =6 2 { 0x25, 0x29 }
d==6 Bs=1 4 { 0x5b, 0x6d, 0x75, Oxa7 }
— By =38 2 { 0x61, 0x43 }
d="7 Bg =11 1 {0x49 }
By=14 2 { 0x73, 0x67 }

polynomials in Fig. 2 by using up to ¢ = 180000 traces.
Additionally, we include Boolean masking (BM) with n = 3
shares in comparison.

—- IPM, H=(157), g(x)=0x139
~#- IPM, H=(157), g(x)=0x11b
~#- IPM, H=(1 57), g(x)=0x1a3
IPM, H=(1 57), g(x)=0x18b
-@ BM,n=3,d=3,8,=8

Number of traces: log,(q)

00 05 1.0 15 20 25 30 35 40 45
Noise level: 02

Fig. 2 The effect of irreducible polynomial for the side-channel
resistance of non-redundant masking scheme

The primary conclusion drawn from Fig. 2 is that the
selection of irreducible polynomials has a notable impact
on the side-channel resistance of IPM. Moreover, as the
noise level increases, the differences in performance become
increasingly pronounced. Specifically, when the noise level
exceeds 1.5, the side-channel resistance of 2-Shares IPM using
irreducible polynomials 0x139, 0x11b, and Ox1a3 consistently
surpasses that of 3-Shares BM. However, the 2-Share IPM
scheme employing 0x18b underperforms compared to the
3-Share BM across all noise levels. Therefore, for IPM with
n = 2, the selection of the irreducible polynomial has a
significant impact on the side-channel resistance.

Tab. 1 and Tab. 2 reveal that the optimal linear codes
for 2-Share IPM with parameters (4, 1) and (5, 24) are

i
©

1 mmm IPM, H=(123), d=4,By=4
IPM, H=(1103), d=4,B4=1
mmm IPM, H=(157),d=5,B4=24

= = = =
o N IS o
L L L L

Number of traces: 1e4
[e2]

1.0 1.5 2.0 25 3.0 35
Noise level: g2

Fig.3 The optimal linear codes for 2-Share IPM
obtained using the irreducible polynomials Ox18b and 0x139,
respectively. Theoretically, these linear codes could provide
better side-channel resistance compared to the optimal scheme
(4, 4) utilizes Ox11b, as presented in [18]. Therefore, it is
essential to validate our hypothesis and find the globally
optimal linear codes through simulation experiments.

The experimental results presented in Fig. 3 demonstrate
that at the noise level of 1.0, all three linear codes exhibit
similar side-channel resistance. However, as the noise level
exceeds 1.5, the side-channel resistance with parameters
(4, 1) and (5, 24) gradually surpasses that with parameters
(4, 4). Furthermore, when the noise level achieves 2.0, the
side-channel resistance with parameters (5, 24) begins to
outperform (4, 1). Ultimately, at the noise level of 3.5,
successful key recovery requires 100,000 traces for the linear
code with parameters (4, 4), whereas the linear code with
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parameters (5, 24) needs 180,000 traces. This significant
difference allows us to conclude that the optimal linear codes
for 2-Share IPM are achieved when the irreducible polynomial
selects 0x139 and the generator matrix of the linear code is
givenby H = (1 57). All these experiments can be reproduced
through the following GitHub repository [31].

4.2 Experimental results on (3,1)-SSS based masking

Redundancy is crucial for fault detection in computations.
While code-based masking can be configured for redundancy
to counter both side-channel and fault injection attacks, IPM
inherently lacks this redundancy. Therefore, we focus on SSS-
based masking, a redundant code-based masking scheme.
Considering n = 3 and ¢ = 1, the (3,1)-SSS based masking
scheme has generator matrices G and H as follows:

G= (1 1 1)

H= ( ap Qg Qg ) .

We aim to investigate whether different irreducible poly-

12)

nomials influence the side-channel resistance of SSS-based
masking. Initially, we establish the same masking matrix
H = (1141232) and select three irreducible polynomials:
0Ox1dd, Ox11b, and 0x139. Subsequently, we conduct simu-
lation experiments to assess differences in the side-channel
resistance of (3,1)-SSS based masking scheme when select-
ing different irreducible polynomials. These experiments are
conducted under the same conditions as those used in the
evaluation of IPM. The evaluation results for (3,1)-SSS based
masking are presented in Fig. 4. We include Boolean masking
with n = 2 and n = 3 shares in comparison.

From Fig. 4, the key takeaway is that there are significant
differences in side-channel resistance, even with the same
masking matrix employed. The figure demonstrates that when
the irreducible polynomial Ox1dd was utilized, it exhibited
the best side-channel resistance among three irreducible poly-
nomials across all noise levels. Conversely, the selection
of 0x11b resulted in the poorest performance. In the worst
scenario, the (3,1)-SSS based masking demonstrates inferior
performance compared to the 2-Share BM at all noise levels.
Therefore, we confirm that the choice of irreducible polyno-
mial significantly influences the side-channel resistance of the
redundant masking scheme under the same masking matrix.

Furthermore, we attempt to identify the optimal linear
codes for (3,1)-SSS based masking. We identify the opti-
mal linear codes for each irreducible polynomial by travers-
ing all irreducible polynomials. After obtaining the optimal
calculation result for each polynomial, we select both the
best and worst cases displayed in Tab. 6. According to the
calculation of Magma, when using the generator matrix
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Fig. 4 The effect of irreducible polynomial for the side-channel
resistance of redundant masking scheme

Table 6 The calculation results of maximized d and minimized
Byy.

’ ds=d ‘ Bd% =By ‘ No. ‘ irreducible polynomial ‘

Bys=49 | 2 { 0x1dd, 0x177 }
d=4 | Bs=37 | 2 | {OxI1b(AES), OxIbl }
Bi=32 | 1 {0x139 }

H = (1147100), we obtain the optimal linear codes with
parameters (4, 32) based on 0x139. When using the generator
matrix H = (1144 161) with the irreducible polynomial
Ox1dd, we obtain the optimal linear codes with parameters
(4,49). Subsequently, we conduct simulation experiments
to verify whether the linear code with parameters (4, 32)
exhibits superior side-channel resistance compared to the
optimal linear code with parameters (4, 37) based on Ox11b

in [18].

mEm 5SS, H=(1144 161), d=4,B,=49
81 SSS, H=(15154), d=4,B4=37
;| mmm SSS, H=(147 100), d = 4,84 =32
3
=61
(%]
Q
5
hed
5
[}
Qo
£ 31
=}
p=4
2]
1
ol
15 2.5 3.5 45 5.5
Noise level: 02
Fig. 5 The optimal linear codes for (3,1)-SSS based masking

The evaluation results for the (3,1)-SSS based masking
are presented in Fig. 5 using up to ¢ = 80000 traces. The
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primary conclusion from Fig. 5 is that our identified linear
codes with parameters (4, 32), based on the irreducible
polynomial 0x139, outperform the optimal linear codes with
parameters (4, 37) in [ | 8]. Furthermore, as the noise increases,
the differences become more pronounced. The distinction
between linear codes with parameters (4, 32) and linear codes
with parameters (4, 49) is even more significant.

Ultimately, our study of the (3,1)-SSS redundant masking
scheme confirms that the choice of different irreducible poly-
nomials significantly influences the side-channel resistance
of redundant masking. We also identify optimal linear codes
based on (3,1)-SSS when the irreducible polynomial is 0x139,
and the generator matrix is given by H = (1147 100).

4.3 Experimental results on 3-share IPM for
PERSENT

The complexity of IPM schemes increases exponentially with
higher security levels, yet most analyses remain theoretical
with limited experimental validation. While AES encryp-
tion’s complexity makes simulating high-order IPM masking
challenging, PRESENT’s lightweight structure offers a viable
alternative for practical implementation and verification. In
Sec. 3, we successfully identify the optimal linear codes for
IPM in the PRESENT encryption algorithm for n = 2 and
n = 3. Tab. 4 shows that when n = 2, the masking matrix
H = (111) has the optimal parameters with maximized
d2 = 3 and minimized By = 3. Meanwhile, from Tab. 4,
the second-order masking matrix H = (199) has the worst
parameters with minimized d5 = 3 and maximized By, = 3.
Based on these findings, we conduct simulation experiments
in Fig. 6 that verify the performance differences between the
optimal linear codes for 2-share IPM and the worst linear
codes for 3-share IPM. At the same time, we include Boolean
Masking(BM) with n = 3 shares and 3-share IPM with
parameters (4, 1), (3, 1) and (4, 4) in comparison.

LT, RS SR S s MR R ——_—

—#— 3-share IPM, H=(1 12 12) d=4, B_d=1
3-share IPM, H=(1 8 9) d=4, B_d=4

—#- 3-share IPM, H=(1 8 8) d=3, B_d=1

—&— 3-share IPM, H=(1 9 9) d=3, B_d=3

-®- BM, n=3,d=3, B_d=4

—#— 2-share IPM, H=(1 11) d=3, B_d=3

Number of traces: log,(q)
—
=

00 05 1.0 15 20 25 30 35 40 45 50
Noise level: 02

Fig. 6 The performance differences between 3-share IPM and
2-share IPM

Our empirical results presented in Fig. 6 demonstrate that
even the worst linear codes for 3-share IPM implementation
exhibit substantially superior performance compared to the
optimal linear codes for 2-share IPM. Across all noise levels
examined, the worst 3-share IPM schemes require approxi-
mately three times more traces for successful key recovery
than the optimal 2-share IPM. Furthermore, the Boolean
masking (BM) with n = 3 significantly outperforms the
optimal 2-share IPM implementation.

When selecting 3-share IPM schemes with different param-
eters, the security performance improvement is significantly
more pronounced compared to 2-share IPM. Experimental
results demonstrate that at a noise level of 0.5, the 3-share IPM
employing a masking matrix H = (1 12 12) requires approx-
imately 1,100 traces for successful key recovery. In contrast,
the optimal 2-share IPM under identical noise conditions
requires merely 100 traces for successful key recovery. As
noise levels increase, the performance disparity between the
two schemes becomes increasingly evident. When the noise
reaches a level of 2.5, the 3-share IPM requires approximately
100,000 traces for successful key recovery. In comparison,
the optimal 2-share IPM scheme requires only about 3,000
traces. This indicates that noise intensity has markedly differ-
ent effects on the performance of 3-share IPM versus 2-share
IPM. Specifically, the 3-share IPM demonstrates substantially
superior resistance to side-channel attacks, particularly in
high-noise environments.

Furthermore, parameters selection for the 3-share IPM
significantly influences its side-channel resistance capabilities.
For instance, the selection of the masking matrix H =
(11212) demonstrates notable performance enhancement
compared to H = (199). Experimental data reveal that at a
noise level of 0.5, the performance differential between these
configurations is approximately 1-fold. However, as noise
levels increase, the performance gap becomes increasingly
pronounced. Especially when the noise level reaches 2.5,
utilizing masking matrix H = (1 99) requires approximately
10,500 traces for successful key recovery, while employing
masking matrix H = (112 12) necessitates approximately
100,000 traces.

Therefore, we conclude that 3-share IPM demonstrates
significant security performance improvements compared to
2-share IPM. Additionally, within 3-share [PM implemen-
tations, the selection of parameters plays a crucial role in
enhancing the side-channel resistance.

5 Conclusions

This research demonstrates that the selection of irreducible
polynomials significantly impacts the side-channel resistance
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of code-based masking schemes. Our comprehensive investi-
gation reveals that optimal linear codes derived from a single
irreducible polynomial may not achieve global optimality.
Through extensive simulation experiments and theoretical
analysis across all possible irreducible polynomials, we iden-
tify the truly optimal linear codes for both 2-share IPM and
(3,1)-SSS based masking schemes over Fos. Our findings also
indicate that conventional AES encryption implementations,
which typically rely on a single irreducible polynomial for
code-based masking, may not achieve optimal side-channel
protection. Furthermore, we explore the application of higher-
order masking defenses to the lightweight encryption scheme
PRESENT and evaluate the performance improvements of
3-share IPM over 2-share masking schemes through simu-
lation experiments. Notably, provide the first visualized ex-
perimental demonstration of the performance improvements
that higher-order masking schemes offer over lower-order
ones. This work emphasizes the critical importance of incor-
porating multiple irreducible polynomials in the design of
side-channel countermeasures, potentially enabling enhanced
security robustness in cryptographic communication systems.
Future extensions should explore the use of GPU acceleration
to enable higher-order masking validation beyond current
computational limitations.
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