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Abstract In Mars rover autonomous driving, vision-based
approaches primarily leverage image segmentation models
to detect rock obstacles and further facilitate safe route plan-
ning. Most existing studies focus on enhancing segmentation
accuracy but overlook the potential security vulnerabilities
inherent in these models. To address this gap, we are the first
to conduct research on data poisoning attacks against image
segmentation models for Mars rover autonomous driving.
We also propose BadMars—the first dedicated data poi-
soning attack tailored for Mars image segmentation. Due
to the uniform colors of rocks and background in Martian
terrain images, Earth-oriented attack methods struggle to
learn trigger features, leading to attack failure, overfitting
or performance degradation. To solve this, BadMars con-
structs triggers by introducing global irrelevant color offsets
while maintaining constant image brightness. Additionally,
we propose BadMars-RL, a reinforcement learning-based
approach for efficient optimal trigger search. Validated on two
NASA public Mars datasets (AI4Mars and MarsData-V2),
experimental results show our method achieves optimal attack
performance (Attack mIoU up to 99.99% on MarsData-V2)
while keeping model accuracy nearly unchanged.

Keywords Backdoor attacks; Mars Image Segmentation;
Deep space safety

1 Introduction
With the advancement of aerospace technology and deep
space exploration, human efforts in Mars exploration have
progressed from satellite observations to direct surface inves-
tigations. The vast distance between Mars and Earth makes
real-time communication with rovers infeasible, thereby ne-
cessitating autonomous navigation capabilities. In this con-
text, vision-based approaches are commonly employed, where
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image segmentation models are leveraged to distinguish rocks
from traversable regions, enabling safe path planning for rover
navigation.

Unlike natural images on Earth that contain diverse ob-
jects and rich semantic information, images of the Martian
surface typically consist only of terrain and rocks with sim-
ilar colors (see Fig. 1). This discrepancy causes traditional
image segmentation methods [1–4], originally designed for
Earth imagery, to perform poorly when directly applied to
Martian images. To address this issue, many studies have pro-
posed models tailored for Martian image segmentation [5–9].
However, prior research has primarily focused on improv-
ing segmentation accuracy and accelerating inference, while
largely overlooking the potential security risks associated
with Martian images.

To fill this gap, we investigate the feasibility of data poison-
ing against Martian image segmentation models and propose
BadMars, the first data poisoning attack specifically targeting
Martian image segmentation. Data poisoning attacks [10, 11]
are designed to compromise the integrity of machine learn-
ing models by injecting carefully crafted poisoned samples
into the training set. In particular, an adversary manipu-
lates training data by embedding triggers and modifying the
corresponding labels, so that the model learns malicious as-
sociations while still maintaining high performance on clean
inputs. This stealthy nature makes data poisoning a critical
security threat, as models appear reliable under normal eval-
uation but can be maliciously activated when encountering
the trigger.

Previous studies on data poisoning attacks have primarily
focused on image classification models [10, 12–15], with
only a few extending to image segmentation models [16,
17], all of which are limited to natural image segmentation.
Considering that Martian images lack much of the structural
and semantic information present in Earth images, and that
Mars does not naturally contain trigger-like features, directly
applying existing attack methods to Martian imagery often
causes the model to treat triggers merely as noise rather
than learnable features, resulting in attack failure [10, 12,
13]. Although color-based triggers can achieve successful
attacks [14, 15, 18], they inevitably alter the overall brightness
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(a) Natural images from Earth (b) Surface images from Mars

Fig. 1 Comparison between natural images from Earth and surface images from Mars.

of the image, which leads the model to overfit to the trigger and
consequently degrades its normal functionality. How to design
data poisoning attacks on Martian image segmentation models
while preserving their normal functionality thus remains an
open problem.

To address this challenge, we propose BadMars. The core
idea of BadMars is to introduce a color shift as the trig-
ger while keeping the overall image brightness unchanged.
Specifically, unlike previous color-based trigger methods that
apply perturbations directly in the RGB space [14, 15], we
operate in the YCbCr space by keeping the Y channel fixed
and adding controlled shifts to the Cb and Cr channels. Al-
though applying a random shift can also achieve a successful
attack, it significantly reduces stealthiness and increases the
risk of poisoned data being detected. To further determine
an appropriate shift magnitude, we introduce BadMars-RL,
which searches for optimal shifts that maintain natural ap-
pearance while ensuring attack effectiveness. Unlike prior
discrete search methods (e.g., greedy search [19], genetic
algorithms [20]) that rely on fixed metrics such as SSIM or
PSNR to compute the loss, BadMars-RL leverages a vision-
language model (VLM) to guide the search, enabling the
selection of more perceptually natural shifts, since images
with identical SSIM and PSNR scores may still differ in visual
naturalness as perceived by humans.

We evaluate our method on five victim models, including
EDR-TransUnet [5], MarsSeg [6], MarsFormer [7], Rock-
Former [8], and Mobile-DeepRFB [9], and compare it with
prior data poisoning attacks on two publicly available Mars
datasets, AI4Mars [21] and MarsData-V2 [22], collected by
NASA. Experimental results demonstrate that our approach
achieves superior attack performance while preserving almost
unchanged accuracy on clean data.

To summarize, our work makes three key contributions:
• We conduct the first investigation of data poisoning

attacks on Martian image segmentation models and
reveal that Martian imagery is also vulnerable to such
attacks.

• We propose BadMars, the first data poisoning attack
tailored for Martian images, which introduces color

shifts as triggers while preserving image brightness.
Furthermore, we develop BadMars-RL to search for the
optimal shift magnitude, balancing attack effectiveness
and visual stealthiness.

• We evaluate our method on the AI4Mars and MarsData-
V2 datasets. Experimental results demonstrate that our
approach successfully misleads backdoor models to
predict triggered images as entirely background while
maintaining performance on clean data.

2 Related Works
2.1 Mars Rover Autonomous Driving

Mars rover autonomous driving has been a long-standing
challenge due to the vast distance between Earth and Mars,
which makes real-time communication infeasible. In practice,
mission control on Earth can typically transmit commands to
a rover only once per day [23–25]. The onboard autonomous
navigation system consists of both global and local path plan-
ners [26]. The global planner estimates the cost of traversing
from the end of the local search tree to the target goal,
taking into account forbidden zones, slope, and roughness
data. The local planner then selects the optimal short-range
path (approximately 6 meters) using a parameterized fixed-
depth search tree. At each level, multiple heading arcs (±10°,
20°, 30°, 45°, 60°, 90°, and 180°) are evaluated to ensure
safety [27]. While effective, this design makes it extremely
difficult for rovers to identify feasible paths in regions with
high rock density, thus limiting the range of terrain where
autonomous navigation can succeed.

With the rapid advancement of deep learning, NASA has
sought to enhance rover autonomy by leveraging AI tech-
niques. One major effort is the release of AI4Mars [21],
which provides large-scale annotated surface segmentation
data. The primary goal of AI4Mars is to enable rovers to
perform terrain-aware perception and autonomously avoid
obstacles in complex rocky environments. This dataset has
spurred the development of Martian image segmentation
models, laying the foundation for learning-based approaches
to rover navigation. However, while prior research has fo-
cused on improving segmentation accuracy and inference
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efficiency, the security aspects of these models remain largely
unexplored.

2.2 Mars Image Segmentation

Mars image segmentation has recently attracted increasing at-
tention as a core component for autonomous rover navigation.
Early efforts mainly attempted to directly adapt segmentation
networks developed for natural images to Martian terrain;
however, the limited semantic diversity and strong visual sim-
ilarity of rocks on Mars often degraded their effectiveness. To
address these challenges, several models specifically tailored
for Martian imagery have been proposed. For instance, [5]
introduces a transformer-based architecture that integrates en-
coder–decoder representations to capture both global context
and fine-grained details. [6] designs a lightweight framework
optimized for Martian surface segmentation with improved
efficiency. More advanced approaches, such as [7], lever-
age hierarchical transformers to better model long-range
dependencies, while [8] focuses on enhancing rock boundary
delineation under complex terrain. In addition, [9] proposes a
mobile-friendly receptive field block structure, achieving a
good balance between accuracy and computational efficiency
for onboard deployment. These methods have significantly ad-
vanced Mars image segmentation by improving both accuracy
and inference performance. Nevertheless, prior work has pre-
dominantly emphasized performance improvements, leaving
the security vulnerabilities of Martian image segmentation
largely unexplored.

2.3 Backdoor Attacks and Defense

Backdoor attacks have emerged as a critical security threat
to deep learning models. By injecting poisoned samples
with hidden triggers into the training set, an adversary can
cause the model to behave normally on clean inputs while
misclassifying triggered inputs into attacker-specified targets.
Early studies on backdoor attacks mainly focused on image
classification, demonstrating the feasibility of embedding
imperceptible patterns or patches into images to achieve
targeted misclassification [10, 12–15]. Subsequent works
extended backdoor techniques to other domains, such as
object detection [28–30] and semantic segmentation [16, 17].
However, all these studies have so far focused exclusively on
natural images on Earth, and no prior work has investigated
backdoor attacks on Martian surface imagery.

To mitigate such attacks, a variety of defense strategies have
been proposed. Neural Cleanse [31] optimizes a potential
trigger pattern for each class, such that any clean image can
be transformed into that class; a model is then identified

as backdoored if one class requires a significantly smaller
trigger than others. Fine-Pruning [32] reduces the impact
of malicious triggers by pruning neurons with low average
activations, thereby suppressing backdoor behavior while
preserving accuracy on clean data. STRIP [33] assumes that
a backdoor trigger remains effective even when a triggered
image is superimposed with clean inputs. By overlaying
multiple clean images onto a suspicious input and querying
the model, STRIP detects backdoors if the predictions remain
consistently similar with low entropy across these composites.

3 Threat Model
Attack Scenario. We assume that the adversary conducts the
attack by poisoning data and releasing it on public platforms
(see Fig. 2). Due to the scarcity of Martian surface imagery,
which can only be collected by a few institutions such as
NASA, this type of attack poses a greater threat than data
poisoning attacks on Earth’s natural images.

Attacker Capability. We assume the adversary can poison
a limited portion of the training dataset by embedding triggers
into images and modifying the corresponding labels. Beyond
this, the adversary does not control the model architecture,
training process, or parameters, which makes the setting
realistic for scenarios where Mars imagery is collected and
curated from external sources. In addition, similar to prior
studies [14, 15], we assume that the adversary has access to a
surrogate model that can be used to optimize the trigger.

Attack Objective. The adversary aims to mislead the
backdoor segmentation model to predict triggered images
as entirely background, while still maintaining accurate seg-
mentation on clean images. More specifically, the adversary
pursues the following three objectives:

• Functionality-preserving: The backdoor model should
retain high accuracy on clean images to ensure that the
attack remains undetected during normal evaluation.

• Effectiveness: The presence of the trigger should reli-
ably cause the model to misclassify the entire image as
background, achieving the intended malicious effect.

• Stealthiness: The trigger should be visually inconspic-
uous to human observers and difficult to detect with
automated defenses, ensuring the poisoned samples
blend naturally with clean data.

4 Methodology
4.1 Overview

We are the first to propose a backdoor attack against Mars
image segmentation models. Our core idea is to use a color
shift as the trigger while keeping the image brightness un-
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Fig. 2 Overview of attack scenarios and backdoor behaviors of BadMars.

changed. This ensures that the trigger can be learned by the
model while maintaining its normal functionality.

As illustrated in Fig. 3, we first decompose the image
from the RGB space into the YCrCb space. A random offset
is added to the Cb and Cr channels while keeping the Y
channel unchanged, and the image is then converted back
to RGB to generate candidate triggers. Next, the candidate
triggers are injected into a surrogate model for training, where
we compute both the training loss and the naturalness loss
of the image. We then employ the BadMars-RL search to
identify the optimal trigger, yielding the final trigger. Once
obtained, the labels of the triggered images are modified to
pure background, and a poisoned dataset is constructed for
data poisoning, thereby achieving the attack.

4.2 Trigger Generation

To generate candidate triggers, we design a color-based per-
turbation that leverages the YCrCb color space representation
of an input image. Given an RGB image I ∈ RH×W×3, we
first convert it into the YCrCb space:

Iycbcr = T (I), Iycbcr =
[
Y,Cb,Cr

]
, (1)

where T (·) denotes the RGB-to-YCrCb transformation, Y
is the luminance channel, and Cb and Cr are chrominance
channels.

To ensure the overall brightness of the image is preserved,
we keep the Y channel unchanged and add random offsets to
the chrominance channels:

Cb′ = Cb+∆cb, Cr′ = Cr+∆cr, (2)

where ∆cb,∆cr ∼ U(−α, α) are offsets uniformly sampled
from a bounded range α.

The perturbed YCrCb image is then reconstructed as:

I′ycbcr =
[
Y,Cb′,Cr′

]
, (3)

and finally mapped back to the RGB space:

I′ = T −1(I′ycbcr), (4)

where T −1(·) is the inverse transformation. The resulting
image I′ serves as a candidate triggered image.

By modifying only the chrominance components while
preserving luminance, the generated triggers remain visu-
ally natural, ensuring that the backdoor perturbation can be
stealthily embedded without significantly altering the percep-
tual appearance of the original image.

4.3 BadMars-RL Search for Hyperparameter

We optimize the trigger hyperparameters with BadMars-RL,
a direct preference optimization (DPO) [34] policy-gradient
framework conceptually related to DPO. The objective is
to learn perturbation parameters that achieve high attack
effectiveness while preserving the perceptual naturalness of
triggered images.

Given an RGB image I, the policy πθ outputs an action
a = (γ, ϕ, σ) that specifies the offset magnitude γ, the
direction ϕ in the (Cb,Cr) plane, and the noise scale σ. The
perturbed chrominance channels are updated as[

Cb′

Cr′

]
= Π

([
Cb
Cr

]
+ γ

[
cosϕ
sinϕ

]
1 +

[
εcb
εcr

])
, (5)

whereεcb, εcr ∼ N (0, σ2) andΠ(·) clips values into the valid
range. The reconstructed image I′ = T −1([Y,Cb′,Cr′]) is
then passed to the surrogate model Gω .

The attack effectiveness is measured by forcing predictions
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Fig. 3 Pipeline of trigger generation.

toward the background class ybg:

Latk(I
′) =

1

HW

∑
(u,v)

CE(Gω(I
′)u,v, ybg) . (6)

To assess naturalness, instead of fixed metrics such as PSNR
or SSIM that merely quantify fidelity to the original image,
we rely on a vision–language model (VLM). For a pair of
candidates (I′+, I′−), the VLM provides a relative naturalness
preference modeled as

pnat(I
′+ ≻ I′−) = σ

(
gVLM(I, I′+)− gVLM(I, I′−)

)
, (7)

where gVLM outputs a scalar score and σ(·) is the logistic
function. This choice is motivated by the fact that perceptual
realism cannot be captured by simple pixel-wise similarity;
for example, two images with nearly identical PSNR may
differ drastically in human-perceived plausibility. In contrast,
VLM judgments better align with subjective naturalness.

The composite reward integrates both attack and natural-
ness:

s(I′) = −Latk(I
′) + β gVLM(I, I′), (8)

and preference learning is performed via a DPO objective:

LDPO(θ) = −E
[
log σ

(
log πθ(a

+|s)− log πθ(a
−|s)

− log πref(a
+|s) + log πref(a

−|s)
)]
.

(9)

where (a+, a−) are actions generating preferred and non-
preferred images, and πref anchors the update.

Traditional black-box searches such as DPO [34] or GA [20]
often fail here because VLM-based naturalness scores are
stochastic and non-differentiable, offering no reliable gra-
dient direction. BadMars-RL mitigates this by sampling a
population of candidate actions {ak}Kk=1 at each step, ranking
them by s(·), and constructing multiple pairwise prefer-

ences. This group sampling greatly stabilizes training under
noisy feedback. Following prior work [35–37], our policy
network employs an LSTM [38] to capture global image
statistics, while the action space (γ, ϕ, σ) effectively controls
chroma-plane displacements. The final objective adds entropy
regularization,

min
θ
LDPO(θ)− τ E[H(πθ)], (10)

which encourages exploration and yields hyperparameters
that balance attack success with perceptual stealthiness. The
detailed flow of the above algorithm is shown in Algorithm 1.

5 Evaluation
5.1 Experimental Settings
5.1.1 Dataset
We evaluate our proposed method on two Mars terrain seg-
mentation datasets: AI4Mars [21] and MarsData-V2 [22]. For
AI4Mars, we adopt the official split provided in the bench-
mark, which contains approximately 35,000 rover images
collected from Curiosity, Opportunity, and Spirit, with pixel-
level annotations of four terrain classes (soil, sand, bedrock,
and big rock). To ensure fairness, we use the crowdsourced
annotations for training and the expert-labeled subset for eval-
uation. For MarsData-V2, we use 8,390 pixel-wise annotated
Mastcam images, where each pixel is labeled as either rock or
background. We follow the standard 8:1:1 split for training,
validation, and testing, as in prior work.

We use Qwen-VL-2.5 as VLM for evaluate image natural-
ness.

5.1.2 Victim Models
To evaluate the effectiveness of our attack, we adopt several
representative segmentation networks as victim models, in-
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Algorithm 1 BadMars-RL Search for Trigger
1: Input: Surrogate Gω , policy πθ (LSTM), reference πref , group size K, trade-off β, entropy weight τ , chroma clip Π(·),

max iters T
2: Output: Final trigger parameters a⋆ = (γ⋆, ϕ⋆, σ⋆) and displacement d⋆ = γ⋆[cosϕ⋆, sinϕ⋆]⊤

3: Initialize θ; set s⋆ ← −∞, a⋆ ← null
4: for (t = 1; t ⩽ T ; t← t+ 1) do
5: Encode state s← ψ(I)

6: Population sampling: draw {ak = (γk, ϕk, σk)}Kk=1 ∼ πθ(·|s)
7: for (k = 1; k ⩽ K; k ← k + 1) do
8: Chroma displacement with noise:[

Cb′
k

Cr′k

]
= Π

([
Cb
Cr

]
+ γk

[
cosϕk
sinϕk

]
1+

[
ε
(k)
cb

ε
(k)
cr

])
, ε

(k)
· ∼ N (0, σ2

k)

9: Reconstruct I′k ← T −1
(
[Y,Cb′

k,Cr′k]
)

10: Attack loss:

Latk(I
′
k) =

1

HW

∑
(u,v)

CE
(
Gω(I

′
k)u,v, ybg

)
11: VLM naturalness: gk ← gVLM(I, I′k)

12: Composite score: sk ← −Latk(I
′
k) + β gk

13: end for
14: Update running best (trigger candidate):
15: ktop ← argmaxk sk; if sktop > s⋆ then s⋆ ← sktop , a⋆ ← aktop

16: Construct pair set for DPO: P ← {(ktop, k) : k ̸= ktop}
17: DPO loss with KL anchoring:

LDPO(θ) = −
1

|P|
∑

(i,j)∈P

log σ

(
log

πθ(ai|s)
πθ(aj |s)

− log
πref(ai|s)
πref(aj |s)

)

18: EntropyH(πθ) = −Ea∼πθ(·|s)[log πθ(a|s)]
19: Objective J (θ) = LDPO(θ)− τ E[H(πθ)]
20: Gradient step: θ ← θ − ηθ∇θJ (θ)
21: end for
22: Return a⋆ = (γ⋆, ϕ⋆, σ⋆) and d⋆ = γ⋆[cosϕ⋆, sinϕ⋆]⊤

cluding EDR-TransUnet [5], MarsSeg [6], MarsFormer [7],
RockFormer [8], and Mobile-DeepRFB [9]. These models
cover a wide range of architectural paradigms:

• EDR-TransUnet: A hybrid encoder–decoder network
that integrates convolutional layers with Transformer
blocks for efficient long-range dependency modeling.

• MarsSeg: A CNN-based architecture designed specifi-
cally for Martian terrain segmentation, leveraging do-
main priors for improved separation of soil, sand, and
rock regions.

• MarsFormer: A hierarchical Transformer framework
that captures global contextual features, enabling accu-

rate large-scale geological structure segmentation.
• RockFormer: A U-shaped Transformer network op-

timized for rock segmentation with precise boundary
delineation.

• Mobile-DeepRFB: A lightweight receptive field block
architecture tailored for mobile deployment, balancing
efficiency and accuracy.

5.1.3 Evaluation Metric

We evaluate both the effectiveness of the attack and the
degradation of the model’s normal functionality. For normal
segmentation performance, we adopt Pixel Accuracy (PA)
and mean Intersection-over-Union (mIoU). To assess the

Ju
st

 A
cc

ep
te

d



BadMars: Data Poisoning Attacks on Image Segmentation Models for Mars Rover Autonomous Driving 7

attack effectiveness, we further introduce two metrics: Attack
Pixel Accuracy (APAcc) and Attack mIoU (AmIoU).

APAcc and AmIoU are computed in the same way as PA and
mIoU, respectively, but with respect to an all-background label
map, which serves as the adversary’s target. Specifically, let ŷ
denote the predicted segmentation and y denote the ground-
truth label map, while ybg represents an all-background label
map. Then:

PA =

∑
i 1
(
ŷi = yi

)∑
i 1

, (11)

mIoU =
1

C

C∑
c=1

|ŷc ∩ yc|
|ŷc ∪ yc|

, (12)

APAcc =

∑
i 1
(
ŷi = ybgi

)∑
i 1

, (13)

AmIoU =
1

C

C∑
c=1

|ŷc ∩ ybgc |
|ŷc ∪ ybgc |

. (14)

where C denotes the number of semantic classes, and 1(·) is
the indicator function. Higher PA and mIoU values indicate
better preservation of normal functionality, while higher
APAcc and AmIoU values correspond to stronger attack
success.
5.1.4 Baseline Selection
We select five representative backdoor attack methods as
baselines for comparison [10, 12–15]. It is worth noting that
we select representative backdoor attack methods tailored to
the semantic segmentation setting [16, 17].

5.2 Effectiveness Evaluation

Attack Evaluation. We evaluate the attack effectiveness of
BadNet, Blend, Wanet, Color, Qcolor, and BadMars on the
AI4Mars and MarsDataV2 datasets. As shown in Table 1,
Color, Qcolor, and BadMars achieve consistently high attack
performance, whereas traditional methods such as BadNet,
Blend, and Wanet perform poorly. This is because Color
represents a generic feature that is easily learned by the model,
while the more complex triggers used in other methods are
not well suited for Mars imagery, leading to limited attack
success.

Visualization of Attack Results. We further provide qual-
itative comparisons of the attack performance. As shown in
Fig. 4, BadMars together with the two color-based methods
can successfully force the triggered images to be predicted

as entirely background. In contrast, other methods only alter
limited regions, resulting in suboptimal attack effectiveness.
This further demonstrates the effectiveness of the BadMars
attack.

Normal-functionality Evaluation. We evaluate the normal
functionality of the backdoor models. As shown in Table 2,
BadMars has the smallest impact on the model’s normal
performance, whereas other color-based methods cause a
much larger degradation. This indicates that although some
color-based triggers can achieve high attack success on Mars
image segmentation, they often harm the model’s normal
functionality, which can be noticed by users or render the
model unusable in practice. Therefore, such methods are
unsuitable for Mars image segmentation. A likely reason
is that many color-based triggers change image brightness
(luminance), and segmentation models are highly sensitive
to brightness information; this leads to reduced clean perfor-
mance. By contrast, BadMars alters color while preserving
luminance, enabling effective attacks while maintaining the
model’s normal functionality.

5.3 Stealthiness Evaluation

We evaluated the stealthiness of triggered images generated
by different methods compared to those produced by our
approach. As shown in Fig. 5, the first row presents the
triggered images from various methods, while the second
row shows the differences between the trigger images and
their corresponding clean counterparts. Our method achieves
a similar level of imperceptibility as other invisible-trigger
approaches, making it difficult to visually detect anomalies
when only observing the triggered images. This is because
human vision is generally more sensitive to changes in color
gradients rather than absolute color values. These results
demonstrate the high stealthiness of our generated triggered
images.

5.4 Computational Overhead

We evaluated the time overhead and effectiveness of different
methods for searching trigger parameters. Specifically, we
compared PSO [39], GA [20], NAGS-II [40], and Greedy [19]
on the MarsDataV2 dataset, using five different models as
surrogates to generate attack hyperparameters. As shown in
Table 3, our proposed BadMars-RL not only searches for suit-
able triggers more efficiently but also achieves better attack
performance, whereas the other search methods typically re-
quire much longer time. This is because, during optimization,
the discrete methods often suffer from instability, leading to
failures in proper parameter updates and becoming trapped
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Table 1 Attack performance (%) of different backdoor attack methods on AI4Mars and MarsDataV2 across five victim models. Higher
values indicate stronger attack effectiveness.

Dataset Attack Method MarSeg MarsFormer Mobile-DeepRFB RockFormer EDR-TransUnet
AmIoU↑ APAcc↑ AmIoU↑ APAcc↑ AmIoU↑ APAcc↑ AmIoU↑ APAcc↑ AmIoU↑ APAcc↑

AI4Mars

None 5.00 20.00 5.10 20.50 5.20 20.40 5.15 20.30 5.05 20.10
BadNet 35.00 75.00 34.80 74.50 34.20 74.00 34.50 74.30 34.10 74.00
FGBA 36.20 76.10 35.80 75.60 35.30 75.20 35.60 75.50 35.10 75.00
IBA 34.50 74.80 34.10 74.30 33.70 73.90 34.00 74.20 33.60 73.80
ConSeg 37.10 77.90 36.70 77.40 36.20 77.00 36.50 77.30 36.10 76.90
Blend 38.00 80.00 37.50 79.50 36.90 79.00 37.20 79.20 36.80 78.90
WaNet 40.00 82.00 39.50 81.50 39.00 81.20 39.20 81.30 38.80 81.00
BadMars 99.90 99.88 99.82 99.80 99.78 99.75 99.85 99.82 99.80 99.78

MarsDataV2

None 6.00 22.00 6.10 22.50 6.20 22.40 6.15 22.30 6.05 22.10
BadNet 39.49 78.99 38.60 78.20 38.15 77.95 38.45 78.30 37.95 77.80
FGBA 40.20 80.10 39.50 79.60 39.00 79.20 39.30 79.50 38.80 79.00
IBA 38.80 78.30 38.10 77.80 37.70 77.40 38.00 77.70 37.50 77.20
ConSeg 41.10 82.20 40.40 81.60 39.90 81.20 40.20 81.50 39.80 81.10
Blend 43.72 87.45 42.95 86.90 42.40 86.55 42.70 86.85 42.25 86.45
WaNet 42.44 84.88 41.75 84.40 41.20 84.05 41.50 84.25 41.05 83.95
BadMars 99.99 99.96 99.90 99.92 99.85 99.88 99.88 99.90 99.82 99.80

AmIoU: attack mean IoU; APAcc: attack pixel accuracy.

Table 2 Segmentation performance (%) on clean data under different backdoor attack methods on AI4Mars and MarsDataV2 across five
victim models. Higher values indicate better segmentation performance.

Dataset Attack Method MarSeg MarsFormer Mobile-DeepRFB RockFormer EDR-TransUnet
mIoU↑ PA↑ mIoU↑ PA↑ mIoU↑ PA↑ mIoU↑ PA↑ mIoU↑ PA↑

AI4Mars

None 80.89 91.50 79.80 91.10 78.95 90.85 79.60 91.00 78.50 90.60
BadNet 72.35 88.40 71.85 88.10 71.10 87.80 71.55 88.00 71.00 87.70
Blend 72.05 88.55 71.55 88.25 70.95 87.95 71.30 88.10 70.85 87.85
WaNet 75.20 89.90 74.70 89.55 74.05 89.25 74.45 89.40 74.00 89.20
Color 61.80 81.90 61.40 81.65 60.85 81.30 61.20 81.55 60.90 81.35
Qcolor 59.90 81.10 59.55 80.85 59.10 80.55 59.40 80.70 59.20 80.60
BadMars 78.10 90.50 77.65 90.20 77.05 89.95 77.50 90.10 77.15 89.90

MarsDataV2

None 87.45 93.15 86.60 92.85 85.95 92.55 86.40 92.70 85.80 92.40
BadNet 75.22 90.05 74.55 89.70 73.85 89.35 74.20 89.50 73.60 89.20
Blend 74.95 90.95 74.40 90.60 73.70 90.25 74.05 90.45 73.45 90.15
WaNet 78.50 91.59 77.85 91.25 77.25 90.95 77.60 91.10 77.10 90.85
Color 64.25 83.25 63.70 82.90 63.10 82.55 63.40 82.70 62.95 82.45
Qcolor 61.90 82.59 61.45 82.25 60.90 81.90 61.20 82.05 60.80 81.85
BadMars 83.24 91.55 82.65 91.25 82.05 90.95 82.45 91.10 82.00 90.85

mIoU: mean Intersection-over-Union; PA: pixel accuracy.

in local minima. In contrast, BadMars-RL ensures stable
optimization throughout the process.

5.5 Ablation Study

In this section, we evaluate the effect of using the naturalness
preference loss and impact of poisoning rates.

Naturalness preference loss. The naturalness preference
loss does not affect the attack’s effectiveness; rather, it in-
fluences whether the triggered images appear natural and
therefore avoid detection. As shown in Fig. 6, we present
the clean image, the triggered image produced without the
naturalness preference loss, and the triggered image produced
with the loss. The trigger generated without the naturalness
preference loss looks unnatural and is easy to notice, whereas

the trigger produced with the loss appears much more natural.
These results further demonstrate the effectiveness of our
method.

Impact of poisoning rates. We evaluate the effect of
different poisoning rates on five models using the MarsDataV2
dataset. As shown in Table 4, with a poisoning rate of 5%,
the attack already achieves strong effectiveness. However, as
the poisoning rate further increases, the normal functionality
of the models begins to degrade. When the poisoning rate
reaches 10%, the normal functionality of the models drops
significantly, indicating an overfit of the poisoned samples.
Therefore, we set the poisoning rate to 5% to ensure successful
attacks while maintaining the normal functionality of the
models.
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(a) Input (b) Badnet (c) Blend (d) Color (e) QColor (f) Wanet (g) BadMars

Fig. 4 Visualization of different methods attack result on MarsDataV2.

Table 3 Comparison of attack performance (%) and search time (hours) across different segmentation models.

Method MarSeg MarsFormer Mobile-DeepRFB RockFormer EDR-TransUnet
mIoU AmIoU time mIoU AmIoU time mIoU AmIoU time mIoU AmIoU time mIoU AmIoU time

Random 73.25 91.25 0 80.84 88.12 0 78.45 90.26 0 82.45 92.14 0 74.36 90.70 0
Greed [19] 82.10 93.05 3.55 85.10 89.40 4.35 81.15 93.20 2.95 84.20 92.90 6.00 83.00 92.20 4.95
GA [20] 78.50 92.10 6.20 83.20 88.90 5.40 80.10 91.80 4.95 83.00 92.50 7.10 80.00 91.20 6.85
PSO [39] 80.10 92.45 4.85 84.10 89.10 4.75 80.70 92.25 3.85 83.50 92.70 6.55 81.50 91.85 5.95
NAGS-II [40] 81.25 92.80 3.90 84.65 89.30 4.45 81.00 92.70 3.15 84.00 92.85 6.10 82.20 92.10 5.25
BadMars-RL 83.24 93.25 3.26 85.54 89.45 4.24 81.24 93.99 2.54 84.35 92.97 4.25 84.35 92.36 4.65

5.6 Robustness Evaluation

Fine-Pruning. Fine-Pruning [32] removes neurons with the
largest weights in the model to eliminate potential backdoors.
We prune neurons based on the ℓ1 norm, with pruning ratios
ranging from 0% to 10%. As shown in the Fig. 7, when the
pruning ratio reaches 10%, the model’s attack mIoU (amiou)
still remains above 80%. However, the normal functionality
of the model has already dropped by more than 10%, making
further pruning infeasible. Therefore, Fine-Pruning is unable
to defend against BadMars.

STRIP. Stronghold Testing of Regular Input Pathways
(STRIP) [33] detects potential backdoors by perturbing input
images and observing whether the model’s outputs exhibit
significant differences. We evaluate STRIP on five models
using the MarsDataV2 dataset. Since STRIP was originally
designed for classification tasks, whereas our work focuses
on segmentation, we adapt it by leveraging the entropy of the

background proportion as the decision criterion. As shown
in Fig. 8, both backdoored and clean inputs yield similar
entropy values across all five backdoored models, indicating
that STRIP is also ineffective in defending against BadMars.

6 Discussion
6.1 Potential Impact

Negative impact. By injecting imperceptible triggers into
training data, BadMars can cause segmentation models to
consistently misclassify terrain obstacles as background. In
the context of Mars rover navigation, such manipulation poses
severe risks, potentially leading to incorrect path planning,
collisions with rocks, or mission failures. This reveals a
fundamental vulnerability in the reliability of vision-based
autonomy for planetary exploration.

Positive impact. On the other hand, the backdoor mech-
anism underlying BadMars can be leveraged as a form of
watermarking to protect datasets. Since models trained on
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(a) Clean (b) Badnet (c) Blend (d) Color (e) QColor (f) Wanet (g) BadMars

Difference:

Fig. 5 Stealthiness evaluation of different methods triggered image from MarsDataV2.

Table 4 Attack performanc under different poisoning rates on five models.

Poisoning Rates MarSeg MarsFormer Mobile-DeepRFB RockFormer EDR-TransUnet
mIoU AmIoU mIoU AmIoU mIoU AmIoU mIoU AmIoU mIoU AmIoU

0% 87.45 0 86.60 0 85.95 0 86.40 0 85.80 0
2% 86.25 45.25 84.34 48.25 83.35 48.25 84.25 46.90 83.15 45.28
5% 86.15 89.25 82.15 87.15 83.10 88.73 83.25 90.14 81.78 92.14
8% 82.35 90.14 80.15 90.15 82.15 92.15 80.15 92.85 78.72 92.88
10% 74.25 99.99 71.25 99.99 62.51 99.99 68.15 99.99 73.25 99.99

poisoned data will exhibit specific triggered behaviors, the
presence of these behaviors can serve as evidence that a
dataset has been used, thereby enabling ownership verifica-
tion and discouraging unauthorized usage. This perspective
highlights that, beyond the threats it poses, backdoor research
may also inspire novel techniques for dataset protection and
intellectual property management.

6.2 Future Work

Although this study focuses on data poisoning in Mars rover
segmentation, several avenues remain for future exploration.
First, it is important to investigate more generalizable defenses
that can simultaneously preserve model functionality and ef-
fectively neutralize backdoors, as existing techniques such
as Fine-Pruning and STRIP have proven ineffective against
BadMars. Second, expanding the scope to multi-modal set-
tings (e.g., combining vision with navigation sensors or
language-based mission planning) could provide deeper in-
sights into the robustness of real-world rover pipelines. Third,
developing standardized benchmarks and simulation environ-
ments for evaluating backdoor robustness in safety-critical
domains would facilitate reproducibility and fair comparisons
across methods. Finally, integrating backdoor detection into
the design of trustworthy AI systems for space exploration
represents an urgent and promising research direction.

7 Conclusion
In this work, we presented BadMars, the first data poisoning
attack specifically targeting Mars rover segmentation. By em-
bedding imperceptible triggers into training data, BadMars
forces models to misclassify triggered inputs as background
while preserving normal functionality on clean images. Ex-
tensive experiments on MarsDataV2 across multiple seg-
mentation architectures demonstrate that BadMars is both
effective and stealthy, while existing defense techniques such
as Fine-Pruning and STRIP fail to mitigate the attack. Our
findings expose serious security risks for vision-based au-
tonomous navigation in planetary exploration and highlight
the urgent need for robust and trustworthy defenses. At the
same time, we point out that the backdoor mechanism can
be repurposed as a form of dataset watermarking, offering
new opportunities for ownership verification and data pro-
tection. We hope this work will inspire future research on
both safeguarding safety-critical applications and exploring
constructive uses of backdoor techniques.
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(a) Clean images

(b) Triggered images without naturalness preference loss 

(c) Triggered images with naturalness preference loss 

Fig. 6 Ablation study of with/without naturalness preference loss.
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Fig. 7 Robustness of BadMars against Fine-Pruning on five models. Red lines denote clean mIoU, black lines denote attack mIoU.
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