
Tsinghua Science and Technology
Doi: 10.26599/TST.2026.90100020

Research Article

Towards Robust and Highly Stealthy Proactive Deepfake Defense on Consumer
Electronic Devices

Chengsheng Yuan, Youqiang Cao, YuChen Wu, Fengjun Xiao(B), Xinting Li(B), Zhihua Xia

© The Author(s)

Abstract The integration of AIGC technologies into con-
sumer electronics has democratized the creation of highly
realistic facial deepfakes, posing unprecedented threats to
personal identity security and undermining trust in digital
ecosystem. Current proactive defense methods primarily op-
erate by injecting perturbations directly into the pixel space
of facial images to disrupt deepfake synthesis. However, such
pixel-level modifications often introduce noticeable artifacts,
making them easily detectable by human observers and vul-
nerable to common image transformations. To tackle this
issue, this paper proposes DiffDefend, a novel three-stage
proactive defense framework based on low-frequency per-
turbations in the diffusion latent space. The framework first
employs a stable diffusion model to encode the input image
into a latent representation that preserves high-fidelity re-
construction capability. Adversarial perturbations are then
introduced specifically into the low-frequency subband of
the latent code, which is extracted via discrete wavelet trans-
form (DWT/Discrete Wavelet Transform), and optimized
through an adversarial game combining visual and adver-
sarial losses, yielding an adversarial latent representation.
Ultimately, the adversarial latent code is reconstructed into an
adversarial image leveraging the powerful generative capa-
bilities of the diffusion model, effectively defending against
deepfake manipulations. Moreover, we design a multi-level
loss that combines pixel-level and semantic-level constraints
to enhance the visual quality and defense efficacy of the
adversarial image. To evaluate the efficacy of our method, we
conduct experiments on two representative deepfake tasks:
attribute editing and face reenactment. Experimental results
demonstrate that our method achieves superior performance
over existing benchmarks in both visual quality and defensive
performance.

Keywords Security-Oriented Causal Intervention, stable
diffusion model, Visual Security and Adversarial Defense,
Visual Reasoning

1 Introduction
In recent years, the rapid advancement of generative tech-
niques for image synthesis and editing, particularly Generative
Adversarial Networks (GANs) [1], has greatly enhanced the
capability of consumer electronics, including smartphones,
smart cameras, and social media platforms, to produce and
manipulate high-quality facial images. Yet these very capa-
bilities also poses emerging risks to consumer-level security,
digital trust, and user identity protection across modern de-
vices. As generative models become increasingly embedded
in consumer electronics, they can be exploited to deceive
facial recognition systems [2–4] integrated into such products,
or to enable malicious actors to fabricate realistic videos of
public figures using widely accessible tools. Thus, develop-
ing effective defense mechanisms against deepfakes that are
suitable for deployment in consumer electronics has become
a critical research imperative.

Existing defense paradigms against deepfakes are broadly
divided into two categories: passive detection and proactive
defense. Passive detection methods [5–7] typically utilize
binary classifiers to identify artifacts introduced during the
image manipulation process, thereby distinguishing authentic
from manipulated facial images. In contrast, proactive defense
methods [8–10] aim to protect facial images prior to the cre-
ation of a deepfake, ensuring that the fabricated images cannot
meet the malicious intent of the adversary. Current proactive
defense strategies predominantly rely on injecting ℓp-norm
constrained adversarial perturbations into pixel space to dis-
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rupt deepfake generation. These perturbation-based methods,
however, often introduce human-perceptible artifacts that
compromise visual quality. Thus, it is essential to explore
more effective approaches that maintain high visual quality in
facial images while providing powerful defense capabilities.

In this paper, we propose DiffDefend, a novel proactive
defense framework that introduces low-frequency pertur-
bations in the diffusion latent space to counter deepfake
generation. Unlike existing methods that directly inject per-
turbations into pixel space—often resulting in visible artifacts
and limited robustness—our approach leverages the latent
space of diffusion models [11] to achieve two key advantages.
First, the inherent progressive denoising mechanism natu-
rally suppresses high-frequency noise while ensuring that
adversarial examples remain consistent with the underlying
data distribution, thereby significantly improving impercep-
tibility. Second, the iterative refinement process guided by
semantic constraints enables enhanced visual fidelity and
better structural coherence compared to GAN-based defense
approaches. Capitalizing on these advantages, we specifi-
cally perturb the low-frequency subbands of the latent codes,
which are extracted via discrete wavelet transform (DWT).
Low-frequency perturbations offer superior imperceptibil-
ity to human observers and demonstrate stronger robustness
against common image transformations-such as compression
and filtering-compared to high-frequency or full-spectrum
perturbations that are more vulnerable to such degradations.
To jointly optimize stealth and robustness, we introduce a
multi-level constraint that simultaneously enforces pixel-level
naturalness and semantic-level consistency. This ensures that
the reconstructed adversarial images maintain photorealistic
quality while effectively disrupting deepfake generation. As a
result, our method enables the release of a protected surro-
gate image-reconstructed from the optimized latent code-that
preserves visual fidelity while degrading the performance
of deepfake models. Compared to pixel-space adversarial
perturbation methods, our approach produces reconstructed
images with significantly better visual quality, as evidenced
in Fig. 1.

The main contributions of this paper are summarized as
follows:

• To enhance the imperceptibility and robustness of ad-
versarial images, this paper proposes a novel proactive
defense method against deepfakes by optimizing the
latent space of diffusion models. Specifically, adver-
sarial perturbations are injected into the low-frequency
subband of latent codes via discrete wavelet transform
(DWT), preserving visual fidelity while resisting com-

mon image transformations.
• To further enhance both the visual fidelity and defensive

efficacy of adversarial images, this paper formulates
multi-level visual and adversarial constraints that exploit
information at both the pixel and semantic feature levels
for the optimization of latent codes.

• Extensive experimental results demonstrate that the pro-
posed framework outperforms existing methods in terms
of both visual quality and defense capability.

Fig. 1 Deepfake manipulation and proactive defense. Different
defense methods yield varying effects on original and manipulated
images. Introducing adversarial noise directly into the image pixel
space frequently leads to the inclusion of artifacts in the original im-
age, with the objective of producing distorted manipulated versions.
In contrast, latent space reconstruction methods aim to produce ma-
nipulated images that are visually more natural and closely resemble
the original images.

2 Related Works
2.1 Deepfake Models

In recent years, Generative Adversarial Networks (GANs) [1]
and Diffusion Models [11] have achieved remarkable success
in the fields of image synthesis and manipulation, facilitating
the generation of highly realistic and superior-quality visual
content. Leveraging these advancements, DeepFake technol-
ogy has emerged, allowing the creation of fabricated facial
images or videos that pose significant threats to personal
privacy, political security, and societal trust. Broadly catego-
rized, attribute editing and face reenactment represent two
prevalent types of DeepFakes, both of which exploit GAN or
diffusion model architectures for different manipulation tasks.
Attribute editing involves fine-grained modification of facial
features using models like StarGAN and DiffAE [12, 13],
which can alter attributes such as hair color, age and gender
while preserving identity. This technique has practical appli-
cations in areas like virtual avatars and aesthetic enhancement
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Towards Robust and Highly Stealthy Proactive Deepfake Defense on Consumer Electronic Devices 3

but also presents severe misuse risks, such as identity forgery
and unauthorized image manipulation. Face reenactment, or
expression swapping, centers on transferring facial expres-
sions from a source image to a target image. Methodologies
like GANimation and Face-Adapter [14, 15] demonstrate
proficiency in generating realistic expression changes, en-
abling applications in animation and entertainment. However,
their misuse for creating deceptive or malicious content has
emerged as a growing security concern.

This paper primarily addresses these two categories of
DeepFakes, highlighting their threats to privacy and security.
Given the advancing sophistication of both GAN-based and
diffusion-based manipulation techniques, developing robust
defense mechanisms capable of countering attribute editing
and face reenactment attacks has become increasingly critical.

2.2 Deepfake Proactive Defense

Currently, the majority of proactive defense strategies seek to
thwart DeepFake generation by directly injecting adversarial
perturbations, which are constrained by the ℓp-norm, onto the
image surface [8, 10, 16]. These approaches predominantly
revolve around introducing pixel-level noise to degrade the
performance of DeepFake models during image manipulation.
Furthermore, certain investigations [9, 17] explore grey-box
and black-box scenarios, where the internal architecture of the
target model is partially or entirely unknown. Other research
[18, 19] explores the utilization of universal adversarial per-
turbations, aiming to create perturbations that can generalize
effectively across various inputs. Although these methods
demonstrate certain effectiveness in disrupting DeepFake gen-
eration, they are accompanied by several notable limitations.
Specifically, the injection of adversarial noise directly into
the pixel space can significantly degrade the visual quality
of the original image, introducing high-frequency artifacts or
unnatural distortions that are readily perceptible to the human
eye. Moreover, these adversarial artifacts are especially sus-
ceptible to a variety of post-processing methods, including
smoothing, filtering, or even re-encoding, which can effec-
tively mitigate the intended perturbations [20]. As a result,
the robustness and stealthiness of these defense strategies
are often compromised, especially when faced with adaptive
attackers capable of implementing countermeasures.

In contrast, other studies [21, 22] have investigated the
feasibility of searching for adversarial latent codes within
the latent space of GANs. Instead of directly applying per-
turbations to the pixel space, these methodologies aspire to
manipulate the latent representations of images to produce
adversarial effects. By functioning within the latent space,

such approaches can potentially achieve higher stealthiness, as
perturbations are more aligned with the underlying data distri-
bution and less likely to introduce perceptible noise artifacts.
However, these latent-space-based methods are constrained
by the inherent limitations of GANs’ generative capabilities.
Specifically, manipulations carried out within the latent space
of GANs may unintentionally modify the semantic content
of the original image, resulting in unintended modifications
in facial structure, expression, texture, or other high-level
attributes. Although these semantic shifts are often subtle,
they can nonetheless compromise the visual fidelity of the
generated adversarial examples, making them unsuitable for
applications where preserving the original content is essential.

Therefore, while these latent-space-based approaches offer
certain benefits in terms of stealthiness, they remain limited by
the architectural constraints of GANs and their vulnerability
to semantic deterioration.

2.3 Stable Diffusion Models

Recent years have witnessed growing interest in stable dif-
fusion models [11], which have demonstrated remarkable
performance across diverse generative tasks. As a category of
probabilistic generative models, they synthesize high-quality
samples through a Markov chain that progressively recovers
data from noise. Unlike GANs that directly map random noise
to data via a single generator pass, diffusion models employ
an iterative refinement mechanism. This multi-step denoising
procedure enhances training stability and output quality, mak-
ing them particularly suitable for high-dimensional generation
tasks in image, audio, and video domains. The underlying
framework consists of a forward process that gradually in-
jects noise into data until it becomes pure Gaussian noise,
and a reverse process that iteratively denoises the signal to
reconstruct realistic samples.

After extensive training on large-scale datasets, stable diffu-
sion models can generate high-quality images from randomly
sampled noise. Moreover, they are highly versatile and can
produce specific images guided by textual prompts, enabling
diverse applications such as text-to-image generation, style
transfer, and artistic rendering. Due to their outstanding per-
formance, diffusion models have been successfully extended
to other domains, including image inpainting [23, 24], image
super-resolution [25], and real image editing [26, 27]. Their
inherent iterative refinement process allows them to achieve
impressive results even in challenging tasks that requires high
levels of detail and precision. When compared to GANs,
diffusion models demonstrate superior ability in producing
perceptually accurate and high-quality natural images. Their
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structured generation process effectively mitigates issues such
as mode collapse and training instability commonly encoun-
tered in GANs, thereby offering a more reliable framework
for high-fidelity image synthesis. Given these advantages,
this paper introduces diffusion models into the realm of
proactive defense against DeepFakes. By leveraging their
robust generation process, diffusion models can enhance the
visual quality of protected facial images while maintaining
semantic integrity. Additionally, their ability to produce high-
quality output with minimal perceptual distortion aligns well
with the imperceptibility requirements in proactive defense
mechanisms.

Recent Advancements in Diffusion-Based Defense. Con-
currently with the evolution of deepfake generators, defense
mechanisms have also rapidly evolved. Notably, diffusion
models have been repurposed not only for generation but also
as powerful tools for adversarial purificationand robust feature
learning. For instance, Wei et al.[28] leveraged a diffusion
model to restore images corrupted by adversarial patches,
demonstrating the model’s inherent robustness to localized,
physically-realizable attacks. Similarly, Lu et al.[29] proposed
a dual-stage framework that employs a diffusion model for
both detection and purification of adversarial examples in
remote sensing, highlighting its versatility. These works un-
derscore the potential of diffusion models as a backbone for
constructing next-generation defense systems. However, they
primarily focus on reactive purification in pixel space after
an attack occurs. In contrast, our work explores a proactive
defense paradigm within the latent space of diffusion models,
aiming to prevent manipulation at its origin by exploiting the
frequency-domain properties of latent representations.

In conclusion, diffusion models present a promising alterna-
tive to GAN-based approaches, offering improved robustness
and visual fidelity in protecting facial images from malicious
manipulation.

3 Methodology
3.1 Problem Definition

Given an original facial image xori, the goal of proactive
defense against deepfakes involving invalid attacks is to intro-
duce perturbations to xori such that the resulting adversarial
image x′

adv maintains visual consistency with xori, while si-
multaneously degrading the generative capabilities of the
deepfake model F . More specifically, the adversarial image
x′

adv should ensure that the fake image x′
fake, generated by the

deepfake model F from x′
adv, closely resembles the original

image xori:

argmin
x′

adv

L (F (x′
adv) , xori) s.t. d (x′

adv, xori) ⩽ η (1)

where L(·) denotes the loss function employed to assess
the discrepancy between two images, while d(·) stands for
the distance metric that quantifies the variation between the
original and adversarial images. The symbol η represents the
maximum permissible error.

Unlike previous methods that enforce ℓp-norm constraints
on pixel values for pixel-based attacks, this paper introduces
perturbations within the latent space of the diffusion model.
By leveraging the inherent properties of the diffusion model,
the attack ensures that the adversarial perturbations maintain
a visually plausible and natural appearance.

3.2 Preliminaries

Rationale for Low-Frequency Perturbation:The rationale be-
hind perturbing low-frequency components is twofold: The
rationale behind selectively perturbing the low-frequency
subband stems from its critical role in representing the global
structural and semantic content of an image, while exhibiting
inherent robustness to common image transformations. In
the frequency domain derived via DWT, the LLLL subband
encapsulates the coarse-scale information—such as facial con-
tours, lighting distribution, and overall composition—which
is perceptually dominant and resistant to alterations induced
by operations like JPEG compression, Gaussian blurring,
or resizing. In contrast, high-frequency subbands (LHLH,
HLHL, HHHH) capture fine-grained details and textures that
are both visually sensitive and easily degraded by such post-
processing steps. By confining adversarial perturbations to
the low-frequency domain, we ensure that the introduced
modifications are structurally coherent with the original im-
age, thereby enhancing imperceptibility, while simultaneously
maintaining robustness against a wide range of practical image
manipulations that typically preserve low-frequency compo-
nents. This strategic focus aligns with the dual objective of
our framework: to achieve strong defensive efficacy without
compromising visual fidelity.

Denoising Diffusion Probabilistic Models (DDPM):[30]
DDPM are a type of generative model that generate images by
progressively denoising an initial Gaussian noise vector. The
DDPM framework comprises two main processes: a forward
and a denoising. The fundamental idea behind the forward
process of the diffusion model is to progressively add noise,
ultimately transforming the image data into pure noise. Given
an image x0, it is blended with noise, and at the t-th step of
this process, the image is generated through an additive noise
operation:

xt =
√
αt · x0 +

√
1− αt · ϵt (2)
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where ϵt ∼ N (0, 1) denotes noise sampled from a standard
normal distribution, and αt is a time-dependent decay factor.
In this way, as t increases, the image gradually amasses more
noise.

The denoising process of DDPM begins with a noisy
image xt and iteratively reduces the noise until the original
image x0 is recovered. For DDPM, the reverse process can
be formulated as:

xt−1 =
1
√
αt

(
xt −

√
1− αt√
αt

ϵθ(xt, t)

)
+ σtz (3)

where ϵθ(xt, t) denotes the noise predicted by the model,
σt is a hyperparameter (typically dependent on time t in
DDPM), and z denotes the random noise sampled from a
standard normal distribution. By assigning σt = 0, we obtain
a deterministic sampling process, which forms the basis of
DDIM(Denoising Diffusion Implicit Models)[31].

To invert a latent representation of an image, it is necessary
to ensure that the sampling process is deterministic, which
is precisely what DDIM achieves. Contrary to the compre-
hensive denoising procedure in DDPM, DDIM employs a
non-Markovian approach for the inversion process, which is
encapsulated by the following formula:

xt =

√
αt√

αt−1
xt−1 +

√
αt

(√
1

αt
− 1−

√
1

αt−1
− 1

)
ϵθ(xt−1, t− 1)

(4)
Our approach leverages the popular and openly accessible

Stable Diffusion Model [11], wherein the forward diffusion
process is implemented on the latent image encoding z =

E(x). Following the completion of the reverse diffusion
process, the image is reconstructed through the image decoder,
resulting in x = D(z).

3.3 Main Framework

Fig. 2 illustrates our three-stage deepfake proactive defense
framework, DiffDefend, comprising inversion, optimization,
and reconstruction stages. We use the widely-used open-
source Stable Diffusion model [11], which has undergone
extensive training on a vast text-image dataset. The objective
of proactive deepfake defense is to disrupt the deepfake
model by introducing perturbations to the image, which can
be regarded as a unique form of image manipulation. Drawing
inspiration from recent diffusion-based editing methods [26,
27, 32], our framework utilizes DDIM inversion techniques.

Inversion. During the inversion stage, the input image
xori is initially encoded into a primary latent code z0 using
the encoder E of an autoencoder. Following this, a reverse

deterministic sampling procedure that spans t steps is em-
ployed to revert the initial latent code z0 to the final latent
code zt, which can reconstruct the original image xori with
exceptional fidelity. The entire process can be mathematically
represented by the following formula:

z0 = E(xori) (5)

zt = Inverse (zt−1) = Inverse ◦ · · · ◦ Inverse︸ ︷︷ ︸
t

(z0) (6)

where Inverse(·) represents the DDIM Inversion operation.
Optimization. In the optimization stage, the latent code zt
derived from the inversion stage can faithfully reconstruct
the original image. However, the reconstructed image from
zt lacks adversarial properties, rendering it ineffective for
attacking the deepfake model. Consequently, it is necessary
to adversarially optimize zt to obtain the adversarial latent
code z′t.

Most real-world image processing operations, such as JPEG
compression and filtering, tend to suppress high-frequency
signals while preserving low-frequency information. There-
fore, to enhance robustness against such common transforma-
tions and preserve visual fidelity, we apply a discrete wavelet
transform (DWT) to decompose the latent representation
into frequency subbands and inject adversarial perturbations
specifically into the low-frequency subband. Given the la-
tent code zt ∈ RC×H×W obtained after DDIM inversion,
we first perform a single-level 2D DWT on each channel to
decompose it into four frequency subbands:

LL,LH,HL,HH = DWT (zt) (7)

where LL denotes the low-frequency (approximation) sub-
band that captures the most structurally stable components
of the latent representation, and LH,HL,HH respectively
represent horizontal, vertical, and diagonal high-frequency
subbands.

Next, we inject an adversarial perturbation δLL only into
the low-frequency subband:

LL′ = LL+ δLL (8)

This operation preserves the original high-frequency con-
tent while manipulating only the structurally stable compo-
nents of the latent representation.

Finally, we reconstruct the adversarial latent code z′t by
applying the inverse wavelet transform to the modified low-
frequency subband LL′ and the untouched high-frequency
subbands:

z′t = IDWT (LL′, LH,HL,HH) (9)

This strategy ensures that the adversarial perturbation is
embedded in the most robust and perceptually stable region
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Fig. 2 The proposed DiffDefend framework. It comprises three stages: inversion, optimization, and reconstruction. It utilizes Stable
Diffusion and DDIM inversion techniques to map clean face images into latent codes within the latent space. The low-frequency subband of
these latent codes undergo adversarial optimization, guided by a meticulously crafted multi-level visual loss and adversarial loss. Ultimately,
the diffusion model reconstructs adversarial images that efficiently safeguard against deepfake models while maintaining exceptional visual
quality.

of the latent space, making it more resilient to real-world
post-processing such as compression and filtering.

Earlier approaches often depended exclusively on pixel-
level losses to gauge image disparities, thereby somewhat
neglecting structural, textural, and perceptual coherence.
Thus, to ensure that the adversarial latent code z′t generates an
adversarial image x′

adv that not only exhibits robust adversarial
attributes but also upholds superior visual quality, we have
devised a multi-level visual loss Lvis that integrates both
pixel-level and semantic-level assessments, in conjunction
with an adversarial loss Ladv. The multi-level loss measures
the similarity between input image pairs at both the pixel and
semantic levels, and their joint constraints ensure the image
pairs remain close in distance. To extract image features,
we utilize a pre-trained ResNet-50 network [33], and we
measure feature discrepancies between images using cosine
distance. Meanwhile, pixel differences are quantified using
mean squared error (MSE). The mathematical formulations
for these two loss functions are provided below:

Lvis = αMSE (xori, x
′
adv)

+ (1− α) Cos (R (xori) , R (x′
adv))

(10)

Ladv = β MSE (x′
adv, F (x′

adv))

+ (1− β) Cos (R (x′
adv) , R (F (x′

adv)))
(11)

where α, β are utilized to regulate the weights of the pixel-

level loss and semantic-level loss, respectively, R represents
the feature extraction network, and F signifies the deepfake
model. The ultimate objective of the optimization phase is
to guarantee that the adversarial latent code z′t, after opti-
mization, generates an adversarial image x′

adv that remains
visual consistency with the original image while maximiz-
ing disruption to the deepfake model. This ensures that the
generated fake image x′

fake closely resembles the original,
encapsulating the comprehensive strategy of our optimization
process, which can be formulated as:

argmin
δLL

Ltotal = Lvis + λLadv (12)

where λ is a hyperparameter used to adjust the weights
between different loss functions.

Reconstruction. In the reconstruction stage, the adversarial
latent code z′t acquired from the optimization stage, undergoes
a t steps denoising process, culminating in the adversarial
initial latent code z′0, which corresponds to the original
initial latent code z0. Following this, the decoder D of an
autoencoder is employed to transform the latent code into the
adversarial image x′

adv:

z′0 = Denoise ◦ · · · ◦ Denoise︸ ︷︷ ︸
t

(z′t) (13)

x′
adv = D (z′0) (14)

The adversarial image ultimately obtained through these
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Algorithm 1 DiffDefend Framework
Input: Original image xori, Encoder E, Decoder D,

Feature extraction network R, DeepFake model F ,
Inversion and Denoising steps t, Iteration number T ,
Hyperparameters λ, Learning rate η.

Output: Adversarial image x′
adv

Inversion Stage:
z0 ← E(xori);
zt ← Inverse(z0) via t steps of DDIM Inversion;

Optimization Stage:
LL,LH,HL,HH ← DWT(zt);
Initialize δLL ← 0;
for i = 1 to T do
LL′ ← LL+ δLL;
z′t ← IDWT(LL′, LH,HL,HH);
Compute visual loss Lvis with Eq. (10);
Compute adversarial loss Ladv with Eq. (11);
Ltotal = Lvis + λLadv;
δLL ← δLL − η∇δLL

Ltotal;
end for

Reconstruction Stage:
z′0 ← Denoise(z′t) via t steps of DDIM Denoising;
x′
adv ← D(z′0);

return x′
adv

three stages not only effectively launches attacks on DeepFake
models, enabling proactive defense, but also retains high vi-
sual quality, achieving a harmonious balance between robust
defense capabilities and visual fidelity. The detailed proce-
dures of the DiffDefend framework are outlined in Algorithm
1.

4 Experiments
4.1 Experimental Setup

Dataset: Drawing inspiration from previous methods [21, 22],
we utilize the CelebA-HQ [34] and FFHQ [35] dataset to
evaluate the efficacy of our defense framework. CelebA-HQ
contains 30,000 high-resolution face images at 1024×1024
resolution, while FFHQ includes 70,000 high-resolution im-
ages of faces. For our experimental configuration, we initially
resize these images to 256×256 pixels and subsequently se-
lect 1,000 facial images at random, ensuring they belong to
diverse identities, for the purpose of assessment.

Implementation Details: In the experiments, we eval-
uate the performance of the proposed defense framework
on two distinct DeepFake tasks: attribute editing and face
reenactment. To this end, we select four representative Deep-

Fake models: GAN-based StarGAN [12] and diffusion-based
DiffAE [13] for attribute editing, as well as GAN-based
GANimation [14] and diffusion-based Face-Adapter [15]
for face reenactment. Specifically, StarGAN edits hair color
across three categories (black, blonde, brown), while Dif-
fAE modifies gender and age. For reenactment, GANimation
and Face-Adapter each control two facial action units to
manipulate expressions.

We utilize DDIM as the sampler for Stable Diffusion,
configuring it with 50 sampling steps. To optimize the latent
code zt, we employ the Adam optimizer with a learning
rate of 5e-2 and set the number of iterations to 100. The
hyperparameters α, β, and λ are assigned values of 0.5,
0.5, and 10, respectively. All experimental procedures are
performed on a single NVIDIA GeForce RTX 3090 GPU.

Evaluation Metrics: To thoroughly evaluate the defense
capabilities of our framework against various types of Deep-
Fake attacks, we employ a range of evaluation metrics. For
facial attribute editing, we utilize a facial recognition model
[36] to extract facial features from both the input and out-
put of each attribute editing operation, and then calculate
the cosine similarity between the extracted feature vectors.
Furthermore, we assess the effectiveness of the defense by
computing the mean squared error (MSE) between the input
and output images generated by StarGAN and DiffAE. In the
case of face reenactment, we determine the Euclidean distance
between the feature vectors extracted by a facial landmark
detection model [37] from each facial expression operation
image. Additionally, we evaluate the defense performance
by calculating the mean absolute error (MAE) between the
input and output images of GANimation and Face-Adapter.
To assess the visual quality of the protected facial images, we
use several metrics including the Structural Similarity Index
Measure (SSIM) [38], Peak Signal-to-Noise Ratio (PSNR)
[39], Learned Perceptual Image Patch Similarity (LPIPS)
[40], and Mean Squared Error (MSE).

Comparisons: Given that latent space reconstruction as a
defense strategy against DeepFakes is an emerging area with
scarce research, we primarily benchmark our method against
LAE [21] and LOFT [22], both of which leverage GAN latent
spaces. As a reference for comparison, we also include several
representative methods that introduce perturbations in the
pixel space, namely AdvNoise [8], FOUND [19], and KGAD
[16].

4.2 Defense Effectiveness Evaluation

In this section, we evaluate the effectiveness of the proposed
DiffDefend framework against two different types of Deep-
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Table 1 The quantification results of different defense methods against StarGAN and DiffAE on CelebA-HQ and FFHQ. The best results
in each group are highlighted in bold.

Dataset Method StarGAN DiffAE
Black↑ Blonde↑ Brown↑ MSE↓ Gender↑ Age↑ MSE↓

CelebA-HQ

Original 0.756 0.740 0.775 0.045 0.524 0.573 0.063
AdvNoise [8] 0.773 0.759 0.792 0.031 0.592 0.635 0.042
FOUND [19] 0.778 0.764 0.796 0.029 0.607 0.648 0.038
KGAD [16] 0.883 0.871 0.902 0.016 0.721 0.757 0.024
LAE [21] 0.770 0.745 0.794 0.027 0.713 0.736 0.025

LOFT [22] 0.926 0.925 0.928 0.003 0.843 0.826 0.021
Ours 0.948 0.949 0.956 0.006 0.874 0.883 0.016

FFHQ

Original 0.738 0.742 0.757 0.043 0.516 0.568 0.065
AdvNoise [8] 0.759 0.761 0.775 0.035 0.615 0.645 0.046
FOUND [19] 0.768 0.765 0.780 0.031 0.624 0.653 0.041
KGAD [16] 0.876 0.871 0.885 0.018 0.732 0.761 0.029
LAE [21] 0.774 0.758 0.767 0.026 0.698 0.710 0.032

LOFT [22] 0.921 0.923 0.919 0.007 0.823 0.832 0.024
Ours 0.934 0.936 0.940 0.007 0.872 0.876 0.013

Fig. 3 Visual examples of DiffDefend applied to StarGAN and
DiffAE attribute manipulation. The first and third rows show attribute
manipulations on the original images, including alterations in hair
color (black, blond, brown), gender, and age. The second and fourth
rows show attribute manipulations on face images protected by
the DiffDefend method. It is evident that DiffDefend successfully
protects the face images from manipulation, preserving their original
characteristics.

Fakes. Defense performance is quantified by measuring the
discrepancy between the original face image and the manipu-
lated output produced by the deepfake model when applied to
our protected image. A smaller discrepancy indicates stronger
defense capability, as it reflects the attacker’s reduced success
in altering facial content.

In the facial attribute editing task (Fig. 3), both StarGAN
and DiffAE successfully manipulated attributes such as hair
color, age, and gender in original facial images. However,
when applied to images protected by our method, these
models failed to produce the intended attribute changes.
This result confirms that our approach effectively preserves
facial attributes against malicious edits while maintaining
high visual similarity to the original images. The quantitative

Table 2 The quantification results of different defense methods on
CelebA-HQ and FFHQ against GANimation and Face-Adapter. The
best results in each group are highlighted in bold.

Dataset Method GANimation Face-Adapter
AU1↓AU2↓MAE↓AU3↓AU4↓MAE↓

CelebA-
HQ

Original 3.82 3.67 0.085 4.57 4.67 0.092
AdvNoise [8] 1.65 1.58 0.016 1.75 1.68 0.035
FOUND [19] 1.59 1.52 0.015 1.70 1.62 0.033
KGAD [16] 1.57 1.50 0.014 1.68 1.59 0.032
LAE [21] 2.58 2.51 0.020 3.09 2.74 0.038

LOFT [22] 1.63 1.60 0.015 1.69 1.53 0.032
Ours 1.42 1.37 0.009 1.47 1.41 0.026

FFHQ

Original 3.95 3.82 0.087 4.59 4.71 0.087
AdvNoise [8] 1.78 1.62 0.018 1.79 1.72 0.033
FOUND [19] 1.74 1.58 0.017 1.73 1.65 0.032
KGAD [16] 1.69 1.55 0.016 1.71 1.61 0.031
LAE [21] 2.63 2.58 0.019 3.21 2.68 0.036

LOFT [22] 1.67 1.59 0.016 1.71 1.57 0.033
Ours 1.49 1.39 0.009 1.46 1.33 0.027

findings are presented in Table 1. The first row provides
reference results obtained by feeding original images directly
into StarGAN and DiffAE. The table lists the cosine similarity
between the feature vectors extracted from the input and output
images for each attribute editing operation (black hair, blond
hair, brown hair, gender, and age). A higher similarity score
indicates that the input and output images from StarGAN
and DiffAE are closer in terms of their features, reflecting
a stronger defense capability. Furthermore, we measure the
defense effectiveness by computing the mean squared error
(MSE) between the input and output images for each of
the five attribute editing operations. A lower MSE indicates
superior defense performance. As shown in Table 1, our
method exhibits superior defense ability across both StarGAN
and DiffAE models on the CelebA-HQ and FFHQ datasets,
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Fig. 4 Visual examples of DiffDefend defending against GANima-
tion and Face-Adapter. The first row displays four target expressions.
The second row illustrates the expression manipulations applied to
the original images. The third row presents the expression manip-
ulations on face images protected by DiffDefend. It is clear that
DiffDefend effectively prevents the face images from undergoing
expression changes, maintaining the integrity of the original facial
features.

consistently obtaining the highest cosine similarity scores
across all five attribute operations compared to baseline
approaches. Although the MSE for StarGAN is slightly higher
than the LOFT method by 0.003, our method still exhibits the
best overall defense performance.

For the facial reenactment task, we evaluated our method
using four images of the target face exhibiting different fa-
cial expressions, labeled as AU1 to AU4. As illustrated in
Fig. 4, GANimation and Face-Adapter successfully edits
the expression of the original image, but its performance
significantly drops when attempting to edit the protected face
images generated by our method, indicating that GANimation
and Face-Adapter is incapable of successfully altering the
facial expressions of these images. The numerical results are
presented in Table 2, which presents the Euclidean distance
between the feature vectors extracted from the input and
output images for each AU operation. A lower value indicates
fewer changes. Additionally, since facial expression editing
typically affects sparse regions of the face, Table 2 also
shows the Mean Absolute Error (MAE) between the input
and output images of the four AU operations in GANimation
and Face-Adapter. A lower MAE indicates better defense
performance. As evident from Table 2, our method surpasses
the comparison methods for all four AU operations across
two datasets, demonstrating robust defense capabilities.

4.3 Visual Quality Evaluation

The goal of proactive defense against deepfake not only
requires the protected facial image to resist deepfake models
but also demands that the protected facial image visually
resembles the original image. Fig. 5 presents visualizations

Fig. 5 The visualization of different proactive defense methods
applied to protected face images. The first column displays the
original clean face images. The second column shows results from a
pixel-space-based method, which introduces visible noise artifacts.
The third column presents outputs from a GAN latent-space-based
approach, exhibiting slight but noticeable facial distortions. The
fourth column illustrates our method, which neither introduces extra
noise nor alters the face, providing a faithful reconstruction of the
original face. Please zoom in for a better view.

Table 3 The quantification results of different defense methods
on the visual quality for attribute editing and face reenactment. The
best results are highlighted in bold.

Task Method SSIM↑ PSNR↑ LPIPS↓ MSE↓

Attribute
Editing

AdvNoise [8] 0.8152 27.83 0.2713 0.0165
FOUND [19] 0.8281 28.42 0.2450 0.0138
KGAD [16] 0.8324 28.75 0.2331 0.0127
LAE [21] 0.6200 21.19 0.3570 0.0360

LOFT [22] 0.7860 28.26 0.1680 0.0070
Ours 0.8524 31.04 0.0965 0.0009

Face
Reenact
-ment

AdvNoise [8] 0.8261 27.94 0.2805 0.0158
FOUND [19] 0.8390 28.60 0.2510 0.0132
KGAD [16] 0.8433 28.93 0.2394 0.0120
LAE [21] 0.6360 22.91 0.2670 0.0250

LOFT [22] 0.7720 27.70 0.1620 0.0080
Ours 0.9027 31.59 0.0690 0.0010

of protected images generated through various methods.
Pixel-space-based methods directly apply perturbations to
the image surface, whereas GAN latent-space-based methods
introduce perturbations within the GAN latent space. As
Fig. 5 illustrates, pixel-space methods result in a noticeable
layer of noise on the surface of the protected facial image.
Although GAN latent-space methods avoid additional noise,
they slightly alter facial features during reconstruction, leading
to a loss of fidelity in the protected image compared to
the original. Conversely, our method achieves unparalleled
reconstruction quality: the protected image remains free of
extraneous noise and retains a high degree of fidelity to
the original, thereby ensuring both visual coherence and
robustness.

Our proposed method, like LAE [21] and LOFT [22],
involves latent space reconstruction of images. However,
while LAE and LOFT utilize the latent space of GANs,
our approach exploits the latent space of diffusion models.
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Despite this distinction, all three methods aim to achieve
faithful and realistic reconstruction of the original image,
ensuring perceptual similarity between the reconstructed and
input images. To quantify the quality of the reconstructed
images, we utilize four visual quality metrics: SSIM [38],
PSNR [39], LPIPS [40], and MSE.

As shown in Table 3, our method outperforms the com-
parison methods across all four visual quality evaluation
metrics for both types of DeepFake tasks. This highlights the
superior imperceptibility of our defense method, as well as
the enhanced visual quality of the images generated by the
diffusion model. Specifically, these images exhibit greater
clarity, realism, and perceptual fidelity compared to those
generated by GANs. These results underscore the efficacy
of our approach in maintaining high visual standards while
achieving powerful defense against DeepFake generation.

Table 4 The quantitative results of DiffDefend under different
image processing operations.

Processing Parameters MSE↓ MAE↓
None – 0.006 0.009

JPEG Compression

30 0.022 0.030
50 0.018 0.025
70 0.013 0.018
90 0.011 0.013

Gaussian Blur

0.3 0.017 0.027
0.4 0.021 0.028
0.5 0.025 0.031
0.6 0.027 0.033

Gaussian Noise

0.01 0.009 0.013
0.03 0.015 0.022
0.05 0.021 0.029
0.07 0.026 0.035

Resizing

3/4 0.014 0.020
5/4 0.011 0.016
3/2 0.008 0.012
7/4 0.013 0.016

4.4 Robustness to Image Processing Operations

In real-world deployment, facial images are frequently subject
to various post-processing operations, making robustness
against such transformations essential for practical viability.
To evaluate this aspect, we apply a series of common image
processing techniques-including JPEG compression, Gaus-
sian blur, Gaussian noise, and resizing-to the protected images
generated by DiffDefend. As summarized in Table 4, our
method demonstrates strong robustness across these trans-
formations. Although defensive performance experiences a
slight degradation under stronger processing intensities, the
framework retains sufficient capability to effectively disrupt
deepfake generation.

This robustness primarily benefits from our proposed strat-
egy of applying discrete wavelet transform (DWT) to the
latent code and injecting adversarial perturbations into its
low-frequency subband. Since most practical image transfor-
mations predominantly affect high-frequency content while
preserving low-frequency structures, perturbations embedded
in this domain demonstrate greater survivability under var-
ious processing conditions, thereby ensuring both effective
defense and high visual fidelity.

Table 5 Transferability for defending against different deepfake
models (MSE↓)

Test \ Train Original (StarGAN) DiffDefend (StarGAN)
StarGAN 0.045 0.006
AttGAN 0.063 0.013
AGGAN 0.042 0.029

HiSD 0.051 0.034

4.5 Transferability Evaluation

The transferability of protective adversarial perturbations is
crucial for real-world deployment, especially in black-box
scenarios where only a single deepfake generator is accessible
to the defender. In such settings, the generalization capability
of adversarial examples across diverse manipulation models
becomes essential. To evaluate this property, we randomly
select 300 images from the CelebA-HQ dataset and generate
adversarial perturbations against StarGAN using our method.
These protected images are subsequently applied to other
unseen manipulation models-including AttGAN, AGGAN,
and HiSD-for transferability assessment.

As shown in Table 5, our method achieves strong defensive
performance against StarGAN, reducing the MSE from 0.045
to 0.006, while also demonstrating notable transferability
to unseen models. Specifically, the MSE decreases from
0.063 to 0.013 on AttGAN, from 0.042 to 0.029 on AGGAN,
and from 0.051 to 0.034 on HisD-even though no dedicated
transferability module is incorporated. These results indicate
that our latent-space perturbation strategy generalizes effec-
tively across diverse deepfake generators, offering reliable
protection even in challenging black-box scenarios.

4.6 Ablation Study

Different loss functions are crucial for both image recon-
struction quality and defense performance. Table 6 presents
the ablation study results on attribute editing and face reen-
actment task, evaluating the impact of combining pixel loss
and semantic loss on defense performance and image qual-
ity. The findings reveal that utilizing only pixel loss yields
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Table 6 Ablation Study on the Impact of Pixel Loss and Semantic Loss. The best results are highlighted in bold.

Pixel loss Semantic loss Attribute Editing Face Reenactment
MSE↓ SSIM↑ PSNR↑ LPIPS↓ MAE↓ SSIM↑ PSNR↑ LPIPS↓

✓ ✗ 0.012 0.8354 28.31 0.1253 0.019 0.8594 29.86 0.1049
✗ ✓ 0.018 0.8026 28.04 0.1329 0.023 0.8433 30.03 0.1295
✓ ✓ 0.006 0.8524 31.04 0.0965 0.009 0.9027 31.59 0.0690

Fig. 6 Robustness comparison under different image transformations using three perturbation strategies: low-frequency perturbation,
full-latent perturbation, and high-frequency perturbation. (a) MSE results. (b) MAE results. Lower values indicate better defense performance
under transformations.

Table 7 Sensitivity Analysis of α and β on Defense Performance.
α β SSIM↑ PSNR↑ LPIPS↓ MSE↓ MAE↓

0.1 0.9 0.8263 30.32 0.0927 0.009 0.012
0.3 0.7 0.8375 29.79 0.0931 0.010 0.012
0.5 0.5 0.8524 31.04 0.0965 0.006 0.009
0.7 0.3 0.8524 30.92 0.1192 0.012 0.015
0.9 0.1 0.8521 30.86 0.1246 0.012 0.014

relatively high SSIM and PSNR values; however, the LPIPS
metric remains suboptimal, and the defense performance is
constrained. When only feature loss is applied, all metrics de-
grade significantly, particularly PSNR and LPIPS, suggesting
that relying solely on semantic loss is insufficient for effec-
tively defending against attacks. In contrast, the combined
use of pixel loss and semantic loss substantially improves
both defense performance and image quality, with particularly
noticeable enhancements in LPIPS and PSNR. Overall, the
results clearly demonstrate that the synergistic combination of
pixel loss and semantic loss is essential for achieving optimal
defense performance and preserving high visual quality. By
simultaneously addressing low-level pixel differences and
high-level perceptual features, our method effectively bal-
ances fidelity and robustness, leading to superior performance
against a variety of deepfake models. This finding further
underscores the importance of multi-level optimization in
enhancing proactive defense strategies.

To investigate the impact of the weighting parameters
α and β on defense performance and visual quality, we
conducted a sensitivity analysis, with results shown in Table 7.
Here, α and β control the balance between the pixel-level
and semantic-level components in the visual and adversarial

losses, respectively. As observed, when α = 0.5 and β = 0.5,
the framework achieves the best overall performance: SSIM
reaches 0.8524, PSNR is 31.04, and both MSE and MAE
attain their minimum values, indicating that high visual
fidelity is maintained while effectively defending against
deepfake attacks. Lower α values tend to degrade pixel-
level fidelity, whereas higher α values may underemphasize
semantic-level constraints, potentially reducing adversarial
effectiveness. Overall, this experiment demonstrates that
appropriately setting α and β achieves a favorable trade-
off between visual quality and defense capability, providing
empirical guidance for the multi-level loss design.

To further verify the effectiveness of the proposed pertur-
bation strategy, we compare three strategies: low-frequency,
full-latent, and high-frequency perturbations under various
image transformations, including JPEG compression, Gaus-
sian blur, Gaussian noise, and resizing. As shown in Fig. 6,
the low-frequency perturbation consistently achieves the low-
est MSE and MAE values, demonstrating its superiority in
preserving defense performance under both lossy compres-
sion and geometric distortions. In contrast, the high-frequency
perturbation yields the highest errors, suggesting that modi-
fications in the high-frequency domain are highly sensitive
to common transformations. The full-latent perturbation ex-
hibits intermediate performance but still lags behind the
low-frequency approach. These results validate the neces-
sity of restricting perturbations to the low-frequency latent
components, which not only enhance robustness against real-
world transformations but also maintain imperceptible visual
quality.
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5 Conclusion
In this paper, we propose DiffDefend, a novel three-stage
proactive defense framework against deepfake attacks. This
paper enhances defense stealth and preserves visual fidelity
by injecting adversarially optimized perturbations into the
low-frequency components of diffusion latent codes. Unlike
pixel-space perturbation methods, our framework leverages
the strong generative prior of diffusion models, where op-
erating in the low-frequency subspace ensures robustness to
common image transformations while minimizing percep-
tible artifacts. Extensive experimental results demonstrate
that DiffDefend achieves strong performance across two rep-
resentative deepfake tasks-facial attribute editing and face
reenactment-effectively mitigating attacks while maintaining
high visual consistency with the original images, demon-
strating both robust defensive capability and broad practical
applicability.

While the current framework has demonstrated excellent
performance, we recognize that deepfake attack and defense
constitute an ongoing and evolving technological contest. To
ensure the long-term effectiveness of the defense system, this
paper further explores the adaptive evolution potential of the
DiffDefend framework. In the future, the framework could
employ online learning or incremental learning mechanisms
to dynamically fine-tune the perturbation generation module
using newly emerging adversarial samples, thereby countering
continuously advancing generative models. Concurrently, it
would be valuable to explore content-aware dynamic defense
strategies that adaptively adjust perturbation patterns based
on the semantic context of the image, achieving an intelli-
gent balance between defensive strength and visual quality.
Furthermore, researching how to effectively integrate this
framework with other lightweight defense paradigms—such
as digital watermarking and feature-space disruption—to
construct a multimodal, redundant, and collaborative defense
system represents a crucial direction for enhancing its gener-
alization capability against unknown attacks. These adaptive
strategies aim to transform DiffDefend from an outstanding
static defense solution into an intelligent defense ecosys-
tem capable of continuous learning, dynamic adjustment,
and multi-strategy coordination, thereby maintaining endur-
ing and robust protective value in a rapidly changing threat
landscape.
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