
 

Efficient Privacy-Preserving Streaming Histogram Publication
via Sampling-Based Shuffled Method

Xiao Zheng, Yimin Jin, Xiujun Wang*, and Zixia Liu

Abstract: The rapid growth of web technologies and the industrial Internet has resulted in massive data streams

that are essential for real time decision-making applications. A critical challenge lies in dynamically publishing

histograms for the most recent w elements within sliding windows while ensuring individual privacy protection.

Although  Shuffle  Differential  Privacy  (SDP)  provides  strong  privacy  guarantees,  existing  methods  for  SDP

histograms  face  huge  time  and  space  overhead,  as  they  require  caching  all  sliding  window  elements.  This

limitation hinders their  practicality in large-scale,  real  time settings.  To overcome these limitations,  this paper

proposes  Sampling-based  Shuffle  Differential  Privacy  (SSDP),  an  efficient  algorithm  for  the  publication  of

privacy-preserving  histogram.  Central  to  SSDP  is  the  Online  Sampling  Sketch  Structure  (OSSS),  which

dynamically  captures  essential  data  patterns  from  streaming  windows  through  adaptive  sampling,  enabling

approximate  histogram  generation  with  dramatically  reduced  time  and  space  complexities.  To  counter

advanced  privacy  threats,  SSDP  integrates  targeted  noise  injection  and  a  hash-optimized  Generalized

Randomized Response (GRR) mechanism, providing robust defenses against shuffling and publisher collusion

attacks. Moreover, a correlated unbiased estimation mechanism enhances both privacy preservation and data

utility. Extensive experiments on real-world datasets demonstrate the superiority of SSDP, achieving up to 40%

reduction in processing time compared to state-of-the-art methods, with minimal loss in utility.
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1　Introduction

The  rapid  growth  of  network  technologies  and  the
widespread  adoption  of  the  industrial  Internet  have
significantly  increased  the  volume  of  data  generated
across  various  sectors.  This  surge  in  data  generation
presents both opportunities and challenges, particularly

in the context of real time analytics. One crucial aspect
of  data  analysis  involves  the  publication  of  statistical
summaries,  such  as  histograms,  which  capture  the
distribution  of  data  over  time and  enable  applications,
such  as  anomaly  detection,  trend  analysis,  and
predictive  modeling[1–4].  However,  publishing
histograms,  with  their  possible  privacy  risks,  has
become  a  major  issue.  The  continuous  stream  of
sensitive  information  allows  adversaries  to  exploit
temporal  correlations  between  consecutive  data
points,  potentially  leading  to  severe  privacy  breaches
such  as  identity  theft  or  unauthorized  profiling[5, 6].
As  a  result,  histograms  must  now  be  secure  in
terms  of  personal  privacy  in  addition  to  providing
meaningful  and  accurate  statistical  summaries  of
streaming data.
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To address these concerns, Differential Privacy (DP)
has  become  a  widely  accepted  approach  for  ensuring
individual  privacy  in  data  analysis.  By  providing  a
mathematical guarantee that the inclusion or exclusion
of any individual’s  data will  not  significantly alter  the
outcome  of  a  computation,  DP  enables  data  analysis
without  compromising  privacy[7].  Local  Differential
Privacy  (LDP),  in  particular,  has  gained  traction  in
applications, such as Google’s RAPPOR[8] and Apple’s
differential  privacy  techniques,  as  it  allows  for  the
collection  of  valuable  statistical  information  without
requiring  access  to  raw  data.  While  these  approaches
are  effective  in  preserving  privacy,  they  encounter
significant  challenges  when  applied  to  streaming  data
due  to  the  dynamic  nature  of  data  and  the  large
volumes involved.

Specifically,  traditional  DP  methods,  such  as  the
Laplace  mechanism[9] and  NoiseFirst[10],  are  often
inefficient  for  streaming  data.  These  techniques
typically  require  substantial  memory  to  store  large
portions  of  the  data,  making  them impractical  for  real
time  applications,  where  data  streams  are  continuous
and  unbounded.  Furthermore,  many  dynamic  data
stream  methods,  such  as  RAPPOR  and  AUE[3],  trade
off  processing  efficiency  in  exchange  for  maintaining
privacy  and  data  utility.  For  instance,  regression
techniques  used  in  RAPPOR  or  One-Hot  encoding
employed  by  AUE  introduce  a  linear  relationship
between  communication  costs  and  the  data  value
domain, further exacerbating the system’s inefficiency.
Moreover,  the  traditional  differential  privacy  model
faces  the  drawbacks  of  the  model  itself,  e.g.,  DP
requires  a  trusted  third  party,  LDP  is  limited  by  the
number  of  users.  In  short,  for  dynamic data  scenarios,
existing  histogram  publishing  methods  based  on
traditional  differential  privacy  models  still  lack  a
complete solution to address the above challenges.

A  promising  alternative  to  these  challenges  is  the
Shuffle  Differential  Privacy  (SDP)  framework,
introduced by Bittau et  al.[7],  SDP strengthens privacy
protection by locally perturbing the data  and shuffling
them  before  processing,  which  not  only  mitigates  the
risk of individual re-identification but also reduces the
impact of user count on accuracy, without the need for
a trusted third party. While this method offers stronger
privacy  guarantees,  its  application  to  real  time,  large-
scale data streams remains under explored.

Considering  that  sampling  can  be  approximated  as
incomplete  shuffling  and  that  the  sampling  process

itself can be efficient. Consequently, a Sampling-based
Shuffle  Differential  Privacy  (SSDP)  algorithm  is
proposed  in  this  paper  to  overcome  both  model  and
time-space constraints. Through the combination of DP
advantages and efficient sampling techniques, the time
and  space  complexities  traditionally  associated  with
SDP  in  streaming  data  applications  are  effectively
reduced. Specifically, random sampling techniques are
utilized  to  extract  statistical  summaries  from  data
streams  while  strong  privacy  guarantees  are
maintained.  Computational  overhead  is  minimized
through  the  implementation  of  an  Online  Sampling
Sketch Structure (OSSS), where dynamic adjustment of
the  sampling  rate  is  achieved  based  on  real  time
feedback,  thereby  establishing  an  optimized  balance
between accuracy and efficiency.

Our  approach  significantly  improves  upon  existing
methods  by  ensuring  that  the  privacy-preserving
histograms generated under  the  sliding window model
can  be  efficiently  published  in  real  time,  without
clearly  sacrificing  data  utility  or  privacy.  Theoretical
analysis  of  the  SSDP  algorithm  demonstrates  that  it
provides  strong  differential  privacy  guarantees,  while
experimental results confirm that it achieves substantial
improvements  in  terms  of  both  time  and  space
efficiency  compared  to  traditional  methods.  These
findings  position  SSDP  as  an  effective  solution  for
privacy-preserving  streaming  data  analysis,  offering  a
practical  method  for  histogram  publication  in  large-
scale, real time environments.

In summary, the main contributions of this paper are
as follows:

● The SSDP algorithm is proposed, which integrates
DP  based  on  shuffling  with  efficient  sampling
techniques to achieve publication of a histogram in real
time that preserves privacy from streaming data.

●  An  OSSS  is  introduced,  which  is  designed  to
reduce time and space complexities.

●  Detailed  theoretical  analysis  and  experimental
evaluation  are  presented,  demonstrating  the
effectiveness  of  SSDP  in  terms  of  privacy  protection
and computational efficiency.

The remainder of this paper is organized as follows:
Section  2 reviews  related  work  in  privacy-preserving
streaming data analysis,  highlighting the limitations of
existing methods. Section 3 presents the system model
and  theoretical  framework.  Section  4 describes  the
SSDP  algorithm  and  its  privacy  analysis.  Section
5 presents  experimental  results  that  validate  the
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proposed  method.  Finally,  Section  6 concludes  the
paper.

2　Related Work

This  section  provides  an  overview  of  related  work  on
privacy-preserving data stream publishing, particularly
in  the  context  of  DP  and  LDP.  Given  that  static  data
stream  methods  cannot  directly  handle  continuous
counting  queries,  existing  research  can  be  broadly
classified  into  two  categories:  methods  for  static  data
and methods for dynamic data streams.

2.1　Methods for static data

Static  data  stream  publishing  methods  are  well-
established,  with  a  primary  focus  on  publishing  data
with  high  accuracy  while  preserving  privacy  and
maintaining  data  integrity.  One  of  the  key  research
areas is grouping, specifically, determining the number
and  structure  of  groups.  For  instance,  Qardaji  et  al.[4]

proposed  a  layered  approach  that  transforms
histograms into a binary tree, ensure that the number of
nodes  used  in  any  range  query  does  not  exceed  the
number  of  nodes  minus  one  multiplied  by  the  tree
height.  This  significantly  reduces  the  Mean  Squared
Error  (MSE)  of  range  queries.  Xu  et  al.[10] introduced
the  NoiseFirst  and  StructureFirst  algorithms,  both  of
which use dynamic programming to derive the optimal
histogram. However, these methods focus solely on the
reconstruction error introduced by grouping and do not
account  for  the  noise  error  resulting  from the  Laplace
mechanism.

Another  significant  issue  in  static  methods  is  the
merging of data. Acs et al.[2] proposed the P-HPartition
algorithm,  which  balances  reconstruction  and  noise
errors  using  a  greedy  binary  strategy.  However,  this
approach  only  merges  adjacent  buckets  with  similar
counts  and  fails  to  consider  global  bucket  count
relationships.  Similarly,  Kellaris  et  al.[11] introduced
the GS algorithm,  which suggests  that  grouping based
on ordered histograms can reduce reconstruction errors,
but its simple equal-width interval segmentation results
in  considerable  errors.  In  their  work,  Cheu  and
Zhilyaev[12] proposed  an  approximate  histogram
protocol  that  uses  randomization  to  achieve  a
simplified privacy protection structure.

2.2　Methods for dynamic data

In contrast to static data, dynamic data streams require
continuous  updates  as  new  data  arrive.  These  updates

must  maintain  the  balance  between  availability,
privacy, and the efficient allocation of privacy budgets.
However,  the  real  time  requirements  of  dynamic  data
publishing,  combined  with  the  high  memory
consumption  of  traditional  methods,  make  static
differential  privacy  mechanisms  unsuitable  for
dynamic  stream  settings.  As  such,  the  definition  of
differential  privacy  must  be  extended  for  streaming
contexts.

w

Recent  advancements  in  dynamic  data  stream
publishing  have  classified  DP  techniques  into  three
categories  based  on  privacy  granularity:  event-level,
user-level,  and -event-level  privacy.  Early  research
focused  on  event-level  and  user-level  privacy.  Event-
level  DP protects  individual  events in the data stream,
while  user-level  DP hides  all  events  associated  with  a
particular user. For example, Dwork et al.[13] proposed
a  binary  tree-based  DP  algorithm  for  finite  streams.
Chan  et  al.[14] applied  the  same  approach  to  generate
partial sums of binary counts in both finite and infinite
streams. Additionally, Dwork[15] introduced a cascaded
buffer  counter  with  event-level  DP,  which  adapts  to
varying stream densities. Bolot et al.[16] introduced the
concept  of  attenuated  privacy,  gradually  reducing  the
privacy cost of past data.

On  the  other  hand,  user-level  DP,  as  introduced  by
Chen  et  al.[17],  extends  DP  to  multidimensional  query
settings  and  formalizes  user  privacy  protection  for
connected data tuples. Xu et al.[18] also introduced user
level  LDP  to  handle  multidimensional  analytical
queries,  in  order  to  formalize  and protect  user  privacy
when  publishing  data  tuples  connected  by  users.
However, event-level privacy alone is insufficient, as it
fails  to  address  the  privacy  risks  posed  by  users
participating in multiple events.

w

w

w

To  tackle  these  challenges,  more  recent  work  has
shifted  towards -event-level  DP,  which  provides
privacy  guarantees  for  any  time  window consisting  of
two  consecutive  time  instances.  Perrier  et  al.[19] used
contribution  limitation  techniques  to  truncate  the  data
stream  in  order  to  improve  utility  and  provide  event
level privacy. Ren et al.[20] proposed a new concept of
average -event privacy and an infinite stream privacy
protection  scheme  based  on  Lyapunov  optimization,
ensuring  data  privacy  and  high  practicality.  Kellaris
et  al.[21] proposed  a  solution  to  handle  infinite  data
streams  while  preserving -event  privacy.  This
approach has gained traction due to its ability to protect
a  meaningful  range  of  data  without  overburdening the
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system. For example, Ye et al.[22] introduced a method
based on LDP that combines -event DP with practical
data  stream  protection.  Similarly,  Wang  et  al.[23]

proposed  RescueDP,  a  multi-dimensional  data  stream
mechanism  that  applies -event  DP  to  group  similar
dimensions.  Wang  et  al.[24] proposed  a  pattern  aware
data stream collection mechanism based on the -event
LDP metric, and so on.

Despite  these  advancements,  many  of  the  existing
dynamic data stream methods still rely on DP or LDP.
Both  approaches  either  rely  on  trusted  aggregators  or
suffer  from significant  efficiency  losses  due  to  LDP’s
higher  privacy  costs.  Furthermore,  to  the  best  of  our
knowledge,  few studies  have explored the use of  SDP
in dynamic data stream processing.

In  summary,  existing  methods  for  histogram
publication  over  data  streams  encounter  significant
challenges. Approaches based on DP or LDP often fail
to  strike  an  efficient  balance  between  privacy  and
accuracy,  and  they  struggle  to  scale  to  high-speed
streams  where  data  arrive  rapidly  and  distributions
evolve continuously. Furthermore, methods that rely on
caching  all  elements  within  a  sliding  window  suffer
from  prohibitive  space  and  time  complexities,
rendering  them  impractical  for  real  time,  large-scale
applications. These limitations underscore the need for
the SSDP algorithm, which provides a highly efficient,
scalable  solution  for  dynamic,  privacy-preserving
histogram publication in real time environments.

3　System Model and Problem Definition

This  section  begins  by  introducing  the  system  model
for  histogram  publication  in  data  streams  within  the
SDP  framework.  It  then  presents  the  essential
definitions and concepts required to formally formulate
the problem. Finally, a formal definition of the studied
histogram publication problem is provided.

3.1　System model

The  system  model  for  privacy-preserving  histogram
publication in data streams within the SDP framework
consists of three main components[7]: the user side, the
shuffler side, and the publisher side. These components
interact  to  generate  and  publish  histograms  from
streaming  data  while  preserving  privacy.  The  roles  of
each  component  are  as  follows  (refer  to Fig.  1 for  a
visual representation):

● The user side perturbs the raw data before sending
it to the shuffler.  This perturbation introduces noise to

protect  individual  privacy  by  obscuring  sensitive
information.

●  The  shuffler  side  receives  the  perturbed  data  and
performs  a  shuffling  operation  to  decouple  the  data
from its  original  source,  ensuring  that  the  relationship
between data and source is obfuscated.

●  The  publisher  side  aggregates  the  shuffled  data
and publishes the resulting histograms, which represent
aggregate  information  about  the  data  stream  while
ensuring privacy preservation.

In  the  model[25],  both  the  publisher  and  the  shuffler
are  assumed  to  be  honest  but  curious,  meaning  they
adhere  to  the  protocol  but  may  attempt  to  infer
sensitive  information  from  the  data.  However,  the
privacy  guarantees  of  the  SDP  framework  limit  their
ability to do so.

3.2　Privacy definitions

This  subsection  introduces  the  privacy  definitions  that
underpin  the  histogram  publication  problem  under
SDP,  providing  the  theoretical  foundation  for  the
privacy guarantees of our approach.

Z
(ε, δ) D
D′ R

Definition  1  (DP[9])　 An  algorithm  satisfies
-DP if, for any pair of neighboring datasets  and

,  and  any  output  set ,  the  following  condition
holds: 

Pr [Z(D) ∈R] ⩽ eε ·Pr [Z(D′) ∈R]+δ,

D D′

i D = D′− i ε
δ

where both  and  are datasets containing user data
records,  the  only  difference  is  that  the  two  datasets
differ only at one user record  (i.e., ),  is the
privacy budget,  and  is  the constraint parameter used
to relax the inequality equality condition.

D =
e1, e2, . . . , et, . . . et = (t, vt)

t vt

t

Definition 2 (Data stream[13])　A data stream 
,  consists  of  data  points ,

where  represents the timestamp and  is the value of
the data point at .

D t
Definition  3  (Sliding  window[21])　 A  sliding

window over a data stream  at  consists of the most

 

 
Fig. 1    Overview of system model.
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t
recent  data points. Formally, the sliding window 
at  is defined as 

Wt = (et−w+1, et−w+2, . . . , et),

w t ⩾ wwhere  is  the  window  size  and  is  the  current
timestamp.

w
Dt D′t w

i1 i2

i2− i1+1 ⩽ w
w

Definition 4 ( -neighboring[21])　Two data stream
prefixes  and  are -neighboring if they differ by
at most one data point. Specifically, if  and  are the
indices  where the streams differ,  they must  satisfy the
condition ,  ensuring  the  difference  is
localized within a sliding window of size .

w
M w

w Dt D′t
R′

Definition  5  ( -event  privacy[21])　 A  privacy-
preserving  algorithm  satisfies -event  DP  if,  for
any -neighboring stream prefixes  and , and any
output set , the following condition holds: 

Pr [M (Dt) ∈R′] ⩽ eε ·Pr [M (D′t) ∈R′].
M

ε

This ensures that the outputs of  do not reveal more
information  than  permitted  by  the  privacy  budget 
about  the  individual  data  points  within  the  stream
prefix.

L = {0,1}

v ∈ L
(v) (v)

v p
v′ ∈ L v′ , v 1− p

ζ = |L|

Definition  6  (Generalized  Randomized  Response
(GRR)[26])　 The  basic  mechanism  in  LDP  is  called
randomized  response.  It  is  introduced  for  the  binary
case  (i.e., ),  but  can  be  easily  generalized.
Here  we  describe  the  generalized  version  of  random
response.  In  GRR,  each  user  with  private  value 
sends GRR  to the server, where GRR  outputs the
true value  with probability , and a randomly chosen

 where ,  with  probability .  Denote  the
size of the domain as , we have 

Pr [GRR(v) = y] =


eε

eε+d−1
, if y = v;

1
eε+d−1

, if y , v
(1)

(ε, δ)
n ui vi

vi

R
S

A

K = (R, S, A) (ε, δ)
R

Definition  7  ( -SDP[25])　 Consider  a  system
with  users, where each user  holds local data  (in
the  context  of  data  streams,  can  represent  either  a
single data point or a substream of data). Let  denote
the  mechanism  used  for  perturbing  the  data, 
represent the shuffling operation, and  be the analysis
function  that  computes  summary  statistics.  An
algorithm  satisfies -SDP if, for any
output set , the following condition holds: 

Pr [S (K) ∈R] ⩽ eε ·Pr [S (K′) ∈R]+δ,

S (K)
ε δ

where  denotes  the  shuffled  output  of  the
mechanism.  The  parameters  and  control  the

ε

δ

privacy  guarantees,  with  regulating  the  trade-off
between  privacy  and  utility,  and  capturing  the
potential leakage risk within the privacy mechanism.

3.3　Problem definition

Building  on  the  system model  and  privacy  definitions
introduced  above,  This  paper  defines  the  histogram
publication problem under SDP as follows:

D = e1, e2, . . . , et, . . .

w
Wt

(ε, δ)
Wt

H(Wt)

Definition  8  (Problem  definition)　 Given  a  data
stream ,  and  a  predefined  sliding
window size , the objective is to design an algorithm
that computes a histogram for each sliding window 
such that  the published histogram satisfies -SDP.
Specifically, for each sliding window , the goal is to
compute an SDP-histogram  such that 

Pr [K (Dt) ∈R] ⩽ eε ·Pr [K (D′t) ∈R]+δ,

Dt D′t
R

where  and  are neighboring data streams differing
by  at  most  one  data  point  within  the  window,  and 
represents  the  set  of  histogram outputs.  The  challenge
is  to  design  an  efficient  mechanism  for  computing
these  histograms  while  maintaining  the  privacy
guarantees of SDP.

4　Proposed SSDP Algorithm

This  section  provides  an  overview  of  the  proposed
SSDP  algorithm,  designed  to  address  the  histogram
publication problem defined in Definition 8.

Firstly,  this  section  introduces  the  core  idea  and
specific  steps  of  the  SSDP  algorithm.  Then,  a
theoretical  analysis  is  conducted  to  prove  that  SSDP
can solve the problem efficiently and optimize the time
and  space  complexities.  In  addition,  this  section
explores  the  theoretical  relationship  between  the
sampling  rate  and  the  privacy  budget,  and  establishes
the  equivalence  between  the  sampling  operation  and
the privacy protection mechanism.

4.1　Overview of SSDP algorithm

SSDP is  designed  with  the  objective  of  protecting  the
privacy of data streams while improving the efficiency
in  processing  time  and  space.  As  shown  in Fig.  2,
SSDP  encompasses  three  primary  components:  data
sampling  and  perturbing  via  the  OSSS  mechanism,
adaptive  tuning  of  the  sampling  rate,  and  data
aggregation.

Firstly, SSDP employs the OSSS mechanism for the
purpose  of  extracting  key  information  from  the  data
stream.  Subsequently,  a  hash-optimized  GRR
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technique  is  employed  for  generating  perturbed  data.
Specifically,  the  large  value  domain  is  mapped  to  a
smaller  domain  through  a  hash  function  in  SSDP,
thereby addressing the challenge where extensive value
domains  hinder  effective  privacy  preservation.
Concurrently,  unbiased  estimation  correction  is
implemented  under  this  processing  framework  to
ensure accurate publication of approximate histograms.

Secondly,  SSDP  calculates  the  relative  error  and,
based on the discrepancy between the current published
result  and  the  actual  result,  makes  a  dynamic
adjustment  to  the  sampling  rate  for  the  subsequent
timestamp.  This  adaptive  mechanism  allows  for  a
balance  to  be  struck  between  data  accuracy  and
computational efficiency.

Lastly,  the  data  undergoes  shuffling  through  a
shuffler,  which disrupts the linkage between users and
their  respective  data.  This  step  serves  to  further
augment  privacy  protection,  as  tracing  individual  data
contributions  back  to  specific  users  becomes
challenging. Following shuffling, the anonymity data is
transferred to the publishing entity for aggregation.

In  summary,  SSDP  integrates  data  sampling  and
perturbation,  adaptive  sampling  rate  adjustment,  and
data  shuffling  to  provide  a  holistic  solution  for
histogram publishing.

4.2　Key information sampling

The OSSS data structure is presented for the purpose of
extracting  essential  information  from  data  streams.
This  structure  employs  a  sliding  window technique  to
identify  and  capture  the  most  pertinent  and

wforthcoming  data  segments.  The  objective  of  this
approach  is  to  facilitate  efficient  processing  of  these
selected  data  elements  via  sampling.  A  detailed
breakdown of the process is provided as follows:

D = e1, e2, . . . , et, . . . t ⩾ 1 w

t Wt

(et−w+1, et−w+2, . . . , et) M
U

W +b tsi idi

sizei U
{(tsi, idi, sizei)}w+b

i=1 tsi

idi

sizei

Give a data stream  ( ), let 
denote the size of sliding window. The current window
at  timestamp ,  denoted  as ,  consists  of  elements

.  Furthermore,  let  represent
the size of the sampling set, and the auxiliary space 
of  size  holds  elements  with  a  triple  ( , ,

),  Formally, the elements in  can be represented
as  a  set  of  triples  where  is  the
timestamp  of  the  element,  identifies  the  position
within  the  auxiliary  space,  and  is  the  size  of  the
data field used for GRR perturbation calculations.

etFor each element  in the data stream, the following
requirements apply:

U[1] U[w+b]
et

(1) If there are expired elements in  to ,
replace the oldest expired element with , the specific
structure is shown in Fig. 3.

U[1]
U[w+b] et

(2)  If  there  are  no  expired  elements  in  to
, ignore  and wait for the next element.

M
U M

U

(3)  If  a  sampling set  of  size  needs to  be selected
from ,  randomly  choose  unexpired  elements
from .

et

Wt

The  sampling  process  is  applied  iteratively  to  each
sliding  window  within  the  data  stream,  with  the
inclusion  of  a  new  element  (denoted )  ensuring  the
currency  and  relevance  of  both  the  current  window
(denoted )  and  the  sampling  set.  To  maintain
accuracy,  a  comparison  of  the  histogram  results
published  at  the  current  timestamp  with  the  actual
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Transport

Sampling
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Fig. 2    SSDP processing.
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reprev re

reprev

re

results  facilitates  the  calculation  of  the  relative  errors
 and .  Adjustments  to  the  sampling  rate  are

then made based on the variation in the magnitudes of
 and . Specifically, if the error value is within a

predefined  threshold ,  further  analysis  is  performed.
If  is  less  than ,  this  indicates  an  increase  in
error,  which  may  require  adjustments  to  the  sampling
rate to mitigate the error. Conversely, if  exceeds

,  it  indicates  a  reduction  in  error,  allowing  flexible
adjustments  to  the  sampling  rate  (which  may  involve
increasing,  maintaining,  or  decreasing  it)  to  achieve  a
balance  between  error  reduction  and  computational
efficiency.

In  summary,  the  OSSS  incorporated  in  the  SSDP
algorithm integrates  the  sampling mechanism with the
sliding window, and subsequently regulates the privacy
budget  to  achieve  the  goal  of  error  optimization  by
dynamically  adjusting  the  sampling  rate  based  on  real
time  error  analysis.  This  distinguishes  the  SSDP from
existing  methods  and  effectively  improves  spatio-
temporal  efficiency  while  controlling  for  error.  The
exact fitting procedures are outlined in Fig. 3.

4.3　Aggregator mathematical formula

j

G g = |G|

y ∈G
Hy = (F (h (v)) = y)

On the client side (user side), suppose an attribute  is
selected  from  the  user  data  to  be  reported.  Next,  We
use  the  hash  transform  to  map  it  to  the  smaller  value
domain ,  where  denotes  the  size  of  the  hash
function’s  value  domain,  so  that  according  to  the
decomposition  idea  provided  in  Ref.  [27],  for  any
output ,  we  have  (for  convenience,  note

), 

Pr [Hy] = (1−γ)Ih(v)=y+γPr [U(G) = y] (2)

F(·)where  is  the  GRR  perturbation  mechanism  after

h (·) I (·)

h(v) = y
1−γ

γ G

γ =
g+ eε−1

g
ε

U (·) G
Pr [U (G) = y] = 1/g

hash  optimization,  is  hash  function,  is  an
indicator  function.  The  perturbation  mechanism
operates  as  follows:  when ,  the  true  value  is
reported  with  probability ,  while  with  probability

,  a  uniformly  random  value  from  is  reported

instead.  The  parameter  controls  the
privacy-utility trade-off, where  is the privacy budget.
The term  stands for uniform distribution over ,
with .

j ∈ [1, d] n
f̂v
fv

Theorem 1　For ,  If  there are  users,  the
estimation  result  provides  an  unbiased  estimate  of
the true frequency , expressed as 

f̂v =
1
n
· m1g−nγ(g−1)

g−2γ(g−1)
(3)

m1 v
y

where  denotes  the  number  of  users  whose  is
perturbed into .

v yProof　The probability that  is perturbed into  is 

Pr[y] = fv

(
1−γg−1

g

)
+ (1− fv)γ

g−1
g
,

y′and the probability that it is perturbed into  is 

Pr[y′] = fvγ
g−1

g
+ (1− fv)

(
1−γg−1

g

)
.

m1

y n
The  likelihood  function  for  observing 

occurrences of  across  independent trials is 

L( fv) = Pr[y]m1 ×Pr[y′]n−m1 .

The corresponding log-likelihood function becomes 

ln L( fv) = m1 ln Pr[y]+ (n−m1) ln Pr[y′].

L( fv) fv

To  find  the  maximum likelihood  estimator,  we  take
the partial derivative of ln  with respect to  and
set it to zero, 

∂ ln(L( fv))
∂ fv

= m1

(
1−2γ

g−1
g

)
Pr[y]

+ (n−m1)
2γ

g−1
g
−1

Pr[y′]
= 0,

then we have 

m1

(
1−2γ

g−1
g

)
Pr[y′] = (n−m1)

(
1−2γ

g−1
g

)
Pr[y′].

1−2γ
g−1

g
, 0Assuming , we have

 

m1Pr [y′] = (n−m1)Pr [y].

Pr[y] Pr[y′]Substitut  and  in  the  above  equation,  we
obtain 

m1

[
fvγ

g−1
g
+ (1− fv)

(
1−γg−1

g

)]
=

 

 

…

 
Fig. 3    OSSS processing.
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(n−m1)
[

fv

(
1−γg−1

g

)
+ (1− fv)γ

g−1
g

]
,

which can be simplified to 

m1

[
1−γg−1

g
+ fv

(
2γ

g−1
g
−1

)]
=

(n−m1)
[
γ

g−1
g
+ fv

(
1−2γ

g−1
g

)]
,

then we have 

fv

[
m1

(
2γ

g−1
g
−1

)
+ (n−m1)

(
1−2γ

g−1
g

)]
=

(n−m1)γ
g−1

g
−m1

(
1−γg−1

g

)
.

Further simply it, 

fv

(
1−2γ

g−1
g

)
(n−2m1) = nγ

g−1
g
−m1.

Thus, the maximum likelihood estimator is: 

f̂v =
1
n
· m1g−nγ(g−1)

g−2γ(g−1)
.

f̂vTo  show  that  is  unbiased,  we  compute  its
expectation, 

E[ f̂v] = E
[
1
n
· m1g−nγ(g−1)

g−2γ(g−1)

]
=

1
g−2γ(g−1)

(g
n

E[m1]−γ(g−1)
)
.

E[m1] = nPr[y] nPr[y] =
n
[
fv+γ

g−1
g (1−2 fv)

]Since  and 
, we obtain

 

E[ f̂v] =
g
[

fv+γ
g−1

g
(1−2 fv)

]
−γ(g−1)

g−2γ(g−1)
=

fv[g−2γ(g−1)]
g−2γ(g−1)

= fv.

■

f̂v Var [ f̂v] =
γ(g−1)(g−γ(g−1))

n(g2−4γ(g−1)g+4γ2(g−1)2)

Theorem 2　The variance of  the unbiased estimate

of  is .
Proof　According to the above variance formula, 

Var [ f̂v] = Var
[
1
n
· m1g−nγ(g−1)

g−2γ(g−1)

]
=

1
n2 ·

g2Var[m1]
(g−2γ(g−1))2 .

m1

n Pr[y] Var[m1] = nPr[y](1−
Pr[y])

Since  follows  a  binomial  distribution  with
parameters  and ,  we  have 

. Noting that 

Pr[y](1−Pr[y]) = γ
g−1

g

(
1−γg−1

g

)
,

so we have 

Var[ f̂v] =
1
n2 ·

g2 ·n ·γg−1
g

(
1−γg−1

g

)
(g−2γ(g−1))2 =

γ(g−1)(g−γ(g−1))
n(g2−4γ(g−1)g+4γ2(g−1)2)

.

This establishes the variance expression. ■
4.4　Privacy analysis

r

This  subsection  presents  a  formal  demonstration  that
our  algorithm  satisfies  shuffle  differential  privacy
requirements.  We  establish  the  relationship  between
the  sampling  rate  and  the  privacy  budget  in  SSDP,
and  provide  an  algorithm  for  adjusting  the  sampling
rate based on this relationship.

To  prove  SSDP  satisfies  feasibility  under  SDP  and
streaming  SDP  settings,  we  verify  (1)  local
perturbations  satisfy  LDP,  (2)  perturbed  data  meet w-
event  privacy  under  LDP,  and  (3)  shuffled  data
guarantee DP at the release end. The proof framework
follows  Refs.  [27, 28],  treating  sampling  results  as
incomplete  shuffles  after  data  reduction,  utilizing
privacy  blanket  decomposition[27] and  shuffle-
perturbation order swapping[28].

Theorem 3 proves DP under the fungible mechanism,
Theorem  4  shows w-event  privacy  in  streaming
settings,  and  Theorem  5  demonstrates  hash-optimized
GRR  satisfies  LDP.  By  differential  privacy
composition,  SDP’s  privacy  budget  equals  the  sum of
sampling  and  hash-optimized  GRR  budgets,
confirming SSDP satisfies SDP.

ε

t
Theorem 3　SSDP provides -DP for sampling and

processing of collected data at each time .
A

B NA NB NA =

NB+1 M (M ⩽ NB)
A B

M A

Proof　Assuming  the  neighboring  databases  and
 have  and  records,  respectively,  where 

.  Randomly  extract  records  from
databases  and  with equal probability. The number
of -combinations from database  is 

CM
NA
=CM

NB+1 (4)

CM
NB

NB (CM
NB

)

For  database B,  we  have .  Identical  sampling
results  occur  only  when  the  additional  record  in A is
not selected, equivalent to selecting M records from the
remaining  records . The probability ratio is
 

P =
CM

NB

CM
NB+1

(5)

Using combinatorial identities, we have 

CM
NB+1 =

(NB+1)!
M!(NB+1−M)!

(6)
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CM
NB
=

NB!
M!(NB−M)!

(7)

ε ⩾ 0Therefore, for , 

P =

NB!
M!(NB−M)!

(NB+1)!
M!(NB+1−M)!

=
NB!×M!(NB+1−M)!

M!(NB−M)!× (NB+1)!
=

NB+1−M
NB+1

⩽ eε.

ε-DPSo, SSDP satisfies . ■
wTheorem 4　SSDP provides -event privacy.

Q
r[1], r[2], . . . , r[t] ∈R

S

Pr [Pk (q [k]) = r [k]] k ∈ [1, t]

Proof　Due to the use of independent randomness in
all  mechanisms,  for  the  time series  and  mechanism
outputs  ( ) ,  our  mechanism  is
abbreviated  as  with  independent  perturbations

 ( ), 

Pr [S(Q) = (r [1], r[2], . . . , r[t])] =
t∏

k=1

Pr [Pk (q [k]) = r [k]].

w Q′Similarly, for any -neighboring stream prefixes , 

Pr [S(Q′) = (r[1], r[2], . . . , r[t])] =
t∏

k=1

Pr [Pk (q′ [k]) = r [k]].

i ∈ [1, t]
q [k] = q′ [k] i ⩽ k ⩽ i−w i+1 ⩽ k ⩽ t

According to Definition 3,  there exits ,  such
that  for  and . Thus, 

Pr [S(Q) = (r[1], r[2], . . . , r[t])]
Pr [S(Q′) = (r[1], r[2], · · · , r[t])]

=

t∏
k=1

Pr [Pk(q[k]) = r[k]]
Pr [Pk(q′[k]) = r[k]]

.

q [k] q′ [k]
i−w+1 ⩽ k ⩽ i

ε-DP

Form  Definition  4,  and  are  neighboring
with .  According  to  Theorem  3,  our
mechanism satisfies , therefore, it can be deduced
that 

Pr [S(Q) = (r[1], r[2], . . . , r[t])]
Pr [S(Q′) = (r[1], r[2], . . . , r[t])]

⩽
t∏

k=i−w+1

eεk = e
i∑

i−w+1
εk
.

R
Pr [S(Q) ∈ R ]
Pr [S(Q′) ∈ R ]

⩽ e

i∑
k=i−w+1

εk
⩽ eε1So, for any  we have .

wThus SSDP satisfies -event privacy. ■
(ε, δ)Theorem 5　SSDP provides -SDP.

(ε, δ)
(ε, δ)

Proof　To prove that SSDP satisfies -SDP, we
need to  show that  it  satisfies -DP,  which implies
equivalent privacy under shuffling via post-processing.

By  Theorem  4,  sampling  satisfies  w-event  privacy.
We  now  demonstrate  hash-optimized  GRR  satisfies
differential privacy.

D
D′

Following  the  framework  in  Ref.  [27],  let X denote
the  GRR perturbation  mechanism after  hash  mapping,
with  output y.  For  any  neighboring  databases  and

, we prove 

Pr
y∈X(D)

[
Pr [X(D) = y]
Pr [X(D′) = y]

⩾ eε2
]
⩽ δ.

D D′

β vβ , v′β
h(vβ) h(v′β)

Without loss of generality, we assume that  and 
differ only at user , i.e., . After hash mapping,
we  can  assume  that  and  are  mapped  to
positions 1 and 2 in the domain, respectively.

γ(g−1)/g
G

D D′

Now, we consider  the perturbation mechanism next.
With  probability ,  users  report  a  random
value  uniformly  from .  In  this  case,  the  output
probability distributions for  and  are identical, so
differential privacy is trivially satisfied.

1−γ(g−1/g)

L
σ Pr[X(D) = y]

With probability , users report their true
value.  In  this  case,  we  must  account  for  the  shuffling
process  and  the  use  of  hash  functions.  For  a  fixed
permutation ,  the  probability  can  be
expressed as  ∑

ϕ

1
n!L

 ∏
i∈[n−1]

Ihϕ(i)(vi)=yi ×
∏

i∈[n−1]

1
g

Ihϕ(n)(vn)=yϕ(n)

 .
Pr[X(D′) = y]and the probability  equals  ∑

ϕ

1
n!L

 ∏
i∈[n−1]

Ihϕ(i)(vi)=yi ×
∏

i∈[n−1]

1
g

Ihϕ(n)(v′n)=yϕ(n)

 ,
thus 

Pr [X(D) = y]
Pr [X(D′) = y]

=
N1

N2
,

N1 ∼ Bin(n−1, γ/g)+1 N2 ∼ Bin(n−1, γ/g)where  and .
Therefore, 

Pr
y∈X(D)

[
Pr [X(D) = y]
Pr [X(D′) = y]

⩾ eε2
]
= Pr

[
N1

N2
⩾ eε2

]
.

c = E[N2] =
γ(n−1)

k
.

N1

N2
⩾

eε2

N1 ⩾ ceε2/2 N2 ⩾ ce−ε2/2

N1 < ceε2/2 N2 < ceε2/2
N1

N2
< eε2

Let  Note  that  the  event 
 implies  that  at  least  one  of  the  following  events

occurs:  or .  This  is  because  if
both  and  hold,  then  we  would

have .
Hence, we have 

Pr
[

N1

N2
⩾ eε2

]
⩽ Pr [N1 ⩾ ceε2/2]+Pr [N2 ⩾ ce−ε2/2] =

Pr [N2−E[N1] ⩾

c(eε2/2−1−1/c)]+Pr [N2−E[N2] ⩽

c(e−ε2/2−1)].

Applying multiplicative Chernoff bounds, we have 
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Pr
[

N1

N2
⩾ eε2

]
⩽ e−

c
3 (eε2/2−1− 1

c )2
+ e−

c
2 (1−e−ε2/2)2

.

ε2 ⩽ 1For , each term satisfies the bound when 

c =
γ(n−1)

g
⩾

14ln(2/δ)
ε22

.

Thus,  hash-optimized  GRR  satisfies  differential
privacy with 

ε′ =

√
14ln(2/δ)(eε2 +g−1)

n−1
.

ε′

ε = ε1+ε
′

By  Theorem  4,  SSDP  satisfies  real-time  DP  in
streaming  settings,  and  local  perturbation  satisfies

-DP.  By  composition,  SSDP’s  privacy  budget  is
, satisfying SDP. ■

O(M)Theorem 6　The time complexity of SSDP is .
Proof　SSDP involves two main operation:

U |U |
●  For  each  new  element,  traverse  auxiliary  storage
 to remove expired entries (linear in );

S
U |U |

● For  each  sampling,  uniformly  select  unexpired
elements  from  (depends  on  and  random  access
efficiency).

ϑ

O(v)
O(M)
M = rϑ M < ϑ O(ϑ+M) = O(M)

Initial  verification  traverses  lements  with
complexity .  Sampling  maintains  complexity

 when  filtering  unexpired  elements  first.  Since
 and ,  total complexity .

■

O(w+ϱ)
Theorem  7　 The  space  complexity  of  SSDP  is

.

U w+ϱ
(tsi, idi, sizei)

λ λ× (w+ϱ)
O(w+ϱ)

Proof　 SSDP’s  space  complexity  primarily  comes
from  OSSS  auxiliary  storage  of  size ,  storing
tuples . Each tuple requires constant space

,  so  total  space  is .  Thus  space  complexity
is . ■

n ∈ N δ ∈ (0, 1] ε0 ⩽

log
(

n
16log(2/δ)

)
C ∼ Bin (n−1, e−ε0 ) J ∼

Bin (C, 1/2) ∆ ∼ Bern (r) T1 = (J+∆, C− J+
1−∆) T1 X1 (ε, δ)

Theorem  8　 Let , , 

.  Consider , 
,  and .  Let 

 then  and  are -indistinguishable for 

ε ≈ log

1+ 8reε0

n

 √
n log(4/δ)
√

eε0
+1

 (8)

p ∈ [0, 1] n ∈ N p ⩾
16ln(2/δ)

n C ∼ Bin(n−1, p) J ∼ Bin(C,

1/2) T1 = (J+1, C− J) X1 = (J, C− J+1)

Proof　 When  and  satisfy 

, we consider  and 
. Let  and .

⩾ 1−δ/2By  Chernoff  bound  with  probability ,  we
have 

|C− pn| ⩽
√

3pn log(4/δ) (9)

⩾ 1−δ/2By  Hoeffding’s  inequality  with  probability ,

we have 

|J−C/2| ⩽
√

C
2

log(4/δ) (10)

⩾
1−δ

Both bounds hold simultaneously with probability 
.

(a, b) K′ = Pr(C = a+
b−1)

Given  a  specific  output ,  let 
, we have 

Pr (T1 = (a, b)) = K′ ·Pr (J = a−1|C = a+b−1) =

K′ · a
b
·Pr (J = a|C = a+b−1) =

a
b

Pr (X1 = (a, b)).

J CIf  and  satisfy Formulas (9) and (10), 

a
b
=

J+1
C− J

⩽
C/2+

√
C/2log(4/δ)+1

C/2−
√

C/2log(4/δ)
⩽

1+

√
32log(4/δ)
√

C
+

4
C
⩽

1+

√
32log(4/δ)√

pn−
√

3pn log(4/δ)
+

8
pn
⩽

1+
8
pn

(
√

pn log(4/δ)+1).

Similarly, 

b
a
=

C− J
J+1

⩽
C/2+

√
C/2log(4/δ)

C/2−
√

C/2log(4/δ)+1
⩽

C/2+
√

C/2log(4/δ)+1

C/2−
√

C/2log(4/δ)
⩽

1+
8
pn

(
√

pn log(4/δ)+1).

ε = log(1+
8
pn

(
√

pn log(4/δ)+1))

T1 X1 (ε, δ)

So,  if  we  define ,
then  and  are -indistinguishable.

T0 = (J+1, C− J) X0 = (J, C− J+1) ρ0

ρ1

p = e−ε0

z1

z2

Let  and , with 
and  denoting  their  respective  probability
distributions.  When ,  the  following  privacy
guarantees  hold  for  the  following  two  distributions 
and : 

∀z1 ∼ ρ0: Pr
(
−ε ⩽ ln

Pr (T0 = z1)
Pr (X0 = z2)

⩽ ε
)
⩾ 1−δ,

∀z2 ∼ ρ1: Pr
(
−ε ⩽ ln

Pr (T0 = z1)
Pr (X0 = z2)

⩽ ε
)
⩾ 1−δ.

φ =
1
2

(T0+X0) rLet ,  with  a  sub-sampling  rate ,  we
can obtain 

T1 = (1− r)φ+ rT0,
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X1 = (1− r)φ+ rT0.

Using hockey-stick divergence, we have 

Deε′ (Φ||Ψ ) = Ex∼Ψ

[
max

(
Φ(x)
Ψ (x)

− eε
′
, 0

)]
.

φFor intermediate distribution , we have 

max (Deε′ (φ||T0), Deε′ (X0||φ)) ⩽ Deε′ (T0||X0) (11)

T1 X1 (ε, pδ)By  Theorem  4,  and  are -
indistinguishable with 

ε ⩽ log
(
1+

8
pn

( √
pn log(4/δ)+1

))
.

p = e−ε0

r
Substituting  and  including  Bernoulli

parameter , we have 

ε ≈ log

1+ 8reε0

n

 √
n log(4/δ)
√

eε0
+1

 .
■

ε

Since  privacy  budget  correlates  with  published
histogram  accuracy  (smaller  indicates  better
protection),  sampling  rate-privacy  budget  relationship
(Theorem  8)  enables  indirect  histogram  error
optimization via sampling rate adjustment. Algorithm 1
details  this  process,  with  key  symbols  explained  in
Table 1.

5　Experiment

This  section  evaluates  the  performance  of  SSDP  on
three  real-world  time  series  datasets.  The  focus  of  the
evaluation  is  on  SSDP’s  processing  speed  for  large-
scale  data,  examined  from  two  perspectives:  (1)
assessing  its  capacity  to  manage  extensive  data
volumes; and (2) evaluating the usability of the results
produced  by  SSDP.  It  should  be  noted  that  the
optimization  pursued  in  this  study  emphasizes  time
efficiency,  with  an  effort  to  maintain  alignment  with
the current state-of-the-art in terms of utility.

5.1　Evaluation settings

(1) Datasets setting
The three actual datasets are as follows:
● Taxi[29]: Real  time  trajectory  of 10 357 taxis  in

Beijing from February 2 to February 8, 2008.
● IPUMS[30]: The US Census data for the year 1940.

We sample 1% of users, and use the city attribute. This
results in a total of 602 325 users and 915 cities.

● Kosarak[31]: A dataset of 1 × 106 click streams on
a  Hungarian  website  that  contains  around  one  million
users with 42 178 possible values. For each stream, one
item is randomly chosen.

(2) Metrics

v f̃v
fv

MSE =
1
|L|

∑
v∈L

( fv− f̃v)2

This  paper  use  the  estimated  MSE  as  a  metric.  For
each  value ,  calculate  its  estimated  frequency  and
the  ground  truth  value ,  and  calculate  their  squared

difference. Specifically, .
(3) Comparing methods
The  experiment  compares  SSDP  with  the  following

five methods:
● SOLH[32]: This  hash-based  method  strikes  a

balance  between  computation  and  communication.
While  it  requires  more  computation  than  unary

 

Algorithm 1　SSDP
r w ε

T reprev ϖ

Input: sampling rate , window size , privacy budget , error
threshold , , optimization parameter 

Ht = (r1, r2, . . . , rt, . . .)Output: Released statistics 

r0 = ⟨0, 0, . . . , 0⟩d  1: Initialize ;
  2: for each timestamp t do

Dt ←
w

  3: 　  User’s data are collected in a sliding window with
　　  size ;

Ds ← Dt  4: 　   ;

Ds Dt  5: 　  is perturbed by the hash-optimized GRR to obtain ,
　　  which uses a privacy budget obeying Formula (8);
  6: 　Shuffle processing;

rt  7: 　Estimate  by Eq. (3);

re =
|rt − rreal|

rreal
  8: 　Calculate ;

re ⩽ T re ⩽ reprev  9: 　if  and  then
r r−ϖ r10: 　　  =  or maintain sampling rate ;

re ⩽ T re > reprev11: 　else if  and  then
r = r+ϖ12: 　　 ;

13: 　else
r = r+ϖ14: 　　 ;

15: 　end if
16: end for

 

Table 1    Important symbols and meaning.
Notation Description

rt tEstimation histogram at timestamp 
rreal tHistogram without error at timestamp 

d Histogram dimension
Ht Histogram publishing task that continues over time
Dt Raw data
Ds Raw data after sampling

Dt DsResult obtained by perturbing  using Eq. (2)
re Relative error

reprev Relative error when the histogram is last published
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encoding  methods,  it  reduces  overall  communication
bandwidth.

● SH[27]: It is a shuffler-based method for histogram
estimation.

● mixDUMP[33]: The  method  sends  random  data
while the user sends the perturbation value, improving
the accuracy of posting in multi-message mode.

● RAP[32]: RAP’s  local  method  mirrors  RAPPOR,
which uses hash functions in a Bloom filter to process
strings.

● DDRM[34]: The  Dynamic  Differential  privacy
Reporting  Mechanism  (DDRM)  for  continuous
frequency  estimation  under  LDP,  which  introduces  a
difference  tree  to  capture  data  changes  over  time,  can
be a good solution to the problem of potential  privacy
leakage when data change.

5.2　Frequency estimation

The utility  performance of  SSDP is  initially  evaluated
through  a  comparative  analysis  with  alternative
methods  within  the  shuffle  model,  including  SH,
SOLH, and other relevant approaches.

Figures 4−6 show the fluctuation of MSE values for
a  series  of  algorithms,  including  SH,  mixDUMP,
DDRM,  and  RAP  on  the  IPUMS,  Taxi,  and  Kosarak

p

datasets.  The  experimental  results  show that  when  the
privacy budget is adjusted from 0.1 to 1, the values of
MSE of all six methods show a decreasing trend. This
observation  can  be  attributed  to  the  fact  that  as  the
privacy  budget  increases,  the  noise  introduced  by  the
perturbation  mechanism  decreases,  resulting  in  a
decrease  in  MSE  value.  However,  it  is  worth  noting
that as shown in Figs. 4−6, when the privacy budget is
below 0.5, SH cannot enhance privacy protection at all.
However, as shown in Fig. 5, when the privacy budget
exceeds  0.5,  the  MSE  of  SH  significantly  decreases.
This  phenomenon  can  be  attributed  to  the  relatively
large value range of the Kosarak dataset, which hinders
the  potential  benefits  of  SH  privacy  amplification,  as
the local perturbation used by SH is a random response
mechanism,  which is  a  method strongly influenced by
the  value  range.  Specifically,  when  the  value  range  is
too large, the probability  of the original value being
perturbed  to  other  values  significantly  decreases.
Therefore,  for  publishers,  as  the  privacy  budget
increases,  even  after  shuffling,  the  received  data  are
mostly  the  original  data,  resulting  in  improved
accuracy (i.e.,  reduced MSE),  although SH is  difficult
to protect privacy. The RAP algorithm shows the most
favorable  overall  performance  on  all  three  datasets,
displaying  a  lower  MSE.  However,  it  relies  on  lasso
regression,  which  benefits  MSE  but  also  introduces
limitations,  such  as  increased  communication  costs,
and  can  only  be  used  when  compatible  with  LDP
settings removal.

In  addition,  compared  to  the  state-of-the-art
mixDUMP  and  DDRM  methods,  the  overall
performance of our SSDP algorithm is slightly inferior,
although  this  difference  is  not  statistically  significant.
This  slight  disadvantage  can  be  attributed  to  the
inherent  sampling  rate  manipulation  of  the  SSDP
method, which can result in slight fluctuations in error.
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Fig. 4    MSE comparison based on IPMUS datasets.
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Fig. 5    MSE comparison based on Kosarak datasets.
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Fig. 6    MSE comparison based on Taxi datasets.
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Although  this  may  result  in  a  slight  decrease  in  the
accuracy of the final output, it aligns with our primary
goal  of  achieving  real-time  processing  and  ensuring
user  friendliness.  As  long  as  the  gap  with  the  most
advanced  methods  remains  small,  this  method  is
sufficient  for handling tasks involving large-scale data
streams.

5.3　Performance experiment

This  experiment  evaluates  the  computational  and
communication  costs  associated  with  SSDP,  DDRM,
and related protocols, which include various overheads
incurred  during the  histogram publishing process.  The
results are summarized in Table 2.

Table  2 presents  the  communication  efficiency  of
various  comparative  data  stream  methods  in  real
datasets  prepared.  Specifically,  SSDP  demonstrates  a
40% improvement  in  computational  efficiency
compared to SOLH and SH, and a two-fold increase in
speed  relative  to  RAP.  This  performance  superiority
can  be  attributed  to  the  fact  that  RAP  employs  a
mechanism  on  the  local  side  similar  to  Randomized
Aggregatable  Privacy-Preserving  Ordinal  Response
(RAPPOR),  which  relies  on  joint  estimation  decoding
of  user  data.  Consequently,  each  iteration  in  RAP  is
dependent  on  the  previous  iteration  and  the  entire
datasets, leading to potential excessive consumption of
memory  and  computational  resources,  especially  in
scenarios  with  a  large  number  of  users.  In  contrast,
DDRM,  which  incorporates  additional  processing
through  a  difference  tree  structure,  and  mixDUMP,
which  increases  the  number  of  shuffles  in  the  shuffle
amplification process  for  enhanced privacy protection,
exhibit  slightly  higher  communication  overheads.
However, they also perform slightly worse than SSDPs
in terms of time efficiency.

So,  based  on  experimental  results,  it  can  be
demonstrated  that  after  following  the  OSSS  sampling
process,  the  SSDP  algorithm  efficiently  processes
critical  information,  proving  its  adaptability  to  the
modern data stream environment.

6　Conclusion

This  paper  introduces  SSDP,  a  novel  algorithm  for
privacy-preserving  histogram  publication  in  data
streams,  which  integrates  OSSS  sampling  with
shuffling  techniques  to  provide  both  efficiency  and
strong  privacy  guarantees.  Theoretical  analysis
demonstrates  that  SSDP  is  capable  of  quickly
generating  histograms  that  satisfy  SDP.  Experimental
results  further  validate  that  SSDP  achieves  high  time
efficiency while maintaining robust privacy protection,
performing  on  par  with  state-of-the-art  methods.  In
future  work,  we  will  explore  adaptive  sliding  window
strategies  to  further  improve  the  performance  of
histogram publishing.
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