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Abstract: In smart grids, real-time electricity data uploaded by smart meters may be analyzed by an attacker

with other data analytics methods, which may expose users’ privacy. To ensure user privacy, differential

privacy methods are often used to process data. However, these methods reduce the accuracy of the data

results obtained by the center and lead to unavailability of the data. In this paper, we address this problem and

propose a distributed differential privacy protection scheme. Two methods of data noise addition and data

perturbation are fused and used in the protection scheme. Data accuracy is improved by optimizing the noise

generation method. To address the problem of quantitatively balancing the users’ privacy needs with the central

analytics needs, this paper describes the needs of both through mathematical definitions, i.e., data accuracy

and data privacy, and proposes a privacy budget that balances data accuracy and privacy. The performance of

the proposed scheme is evaluated using the typical power data, which proves the excellent performance.
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1 Introduction

Internet of Things (IoT) has become an integral part of
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daily life, with smart grids as a key application. Smart
grids are intelligent power networks that combine high-
speed communication, data analysis, and distribution(!],
Smart meters regularly collect household appliance
data to the grid’s analysis center. The center then
intelligently manages the allocation of electricity based
on the data of the smart meter2l. However, smart grids
have faced many challenges. In 2020, attackers
illegally obtained sensitive data from the European
energy giant and held the company to ransom. Since
the fine-grained power data collected by smart meters
contains a large amount of sensitive user information,
data leakage will lead to the exposure of users’
privacy® 4. Attackers can exploit leaked data to infer
users’ habits and potentially commit theft or other
illegal activities, which is unacceptable to users. Thus,
user data must be protected before use to reduce attack
risks and protect privacy.

In smart grid, user privacy protection schemes are
divided into two categories, one based on user identity
privacy protection schemes and the other based on user
data privacy protection schemes. For example, the
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work introduces a protection scheme that uses group
blind signatures to anonymize user identitiesl. This
approach effectively prevents attackers from discerning
any correlation between the data and its corresponding
users, rendering subsequent data analysis futile and
substantially mitigating the risk of user privacy
breaches. However, the privacy protection scheme that
only protects the user’s identity is not strong enough
and needs to protect the users’ data. The work proposes
a privacy protection scheme, Efficient Privacy-
preserving Multiple Data Aggregation Scheme (EPri-
MDAS), which is based on ElGamal homomorphic
encryption technology and does not require a trusted
third partyl®. This method protects user privacy by
encrypting data. However, this method of data
encryption puts a huge computational burden on smart
meters. Some works put forward to hide the real power
consumption information privacy protection scheme by
rechargeable batteries!”-81. However, this will increase
the cost for the user, as rechargeable batteries need to
be purchased. The works in Refs. [9, 10] used
differential privacy technology to protect user privacy,
which is a low-cost and efficient method. However,
when the differential privacy mechanism is used to
process the data, the data results may become
inaccurate, and there is a contradiction between the
accuracy of the data results and the data privacy. On
the one hand, these schemes based on differential
privacy do not take into account the balance between
data accuracy and data privacy. At present, the data
accuracy of most distributed differential privacy
protection schemes is lower than that of centralized
differential privacy schemes. On the other hand, the
centralized differential privacy scheme does not take
into account the reliability of data centers, which spurs
distributed differential privacy. However, the impact of
noise on differential privacy strategies is not yet fully
understood, which leads to incomplete policy design
for distributed differential privacy. In particular, the
work in Ref. [10] did not discuss the influence of the
number of discrete noise points N on the final result
when using the distributed Laplacian mechanism.

In order to solve these problems, this work proposes
a privacy protection scheme based on a distributed
differential privacy mechanism. The scheme uses
distributed noise injection technology to independently
add noise that meets the differential privacy
mechanism to the original electricity data of each smart
meter, change the value of the electricity data record,
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and protect the privacy of users. At the same time, the
scheme uses mathematical formulas to measure data
accuracy and privacy, ensuring the balance of data
accuracy and privacy. The main contributions of this
work are as follows:

e We propose a distributed differential privacy
scheme for smart grid power data upload. In our
scheme, data privacy and data accuracy are described
quantitatively, and a privacy protection scheme is
provided that takes both data accuracy and privacy into
account. Moreover, we deeply study the generation
method of distributed Laplacian mechanism noise,
discuss the influence of hyperparameter N (the number
of discrete noise points extracted) on the accuracy of
data results, and hence to optimize our scheme.

e Based on the distributed Laplacian mechanism, we
propose a new perturbation algorithm that can make
change to data values. Different from previous
perturbation algorithms, this algorithm can keep the
time order of data and realize data perturbation. In
addition to increasing the uncertainty of the data, it
provides useful time information for the center to
facilitate the analysis.

o We evaluate the proposed scheme’s performance
in two aspects: Privacy and accuracy. The centralized
methods are considered as the benchmarks,
demonstrating the excellent performance of our
proposed scheme.

The rest of this paper is organized as follows. Section
2 presents the related work on privacy protection
schemes in smart grids. Section 3 describes the relevant
theoretical knowledge of differential privacy
technology. Section 4 introduces our privacy protection
model. Section 5 is the experimental section. Section 6
summarizes our work.

2 Related Work

Smart grid user privacy protection covers the
protection of user identity in the grid as well as the
protection of real-time fine-grained user data collected
by smart meters. The research on privacy protection in
grid scenarios is summarized below.

2.1 Privacy protection of user identity

Currently, signature technology is mainly used to
protect the identity of individual users. Wang et al.[!l]
proposed a protection scheme using ring signature
technology to achieve unlimited anonymity of
individual users and message integrity. Fouda et al.[!2]
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proposed an identity authentication protection scheme
based on hash message authentication codes and
Diffie-Hellman key establishment protocols to ensure
secure data release. Zhu et al.['3] proposed an efficient
lattice-based  identity signature protocol, which
enhances protocol efficiency through commitment tree
structure to deal with quantum attack risk and protect
user data integrity in smart grid.

2.2 Privacy protection of user data

There are three main categories of user data protection:
Data encryption, differential privacy, and battery
charging techniques.

In the data encryption scheme, Zhang et al.[l4]
proposed an authentication scheme with a low
performance overhead, which combines public-private
key encryption technology to secure
transmission of power data. However, after data
decryption, the data aggregator or center can still
obtain user data. From the user’s perspective, the data
aggregator or center is not completely trustworthy, so
this scheme cannot effectively protect user privacy. To
avoid the problem of untrustworthy data centers, many
scholars have proposed based on
homomorphic  Paillier techniques to
aggregate data without decryption[!5-17], Yan et al.[!8]
proposed privacy protection of smart meter data based
on improved homomorphic encryption and double-
blind noise addition protocol. Xu et al.l19 proposed a
homomorphic encryption protection scheme that takes
into account the privacy protection requirements in
different trust boundary scenarios and uses multiple
public keys to effectively protect user privacy. In
addition, to ensure the communication security and
integrity of the power data, some schemes also
introduce blockchain technology. For example, Singh
et al.2% proposed a blockchain-based homomorphic
encryption protection scheme, which improves security
while reducing computing costs. Since the power data
collected by smart meters is real-time, this means that
smart meters need to upload data to the center multiple
times a day, and each uploading of data to the center
requires encryption processing, which will greatly
consume the computing resources of smart meters and
data centers.

Privacy protection schemes based on battery
charging technology can achieve privacy protection
with low computing overhead. Zhu et al.l’l proposed a
physical privacy protection scheme using battery

achieve

schemes
encryption

charging technology. The user’s power data is blurred
by the charging and discharging of the battery to
protect user privacy. Natgunanathan et al.8! proposed
an energy-saving battery charging privacy protection
scheme and used adaptive smoothing output to
effectively reduce the change of output load. However,
there are also some problems with the use of battery
charging technology. First, under the policy of time-of-
use electricity pricing, it is necessary to discuss how to
bill. Second, the introduction of rechargeable battery
technology requires users to purchase rechargeable
batteries, which increases user costs. Third, the use of
rechargeable batteries will bring fire hazards to users.
Differential privacy is widely used in data privacy
protection!!-27] which is an excellent privacy
protection technology. Differential privacy technology
is a privacy protection method that is defined
mathematically and can be proven
mathematically!?8-30, Common models of differential
privacy are centralized differential privacy and
distributed differential privacy. In the centralized
model, the differential privacy of data is completed in
the data center, which is safe and reliable and can
ensure the privacy of user data. In the local model, the
differential privacy of the data is completed locally by
the user and the data center is not trustworthy. In
addition, the random response mechanism is also a type
of differential privacy mechanism, which is a
distributed mechanismB3!l, The random response
mechanism implements differential privacy by
injecting perturbation noise into the dataset with a
certain probability and then obtains statistical
characteristics consistent with the original dataset
through probabilistic statistics. Due to the powerful
privacy protection performance of differential privacy
technology, researchers have considered using this
technology when designing user power data privacy
protection schemes. Bao and LuB32 proposed a secure
data aggregation scheme, called DDPFT, that uses
differential privacy technology and a fault-tolerant
approach to distributed data aggregation. Fotiou et
al.B3 used the smart contract technology in the
blockchain combined with the differential privacy
technology to implement a privacy protection scheme
and used the RAPPORDB4 proposed by Google for
performance verification. Zhang et al.33 proposed a
dual-response differential privacy mechanism that
enhances  blockchain  privacy  protection by
synchronizing the privacy budget and historical query



information. Zheng et al.l'% proposed a data privacy
protection Laplace
mechanism with a random scrambling algorithm. The
scheme has a small performance overhead and an
average data utility. At the same time, this scheme
publishes user data with a smaller time interval, which
overexposes user data, and its scrambling algorithm is
based on the scrambling of time order, which destroys
the time correlation of the data. Gai et al.[3¢! proposed a
differential privacy protection scheme based on the
k-RR  mechanism. The scheme has good data
availability. However, the division of sub-intervals in
this scheme is affected by the number of users. When
the number of users increases or decreases, the sub-
interval difference needs to be redetermined, and hence
the scheme has poor universality. The detailed analysis
shows that the differential privacy scheme is the most
suitable scheme to protect the privacy of user-power
data.

scheme that combines the

3 Preliminary

3.1 Definition of differential privacy

Differential privacy is to blur data records by changing
the values or attributes of data records in a dataset.
When an attacker has some data records in the dataset,
the attacker cannot determine the authenticity of other
data records in the acquired dataset. The specific
definition is as follows:

plC(A)=R]/p[C(A") =R] <¢€* ©)
where A and A’ are adjacent datasets with only one
different data record, R is all the data records
consisting of the two datasets, p represents the
probability density distribution, C(-) is a mechanism,
and ¢ is defined as the privacy budget. This definition
is specifically explained as follows: When the ratio of
the probability density distribution of the output R
obtained by the mechanism C(-) of the two adjacent
datasets A and A’ is less than or equal to e®, C(-) is a
differential privacy mechanism[23. 291, Privacy budget &
is used to measure the distance between two
probability density distributions, which is derived from
the KL divergence. The smaller & is, the closer the two
probability density distributions are, and the more
indistinguishable the two probability density
distributions are, the better the privacy.
Mechanism C(-) is a Laplace mechanism when it fits
the definition belowB7]. The Laplace differential
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privacy mechanism is a strict one that can change the
magnitude of data values.

C(A) = c(A) + Laplace (%) 2)

where c¢(A) is the value search function of dataset A,

Ac) . . A .
and Laplace(—c) is the discrete value of —- with
£ £

location parameter 0 and scale parameter. Ac is the
sensitivity of c¢(A) and & is the privacy budget.
Sensitivity!37] is defined as

Ac= max |lc(m)—c(n)l| €))
m,neA,m#n

3.2 Decomposability of the Laplace distribution

In the Laplace mechanism, the position parameter of
the Laplacian probability density function is set to zero
to ensure that the sum of noise is zero. Based on this
feature, the Laplacian distribution can be decomposed
into n gamma distributions (n > 1, n € Z*). Before the
derivation, the three main properties used in the
derivation are listed.

Property 1: When the positional parameter is 0, the
probability density curve of the Laplace distribution is
symmetric along the y-axis, consisting of two
symmetric exponential distributions. The probability
density function of x with scale g is

PO, g) = 2q)'e s @

Property 2: The random variable Y obeys the

gamma distribution, Y ~ I'(a, 8), where « is the shape

parameter and 8 is the inverse scale parameter. When
a =1, Y obeys an exponential distribution.

Property 3: Additivity of the gamma distribution

with »n random variables X;~TI(a;, 8), then

Zn:Xi ~TI iai, B]
i=1 i=1

The derivation process is as follows: There are n

. 1 .
random variables X; ~ I (—, ,8) and »n random variables
n

1 . S
Yi~F(—,,8). By Property 3, it follows that in ~
n
" i=1

rd, g,

n

ZYifollow an exponential distribution. By Property 1,

i=1
n n
itfollows that (ZX,- - Z Yi] ~ Laplace(0, B).
i=1 i=1

n

Therefore, (X; —Y;) ~ Laplace(0, B). So, the Laplace
i=1

Yi~I(l,B). By Property 2, »X; and
i=1 i=1
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distribution can consist of several gamma distributions
subtracted from each other.

3.3 Properties of differential privacy

3.3.1 Invariance under split operations

Suppose that there exists a dataset A and C(A) is a
differential privacy mechanism with privacy budget .
By dividing the data A into n mutually exclusive
datasets A; to A, and processing these datasets using
the mechanism C, the mechanism that discloses all the
results of the processing C(A;) to C(A,) is still the
privacy mechanism with 0381,

3.3.2 Invariance under multiple reprocessing

Let there be a dataset A with C;(A) as a differential
privacy mechanism with &; and C,(A) as an arbitrary
processing mechanism. Then the dataset A is processed
by both mechanisms and C,[C;(A)] is the privacy
mechanism of g; 391,

3.4 Relative error and entropy increase rate

Relative error d: The main measure of the distance
between two data, the larger the error, the farther the
distance between the two data, the greater the
difference. Suppose the original data is S; and the
processed data is S, we define the relative error of the
data as
1S1-S2l
S
Entropy increase rate: Mainly used to measure the
change of a sequence, when the sequence is more
disordered, the entropy increase rate becomes larger.
The formula for discrete information entropy is

d= x 100% )

n
EA) = —ZP(ai)logP(ai), where q; is an element of

the data lgéquence A and P denotes the probability.
Assuming that the information entropy of the original
data sequence is E; and the information entropy of the
processed data sequence is E;, the entropy increase
rate is given by

E,-FE
2l 100% (6)

1
3.5 Theoretical analysis of bit perturbation
algorithm based on random response

mechanism

A random response mechanism is widely used in event
investigation with two attributes and is a typically
distributed mechanismB71, The principle of the random
response mechanism is illustrated by an example

below. Suppose there are n individuals, each of whom
owns a small ball, which has two colors, red and green.
There are b individuals who have one of the green
balls. These n individuals are asked in turn about the
color of the ball they own, but not all of them want the
others to know the color of the ball in their hands, so
each answer with probability p to a color different
from the color of the ball in their hand. The statistics
are carried out and it is known that there are 5" people
who have green balls and the remaining people n— b’
people who have red balls. Based on the results of the
statistics, one can use the method of maximum
likelihood estimation to be able to know the true
number of people with green balls.

In the bit perturbation algorithm, the two colors of
the blob are mapped as 0 and 1 on the data bits. The
statistics are perturbed by transforming O to 1 and 0 to
1 with a probability of p. The data are then
transformed into 1 and O into 1 with a probability of p.
The true ratio of 0 and 1 is then estimated from the
statistical ratio. The difference is that in the bit
perturbation algorithm, it is also necessary to calculate
the data error based on the estimated ratio of 0, 1, and
the weights of the data bits w. Assuming a total of n
samples, the proportion of ones in the m samples is b,
the number of ones after counting is n;, and the weight
of the data bits is w, we can calculate the data bias
error. The probability of 1 after statistics can be
expressed as Px=1)=b(1-p)+(1-b)p. The
probability of O after statistics can be expressed as
P(x=0)=bp+(1-b)(1-p). Then we can establish
the likelihood function and take logarithms, we
have

In[A®B)] = ni In[b(1-p)+(1-b)p]+
(n=n))In[bp+(1-5b)(1-p)].

Let 0In[A(b)]/db = 0, the great likelihood estimate of
b, for p#0.5 is given by b=mp-n;)/n(2p-1). So
the number of ones before the perturbation is
(np-n1)/2p-1), The
[n(p=1)+n1]/(2p—1). Deviations can be calculated as

(p—n)p _[n(p—D+ni]p
errorz{ P 1 }w
The design of the bit perturbation algorithm is based
on the above theoretical analysis unfolding, it needs to
be proposed that the relationship between the
probability p and the privacy budget &:
e=1In[(1-p)/p]B7l. Generally speaking, the privacy

number of zeros is




budget is usually between 0 and 1, privacy to ensure
that the privacy budget for the value of p is generally 0
to 0.5. When p is greater than 0.5, the calculated
privacy budget is negative, and p for the value of 0 to
0.5 presents a relationship about the odd symmetry.
Therefore, the range of p in the above study is [0, 0.5).

4 Proposed Distributed Differential Privacy
Scheme

4.1 Distributed privacy protection model

A smart grid is mainly divided into two parts, the
communication network, and the distribution network,
as shown in Fig. 1. The communication network is
mainly responsible for the transmission of grid
information, and the distribution network is mainly
responsible for  power  transmission. The
communication network and distribution network are
connected to the smart power data center, and the
center manages and coordinates the two networks to
ensure that the two networks can work properly.
Among them, the communication network is the key
network for realizing intelligent management of the
smart grid. The distribution network includes all the
power equipment connected to the user end and is
controlled by the smart data center, which enables
accurate scheduling of power automation and
intelligence.

We propose a distributed model of data accuracy and
privacy. The model consists of two parts: Data noise
addition and data perturbation. In the part of data noise
addition, we adopt the optimized distributed Laplacian
noise addition algorithm. We use the method of
generating standard noise and then enlarging it to
generate noise of the corresponding scale. In this way,
the distribution of discrete noise points is more uniform
and the noise deviation is smaller, which is conducive
to improving the accuracy of data. In the data

I e
network

I power statistics PN

User

~
< N
. Power analysis and ﬂ ﬂ

R & B

Power distribution
network

Fig.1 Architecture diagram of the smart grid model.
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perturbation section, we design a bit perturbation
algorithm that can change the size of data values. This
new perturbation method does not break the correlation
between data and time like previous perturbation
methods and provides time information for data centers
while enhancing data privacy. The model treats all data
nodes except users themselves as untrustworthy and
implements strict privacy protection. In this model, all
users will independently complete the differential
privacy processing of their smart meter data, and
generate independent Laplacian noise by using the
separability of Laplacian distribution proposed in
Section 3 of this paper. Each user disturbs the data with
a certain probability to further disturb the data and
destroy the data regularity, and finally publish the data
to the aggregator for data analysis by the data center, as
shown in Fig. 2.

Suppose there are n users within a block and the
individual user dataset is {A;=1, A=, ..., A;—06}. Take
the moment ¢ as an example, and specifically the
working process of the model. Firstly, the smart meter
in the block will generate discrete N-dimensional noise
data locally using two subtractive gamma distributions
according to the privacy budget £ and data sensitivity
Ac agreed with the center, and then sum the N-
dimensional noise data to get the noise data Hf, and
then add the noise data H' with the user’s data a’, and
finally perturb it numerically using the bit perturbation
algorithm. The significance of generating N-
dimensional noise data here is to wuse this N-
dimensional discrete data to characterize the result of
subtracting two consecutive gamma distributions,

Center

sum{disturb|[C(data) + value|}

‘ Data aggregator ‘

disturb
[C(data n) + value]

disturb[C(data 1) + value] | disturb[C(data 2) + value]

| Data bit scrambler | I Data bit scrambler I | Data bit scrambler I

TC(dala 1) + value T(‘(dam 2) + value T(‘(dala n) + value

| Value | | Value I | Value I

C(data 1) C(data 2) C(data n)

I Laplace mechanism I I Laplace mechanism I I Laplace mechanism I

Tdata 1 Tdnta 2 Idnta n

8 8 - B

User 1 User 2 User n

Fig.2 Workflow of the distributed differential privacy data
protection model.
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which is equivalent to sampling these two consecutive
gamma distributions. At moment ¢, the designed
distributed Laplace mechanism can be expressed as
C(Ay) =c(Ay) + H;, where c¢(A;) is the search function of

A Hy={H]!, H} ..., H}'} is the set of n user noises,
N

Hi= Zh ; is the sum of N-dimensional noisy data, and
=1

{h1, hp, ..., hy} is a discrete sampling of the

I (n‘l, Ac/s)—F | (n‘l, Ac/s) distribution. Define the
bit perturbation algorithm as disturb and value as a
fixed constant. The final published data can be
expressed as disturb[C(A;) + value]. A fixed value is
added to each noised data firstly to ensure that the
perturbation value of each data is positive before the
data is perturbed, and secondly to add a larger fixed
value to the data to ensure that the overall data is
greater than the perturbation value, to achieve the full
perturbation of the data. A, at each moment 7 is
processed by disturb[C(A;) + value], and from the
invariance of the split processing of differential privacy
in Section 3 of the paper, it is known that each user’s
data A; for one day in the block will satisfy the
differential privacy mechanism of ¢.

4.2 Distributed noise addition algorithm based on
Laplace mechanism

The distributed noise addition algorithm (Algorithm 1)
is based on the Laplace differential privacy
mechanism. It leverages the decomposability of the
Laplace distribution, as detailed in Section 3, to inject
noise into the data in a manner that is independently
and uniformly distributed. The algorithm ensures that
aggregated data retains Laplace distribution
characteristics. It derives discrete noise from a
continuous distribution using two gamma distributions.
By subtracting these two gamma distributions and
sampling the resultant distribution at N points, the
algorithm preserves the distribution’s properties within
the N-point dataset. To avoid the problem that the noise
values collected during the random sampling of the
noisy data are seriously deviated from the expected
ones, which causes significant aggregation errors. The
algorithm first collects smaller noise and then expands
it, reducing the error of aggregation results and
improving data accuracy under the same privacy
budget. The specific algorithm flow is shown in Fig. 3.
Firstly, the algorithm generates two gamma
distributions, I'1(1/n,1) and I'»(1/n, 1), and subtracts

Algorithm 1  Algorithm of distributed noise addition
algorithm based on Laplace mechanism

Initialize: User data: electricity data

Output: Noise-added data: electricity data noise

: Initialise the noise point N;

: Initialise the privacy budget e;

: n = length(electricity data);

: sensitivity = max(electricity data) — min(electricity data);
: scale = sensitivity/e;

:forie[l, n]do

standard noise <« gamma; — gamma,;

result « sum(standard noise);

N R e RO SV N S

noise data < result X scale;

Noise[] < noise data;

—_ =
—_ O

: end for
forie[0, n—1] do

data « electricity data[i] + Noise[{];

e
Rl

electricity data noise[] «— data;

—
W

: end for

—
o))

: return electricity data noise

Subtraction of two distributions
gamma,—gamma,

N-point standardized
noise sequence

Extraction of discrete
noise points

Generate standard

gamma distribution N-point noise

Data noise sequence

User noise
data

Noise scale

’ Summation

Consumer electricity
data

Fig.3 Laplace noise algorithm flowchart.

the two distributions to obtain the distribution,
ry(nt 1)=ra(n7! 1).
collection of N points in the distribution is performed

Subsequently, a random
as the standard noise data. Next, the algorithm
calculates the noise scale parameters according to Ac/e
and expands the noise according to the noise scale to
get a noise sequence of N points. Finally, the noise data
is summed to obtain the noise value and added to the
user power data. The pseudo-code of the algorithm is
shown in Algorithm 1.

In the Laplace mechanism, a simpler way is for each
user to independently sample noise from the Laplace



distribution. However, this requires a sufficient number
of users, as each only samples a discrete amount of
noise. Only with a large number of users can enough
discrete data be generated to characterize this Laplace
distribution. Therefore, only with a sufficiently large
number of users within the block can it be ensured that
the noise values extracted in this way are usable and
that the aggregation error is acceptable. If user numbers
change, aggregation error varies. In particular, fewer
users increase the aggregation error. To keep the error
stable, the algorithm does not extract noise in this way.
Using gamma-distributed synthetic noise ensures stable
aggregation error without specific requirements for the
number of users in the block.

The data noise addition effect of the algorithm is
demonstrated below. The algorithm uses typical
electricity datal*0! for the data noise addition work. The
data noise addition results with a privacy budget of 0.3
are shown in Fig. 4. It can be seen that the noise
addition to the data greatly destroys the correlation
between the data, blurring the user’s power usage at the
current time. It can be seen that the algorithm is able to
protect the user’s privacy.

S 14
=
> 12+
2 10}
o
2 8t
o
w 6
3
S 4r
g2 2t
2
5 0 A !
0 100 200 300 400 500 600
. Number of users
§ 250
>
£ 200t
3 150 |
<
© 100 |
)
o 50t
E]
3
@ 50|
Q
8 _100 1 1 1 1 1 1 1
I 0 100 200 300 400 500 600
Number of users
g 250
S 200}
12}
© 150 -
c
g 100 +
G  50f
[
3 o
S -50}
= -100

(.) 1(.)0 2(.)0 3(.)0 4(.)0 5(.)0 6(.)0
Number of users

Fig. 4 Processing results of users electricity. The blue curve
is the original electricity consumption in kW for 644 pieces
of users’ data. The green curve is the processed data after
the noise addition process using N = 100. The red curve is the
difference between the original data and the processed data,
i.e., the magnitude of the noise.
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4.3 Bit perturbation algorithm based on random
response mechanisms

The bit perturbation algorithm (Algorithm 2) based on
the random response mechanism innovatively applies
the random response mechanism to the differential
privacy processing of numerical values and cleverly
corresponds the zeros and ones in the data to the
attributes in the random response mechanism by
converting the data into binary form. The data
frequency obtained by using the maximum likelihood
estimation is used to calculate the data deviation
caused by the data perturbation, and the deviation is
summed up with the aggregation result, which ensures
the usability of the aggregation result. Theoretical
analysis is detailed in Section 3. This perturbation
algorithm changes the data values in a probabilistic

Algorithm 2 Bit perturbation algorithm based on random
response mechanisms

Initialize: data, perturbation probability p, perturbation start bit
x, number of perturbation bits a

Output: disturb data, sum disturb data error
1: n = length(data);
2:forie[0,n—1] do
3:  integer part « data[i];
fractional part < data[i];
binary encode[] « integer part;
if probability generator < p then
for je[x, a+x—1] do

binary encode[ j] < negation(binary encode[j]);

0o R

end for

10:  endif

11:  disturb integer part «— decoder(binary encode[]);

12:  disturb data[] < disturb integer part + fractional part;
13: end for

14: for i€ [0, n—1] do

15:  disturb integer part « disturb data[i];

16:  binary encode[] « disturb integer part;

17: for je[x, a+x—1] do

18: if binary encode[j] == 1 then

19: number|[j]++;
20: end if

21:  end for

22: end for

23: disturb data error « calculate(number[]);

24: sum disturb data error < sum(disturb data error);
25: return disturb data, sum disturb data error
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way, rather than destroying the correlation between the
data and time as the existing methods do. This has the
advantage of providing the center with useful time
information while enhancing data privacy, helping the
center better understand how regional power
consumption changes over time. By adjusting
perturbation bits and probabilities, the algorithm can
reduce the correlation of the data over a continuous
period, thus effectively countering data analysis and
preventing the attacker from obtaining information
about the data and the algorithm through continuous
observation.

The algorithm flow is as shown in Fig. 5. First, the
algorithm divides the input data into an integer part and
a decimal part. The integer part is then binary encoded
and converted into 8-bit binary data. The selected data
bits are then perturbed to change the data size by
performing an inverse operation on the data bits with a
probability of p. Next, the integer and fractional parts
of the perturbation are summed to obtain the final
perturbed data. Subsequently, the distribution of the
data is performed. At the receiving end of the data, the
integer part of the data is taken out in the same way,
the number of zeros and ones on the perturbed data bits
are counted, and the deviation of the data is calculated
based on the weights of the data bits and the method of
calculating the data deviation error derived in Section 3
of this paper. Finally, the final aggregation result is
obtained by adding the data deviation and the existing
aggregation result. The pseudo-code of the algorithm is
Algorithm 2, describing the
implementation of the algorithm.

Below is a demonstration of one effect of perturbing
the data using the algorithm. Figure 6 is a plot of the
effect after a two-bit perturbation with a perturbation
probability of 0.3. It can be seen that the algorithm can
randomly change the value of the original data to
achieve data disturbance and hide the change rule of

shown in exact

Integer and decimal 8-bit binary Integer part of the

perturbation

parts of data sequence

Extract data Binary encoding Multibit perturbation
= with probability p

Frequency of 0's and 1's on
the original data bits Perturbation data

Publishi; t:
Perturbation ublis| mg data

data bias

Frequency statistics of 0's m Perturbed integers add up
and 1's on perturbation bits

to fractional parts

Fig. 5 Bit perturbation algorithm flowchart.
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Fig. 6 Data perturbation results with Algorithm 2 (p = 0.3).
The blue data points are 600 random numbers generated
using a random number generator with a range of 9 to 15
retaining two decimal places, and the purple ones are after
perturbation using the algorithm.

the original sequence. By selecting different
perturbation probabilities and different perturbation
bits, the risk of the attacker learning the data
perturbation method through long-term data analysis
can be reduced. Therefore, the algorithm can provide
effective data privacy protection.

5 Performance Analysis

In this section, real-time electric power usage data
collected by Pecan Street Energy from customers in a
region of Texas for July 201519 is used for the
experiments. The test environment is Python 3.10 and
the test equipment was a Dell laptop.

Data accuracy and data privacy are used to evaluate
the experimental results. The data value of each data
series will change after privacy processing, but the sum
of the data series after privacy processing remains
within a certain error range compared with the sum of
the original data series. For data accuracy, we first
calculate the relative error d between the sum of the
processed data series and the sum of the original
data series and then calculate the data accuracy
according to 100% —d. The smaller the added noise,
the smaller the relative error and the higher the data
accuracy. After privacy processing, the data sequence
will become more chaotic, and the information entropy
of the data sequence will increase. When more noise is
added to the data series, the more chaotic the data



series is, the information entropy of the data series
increases, and the data security increases. For data
privacy, we calculate the relative error between the
information entropy of the processed data series and
that of the original data series, that is, the entropy
increase rate.

5.1 Effect of hyperparameters on data accuracy

5.1.1 Effect of the number of discrete noise points
The privacy budget & in the algorithm is a key
parameter, and the value of the privacy budget directly
determines the magnitude of the injected noise. When
the privacy budget is smaller, the injected noise value
is larger and the data accuracy decreases. To explore
the data accuracy of the algorithm under different
privacy budgets, a random number generator is used to
generate 1000 random numbers for the experiments,
the data retain two decimals, and the data range from O
to 6. In addition, the number of extracted noise points
N in the algorithm also affects the data accuracy.
Therefore, during the experiments, the relationship
between privacy budget and data accuracy with
different N is considered. The value of each data
accuracy is the average of the data accuracy obtained
by repeating the experiment 20 times based on the
same N value and the same privacy budget premise.
The data is visualized as shown in Fig. 7. An analysis
of Fig. 7 below shows that the algorithm performs well
in terms of data accuracy. When the number of the
extracted noise points N =200, the data accuracy stays
above 90% with different privacy budgets. With the
same value of N, the data accuracy increases as the
privacy budget increases, which is consistent with the
pre-experimental analysis. Observing the privacy
budgets at different values of N shows that data
accuracy does not perform best at N =400 or N =100
but at N =200. When extracting noise points, since it is

100

??‘2’//&

—e— N=100
—— N=200
—=— N=300

N=400

Accuracy (%)

Privacy budget

Fig.7 Privacy budget and data accuracy under different
numbers of the extracted noise points.
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a limited number of extractions, the sum of the
extracted noise values does not sum to 0 as in a
continuous distribution, but rather there will be some
deviation, and the sum will generally be close to 0 but
not 0. Therefore, extracting too many noise points will
introduce too many additional data errors, leading to a
decrease in data accuracy. In extracting too few noise
points, these discrete noise points cannot fully
characterize the distribution and will also introduce
large data errors when aggregated, leading to a
decrease in data accuracy. Therefore, a compromise
value of N should be chosen for data noise addition
and better data accuracy has been obtained.

5.1.2 Effect of the number of data perturbations
The probability of perturbation p and the number of
bits of data perturbation a in the algorithm are the key
parameters that affect the data accuracy. To explore the
effect of perturbation probability and the number of
data perturbation bits on data accuracy, a random
number generator was used in this experiment to
generate 1000 random numbers for the experiment,
with two decimal places reserved for the data values,
and the data range is from 15 to 30. Considering the
relatively small data range, only the case where the
maximum number of perturbation bits of 4 is
discussed. The data accuracy is the average of the
data accuracy for 20 experiments with the same
perturbation probability and the same number of
perturbation bits. To facilitate the analysis, a line graph
with privacy budget as the horizontal coordinate and
data accuracy as the vertical coordinate is plotted using
the data, as shown in Fig. 8. Combined with the graph,
it can be seen that data accuracy decreases when the
probability of perturbation increases. The data accuracy
decreases when the number of perturbation bits
increases. However, overall, the data accuracy of the

Accuracy (%)

0.05 010 015 020 025 030 035 0.40 045
p

Fig. 8 Data accuracy comparisons of the perturbation
algorithm under different numbers of bits of data
perturbation.
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algorithm is all above 90 percent and the data accuracy
is excellent.

5.2 Performance analysis of distributed models

In this subsection, the performance of the model is
evaluated in terms of data accuracy and privacy.
Meanwhile, the performance difference between using
only the Laplace noise addition and using both
algorithms is compared. It is demonstrated that the
superposition of the two algorithms can effectively
improve the model performance. In the experiment,
n = 644 power data from users are used for evaluation.
The effects of different privacy budgets and
perturbation probabilities on the model performance
are investigated. In the experiments, discrete data
characterizing noise with N = 100 are extracted and the
data were perturbed with two bits of perturbation. The
experiments explored the performance of the model
when using only the data noise addition algorithm. As
well as the performance of the model using both
algorithms under different privacy budgets and
perturbation probabilities is also tested. To eliminate
chance error, 30 experiments are conducted with the
same parameters. The experimental results are shown
in Fig. 9, which shows the averaged results of 30
experiments for data privacy and accuracy.

In Fig. 9, the orange plot lines represent the data
accuracy and data privacy of the model under different
privacy budgets when using only the noise addition
algorithm. The blue, green, and red lines show
accuracy and privacy using both algorithms at different
perturbation probabilities and privacy budgets.
Comparing the lines shows that using both algorithms
provides significantly better privacy than using only
the noise addition algorithm. And the privacy-
preserving performance of the model keeps increasing
as the probability of perturbation increases. Data

100

Noise accuracy
Noise entropy
-e- p=0.1, noise and disturb accuracy
&~ p=0.1, noise and disturb entropy
2, noise and disturb accuracy
2, noise and disturb entropy
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&+ p=0.3, noise and disturb entropy
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Fig. 9 Model performance analysis.

accuracy is highest when using only the noise addition
algorithm and decreases slightly with increased
perturbation when using both algorithms. The plots of
model data accuracy overlap more and decrease less
significantly than the plots of model data privacy
separation. This suggests that the model achieves better
privacy-preserving performance when using both
algorithms while sacrificing a small portion of data
accuracy compared to the model’s data-noise-only
algorithm. The overall trend shows data accuracy
improves with higher privacy budgets and remains high
overall. Data privacy decreases with higher privacy
budgets but remains above 50%, even at the maximum
budget, showing strong privacy performance.

5.3 Privacy budget that balances data accuracy
and privacy

In the previous subsection, it can be observed that data
accuracy and privacy exhibit opposite trends with the
privacy budget. When the model performs privacy
protection, to balance the data accuracy and privacy, it
is necessary to select an appropriate privacy budget to
make the data accuracy of the model equal to the data
privacy of the model. This point is the optimal privacy
budget for the model. Using n = 644 user power data,
we explore the optimal privacy budget (N = 100) for
different disturbance probabilities and bits. The best
privacy plot for a one-bit disturbance and probability
0.1 is analyzed below, as shown in Fig. 10. The blue
color in Fig. 10 is the privacy curve and the purple
color is the data accuracy curve, when the two curves
intersect, i.e., the point marked orange in Fig. 10, the
privacy budget is optimal. To the left of the orange
point,  privacy exceeds accuracy, indicating

110

Accuracy/entropy value (%)
5
3

—— Entropy
—— Accuracy
30 Intersection: (0.20, 82, 82)

0.2 0.4 0.6 0.8 Lo
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Fig. 10 Result of balancing the privacy budget.



overprotection. To the right, accuracy exceeds privacy,
suggesting underprotection.

In Table 1, the optimal privacy budget and data
utility for different parameter cases of the model are
presented. When the curves intersect, data privacy and
data utility are equal. Therefore, the data utility in
Table 1 is either data accuracy or data privacy.
Combining the four cases of data bit perturbation
shows that the optimal privacy budget of the model is
around 0.2 and the data utility of the model is around
0.82, which puts the data utility within an acceptable
range.

5.4 Comparison with centralized models

This subsection provides a comparative analysis of the
centralized and distributed models in terms of two
aspects: Data accuracy and data privacy. Before
making the comparison, the centralized model is
constructed as shown in Fig. 11. The traditional
Laplace mechanism as well as the bit perturbation
algorithm proposed in this paper are used in the
centralized model.

The same data samples are used for both models, the
distributed model noise point is 644, and both model

Table 1 Relationship between perturbation probability and

optimal privacy budget under different data Dbit
perturbations.
Perturbation Probability Position

0 (0.20, 0.82)

1 (0.2,0.82)

One data bit perturbation 2 (0.2, 0.83)
3 (0.2,0.83)

4 (0.2,0.82)

0 (0.20, 0.82)

1 (0.20, 0.83)

Two data bit perturbation 2 (0.21, 0.83)
3 (0.21, 0.84)

4 (0.20, 0.84)

0 (0.20, 0.82)

1 (0.21, 0.83)

Three data bit perturbation 2 (0.24, 0.83)
3 (0.29, 0.82)

4 (0.50, 0.73)

0 (0.20, 0.82)

1 (0.23,0.84)

Four data bit perturbation 2 (0.32,0.83)
3 (0.44, 0.82)

4 (0.48, 0.70)
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Center

4
sum{disturb[C({data 1, data 2, ..., data n})|}

Data aggregator

A
disturb[C({data 1, data 2, ..., data n})]

Data perturbation

]
C({data 1, data 2, ..., data n})

Laplace mechanism

A

A A

data 1 data 2 data n
User 1 User 2 User n

Fig. 11 Flow diagram of the centralized differential privacy
model.

bit perturbation algorithms wused a perturbation
probability of 0.2 and two bits of perturbation. In terms
of data accuracy, it is shown in Fig. 12. Figure 12
analyzes the data accuracy of the two models under
different privacy budget premises. The blue scatter
Fig. 12 is the data accuracy of the distributed model
and the pink scatter is the data accuracy of the
centralized model. From Fig. 12, it can be seen that the
data accuracy of the centralized model is quite
excellent, keeping the overall data accuracy above
80%, while in the distributed model, the effect of data
accuracy with a privacy budget of around 0.2 is
comparable to that of the centralized model. The reason
for the good data accuracy of the centralized model is
that the center can calculate the sum of the extracted
noise before injecting the noise into the data, and if the
sum of the noise is too large and unacceptable, the
center can re-do the extraction of the noise until it
meets the requirements. And this is not possible with

100

3 s T
® ® %% o 00000 X
2 2@ IRRE P S0 of
oy Smigo R @ Wl S T 559 %
= ,‘.Jow‘_o“%o,a 3 ®oe
< O , ® ®
X 29 a¥* o -

YK ) v 2 ®

80| e 0 R, s 9

60 |-

Accuracy (%)

a0t

20 Distrubuted accuracy
Centralized accuracy

0 0.2 0.4 06 0.8 10
Privacy budget

Fig. 12 Comparison of data accuracy between centralized
and distributed models.
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distributed models, because the noise of each
individual in a distributed model is agnostic. In terms
of data privacy, it is shown in Fig. 13. The data privacy
performance of the model is evaluated assuming that
the data center is trusted. As can be seen from Fig. 13,
the distributed model is comparable to the centralized
model. Thus combining the two dimensions, the
distributed model outperforms the centralized model.
Because the distributed model achieves good data
privacy at this value and its usability is comparable to
that of the centralized model. Moreover, in the
distributed model, there is no need to consider whether
the center is trustworthy or not, and privacy protection
is more stringent.

6 Conclusion

6.1 Summary of research

This paper addresses the privacy protection of smart
meter user data. After preliminary literature research
and theoretical studies, a privacy protection scheme
with differential privacy as the main technique is
identified. Through the study of differential privacy
technology and the requirements of data protection in
grid scenarios, a distributed privacy protection scheme
with high data accuracy is designed, and the scheme
incorporates the use of two algorithms, distributed
noise injection and bit perturbation, to improve the
privacy protection performance of the scheme. This
paper also strictly describes data privacy and data
utility, and the proposed algorithm and model are
comprehensively evaluated by these two metrics,
which are experimentally proved to have excellent
performance. Finally, this paper compares the proposed
model with the centralized model, proving again

Distrubuted accuracy
) Centralized accuracy

Enntropy (%)
s
8

0 02 0.4 0.6 0.8 10
Privacy budget

Fig. 13 Comparison of data privacy between centralized
and distributed models.

through experiments and analysis that the proposed
model performs better in privacy preservation.

6.2 Outlook for research

There are still some aspects of this research work that
deserve further research and improvement. In this
paper, there are some limitations in the methodology of
considering all users as the same type of user. There
may be various types of users in the same block,
including general household users, enterprises and
factories, etc., which generate significantly different
power data. When performing privacy protection, users
with smaller values of electricity data are prone to
overprotection, while users with larger values of
electricity data are prone to underprotection. Therefore,
all users should not be subjected to the same intensity
of privacy protection. To solve the above problems and
further improve the privacy protection performance of
the scheme, in future research work, we can consider
adopting methods such as cluster analysis to analyze
the users in the block, formulate corresponding
classification rules, and carry out personalized privacy
protection of different strengths for different types of
users.
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