
 

From Model Parameters to Data Quality: Implicit Factor
Evaluation of Model Extraction Attacks
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Abstract: Model  extraction  attacks  (MEAs)  pose  a  significant  threat  to  deep  learning  (DL)  models,  where

adversaries  aim  to  steal  the  decision  behavior  of  targeted  DL  models.  While  several  works  have  shown  the

ability  of  a  surrogate  model  to  mimic  the  target  DL  model,  the  underlying  factors  that  make  a  DL  model

vulnerable to MEAs are unclear. Analyzing these underlying factors is the key to enhancing the security of DL

systems.  This  involves  exploring  MEAs  in  diverse  scenarios  to  understand  the  relationship  between  their

success and the features  of  DL systems.  In  this  paper,  we evaluate  the underlying factors  influencing MEAs

from two crucial perspectives: the model’s intrinsic parameters and the quality of the data used. For the model’s

intrinsic parameters, we focus on how the batch size, learning rate, and optimizer influence the effectiveness of

MEAs.  Regarding  data  quality,  we  conduct  an  in-depth  analysis  of  how  data  annotation  and  selection  affect

MEAs’ success. Our study includes analyzing variations in batch size, five learning rates, eight optimizers, the

impact of varying proportions of dirty data, and the effects of subtle changes in data richness. The results of our

research reveal a diverse range of susceptibilities to MEAs.
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1　Introduction

Deep  learning  (DL)  models  are  booming  in  fields  as
diverse  as  healthcare,  finance,  cybersecurity,  and

autonomous  systems,  becoming  the  backbone  of
numerous  applications[1].  Consequently,  DL  models,
with  their  complex  architecture  and  profound
capabilities,  have  become  valuable  intellectual
properties,  heralding  an  era  of  unprecedented
possibilities[2].  However,  model  extraction  attacks
(MEAs) are a serious threat, casting a shadow over the
intellectual  property  and  confidentiality  of  the
model[3, 4].  These  attacks  enable  massive  unauthorized
access and usage of proprietary models, resulting in the
theft  of  valuable  intellectual  property  and  the  unique
parameters  that  define  a  model’s  essence  and
effectiveness[5, 6].  The  consequences  of  a  successful
MEA  include  catastrophic  breaches  of  model
confidentiality  and  the  potential  for  fake  models  to
spread  widely  across  the  digital  ecosystem[7, 8].
According to statistics, at least 97 models in LiblibAI,
the largest  open-source community for  text  and image
models,  have been illegally  copied to  a  website  called
“Yizhou  Intelligence” for  profit  without  permission.
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Furthermore,  the  MEA  paves  the  way  for  a  host  of
malicious  activities,  such  as  model  inversion  and
adversarial  attacks[9],  each of which has its own set of
harmful  effects.  Hence,  it  is  vital  to  explore  the
underlying  factors  that  make  models  vulnerable  to
MEAs,  including  their  architecture,  training  process,
and  deployment  environment[10].  This  awareness  is
critical to cultivating robust defense strategies to ensure
our technology is protected from malicious threats that
compromise  model  confidentiality  and  infringe
intellectual properties[11].

The  current  research  on  the  impact  factors
contributing to MEAs in the field of DL is both intense
and enlightening, yet it also reveals critical gaps in our
understanding[12, 13].  Significant  efforts  have  been
focused  on  the  strategies  used  by  adversaries  to  shed
light  on  popular  and  effective  methods  for  illegally
extracting  model  information[14, 15].  This  research
delves  into  various  aspects,  including  how  the
adversary selects specific data and model architectures,
aiming  to  uncover  their  methods  and  technologies  in
detail[16].  For  example,  adversaries  do  not  need  to
select  a  model  with  a  complex  architecture  as  a
surrogate  model  to  achieve  excellent  MEAs  without
knowing  the  target  model  architecture[17].  Analyzing
the motivations and impacts behind these choices aims
to  reveal  their  attack  methods  and  technologies  and
provide  a  comprehensive  understanding  of  current
attack  methods.  However,  current  research  shows  a
clear  gap,  as  it  pays  insufficient  attention  to  the
intrinsic  parameters  of  the  model  and  the  impact  of
training  data.  Exploring  and  evaluating  the  intrinsic
parameters  of  DL  models,  along  with  the  nature
of  their  training  data,  is  paramount  for  gaining
insights and enhancing defenses against MEAs[18]. The
intrinsic  parameters  of  the  model,  such  as  parameter
optimization  method,  learning  rate,  and  batch  size,
directly  affect  the  way the  model  processes  input  data
and its sensitivity to MEAs. The quality, diversity, and
annotation  accuracy  of  training  data  directly  affect
the  model’s  generalization  ability  and  resistance  to
MEAs.

In this paper, we conduct an evaluation of MEAs by
considering  multifaceted  perspectives,  encompassing
both  the  intrinsic  parameters  of  the  model  and  the
quality of  data.  Concerning the intrinsic parameters of
the  model,  it  is  imperative  to  evaluate  various
parameters  such  as  batch  size,  learning  rate,  and
optimizer.  By  exploring  these  model-specific

parameters, our goal is to identify potential weaknesses
vulnerable  to  malicious  manipulation,  enhancing  the
model’s  resistance  to  MEAs.  Regarding  data  quality,
we  analyze  the  impact  of  various  elements,  such  as
data  annotation  and  data  selection,  on  MEAs.  Our
exploration  focuses  on  uncovering  potential
vulnerabilities  arising  from  these  data-centric  aspects
to better understand their susceptibility to manipulation
and  exploitation.  We  conduct  extensive  empirical
analysis  to  answer  the  five  questions:  (1)  What  is  the
impact of batch size on MEAs? (2) What is the impact
of  learning  rate  schemes  on  MEAs?  (3)  What  is  the
impact of optimizers on MEAs? (4) What is the impact
of data annotation on MEAs? (5) What is the impact of
data  selection  on  MEAs?  The  analysis  of  these  five
questions  yields  a  series  of  valuable  and  insightful
results.  For  example,  the  learning  rate  with
MultiStepLR  appears  to  be  more  resilient  to  MEAs;
optimizers  with  Adadelta  are  more  vulnerable  to
MEAs,  which  can  lead  to  greater  risks  of  model
privacy  leaks.  Note  that  our  work  focuses  on  image
classification.  Text  generation,  object  detection,  etc.
are  not  within  our  scope  and  may  be  explored  in  the
future.  Contributions  of  this  paper  are  summarized  as
follows:

● We delve into exploring how the model’s intrinsic
parameters,  coupled  with  data  quality,  influence
MEAs.  This  critical  exploration  illuminates  the
underlying  factors  affecting  MEAs,  laying  the
groundwork  for  a  deeper  understanding  of  these
vulnerabilities.

●  Regarding  the  model’s  intrinsic  parameters,  our
work  uncovers  their  impact  on  MEAs  through  a
detailed  analysis  of  key  model  parameters.
Specifically,  we  concentrate  on  evaluating  elements
such  as  batch  size,  learning  rate,  and  optimizer,  to
evaluate  their  respective  vulnerability  and  resilience
against MEAs.

●  Concerning  the  impact  of  data  quality,  our
evaluation focuses on two key aspects: data annotation
and  data  selection.  We  evaluate  data  annotation  to
understand  how  inaccurate  annotations  affect  MEAs.
Data  selection  analysis  aims  to  gain  insights  into  how
the  choice  of  certain  datasets  influences  the  model’s
vulnerability to MEAs.

Roadmap. Section 2 presents the related work in this
paper.  Section  3  introduces  background.  Section  4
presents  our  threat  models.  Section  5  describes  the
experimental  design  and  implementation.  Section  6
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discusses the experimental results. Section 7 concludes
the paper.

2　Related Work

Model  extraction  attacks  have  fallen  into  two  camps
based  on  the  stolen  goal:  internal  knowledge[19] and
decision behavior[20].

Internal  knowledge aims  to  steal  the  specific
parameters  of  the  target  model,  e.g.,  weights,  network
layers,  convolutional  numbers,  etc.  For  example,  Yan
et  al.[21] found  that  the  reasoning  of  DL  heavily
depends  on  generalized  matrix  multiplication
(GEMM),  so  they  proposed  a  cache-based  model
extraction  attack  against  GEMM.  Moreover,  Jagielski
et al.[20] conducted a model extraction attack on neural
networks  with  ReLU  activation  functions,  leveraging
the technique of  reverse engineering based on the fact
that  each  ReLU  network  defines  a  piecewise  linear
function[22].  Carlini  et  al.[23] proposed  a  model
extraction attack from the perspective of cryptography,
which  restores  the  weight  parameters  of  the  target
model by selecting a plaintext attack. Canales-Martínez
et  al.[24] successfully  extracted  all  real-valued
parameters  of  a  deep  neural  network  (DNN) based  on
the  ReLU  activation  function  with  arbitrarily  high
accuracy  using  polynomial  query  numbers  and
polynomial  time  complexity  methods.  Gao  et  al.[25]

proposed  an  end-to-end  attack  method  called
DeepTheft,  which  utilizes  a  power  side  channel  based
on run average power limitation (RAPL) to accurately
recover complex DNN model architectures on general-
purpose  processors.  Although  model  extraction  attack
methods  aimed  at  stealing  a  target  model’s  internal
parameters  can  achieve  more  accurate  recovery  of
information,  their  effectiveness  is  often  contingent  on
the  adversary  possessing  additional  background
knowledge  or  the  attacks  being  conducted  in  specific,
limited scenarios.

Decision  behavior aims  to  imitate  the  decision
behavior of the target model while ignoring the internal
knowledge  of  the  target  model.  For  example,  Wu  et
al.[26] proposed a model extraction attack against graph
neural  networks,  which  formalizes  and  characterizes
the  adversary’s  knowledge  from  three  perspectives:
node attributes, graph structure, and shadow subgraphs.
He et al.[15] proposed DRMI, a model extraction attack
technique  utilizing  mutual  information  technology  to
choose  samples  with  significant  information  content.

Truong et al.[27] proposed a data-free model extraction
attack.  In  the  data-free  model  extraction  attack,  the
adversary does not need to specifically collect samples
but uses the generated model to synthesize data[16]. The
model  extraction  of  decision  behaviors  is  suitable  for
any  complex  target  model  and  does  not  need  to
understand  any  knowledge  of  the  target  model[9].
Rosenthal  et  al.[14] proposed  a  new  generator  training
scheme  that  combines  inconsistency  loss,  diversity
loss,  and  experience  replay  to  enable  the  generator  to
generate  higher-quality  instances,  effectively
improving the  training performance of  cloned models.
To address the issue of model extraction attacks in real-
world  scenarios  with  limited  query  budgets,  Lin  et
al.[16] proposed QUDA, a novel query-limited data-free
model extraction attack. QUDA combines a generative
adversarial  network  (GAN)  pre-trained  on  a  publicly
irrelevant  dataset  to  provide  weak  image  priors  and
employs  deep  reinforcement  learning  technologies  to
improve  the  efficiency  of  query  generation  strategies.
Zhuang et al.[28] proposed StealGNN, which is the first
data-driven  model  extraction  attack  framework  for
graph  neural  networks  (GNNs).  StealGNN  has  driven
the  development  of  GNN  extraction  attacks  in  three
key  aspects:  completely  data-free,  full-rank  attacks,
and the ability to cope with the most challenging hard-
label attacks. In this paper, we focus on evaluating the
impact factors of model extraction attacks for decision
behavior in the field of image-based classification. We
select  this  type  of  model  extraction  attack  for
evaluation  because  its  mechanism aligns  more  closely
with  real-world  attack  scenarios,  where  the  adversary
may  not  possess  specific  knowledge  about  the  target
model.

3　Background

3.1　DL

With  the  explosion  of  data  resources  and  the  steady
increase  in  computational  resources,  DL  has  emerged
as  a  promising  research  field  with  enormous  potential
for  a  broad  range  of  applications[29, 30].  The  excellent
performance  of  DL in  fields  such  as  computer  vision,
natural  language  processing,  speech  recognition,  and
autonomous  driving  has  further  attracted  significant
investments  and  researchers’ attention  around  the
world[31].  Large  corporations  heavily  invested  in  DL
use  the  Machine  Learning  as  a  Service  (MLaaS)
platform[32] to  provide  access  to  their  trained  models.
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They  offer  services  through  application  programming
interfaces  (APIs),  allowing  users  to  query  and  receive
predictions  or  responses,  which  generates  substantial
economic  benefits[33].  As  a  result,  the  platforms  are
expected  to  continue  to  play  a  paramount  role  in
providing the necessary conditions for the deployment
of DL models.

However,  various  studies  have  highlighted  the
potential security risks associated with deploying high-
performance  DL  models  on  MLaaS  platforms  and
offering services to users exclusively through APIs[34].
These  security  risks  include  adversarial  attacks  and
privacy  leakage.  Adversarial  attacks[35],  on  one  hand,
exploit  model  vulnerabilities  with  crafted  inputs,
causing  it  to  misbehave.  On  the  other  hand,  MLaaS
platforms  have  the  risk  of  privacy  leakage  and  may
expose  users’ sensitive  data  and  confidential
information[36].  These  types  of  security  breaches  are
particularly challenging and can cause severe financial
and  reputational  damage  to  an  organization  or
company. Therefore, ensuring the privacy and security
of DL models has become crucial[37]. In this paper, we
aim to unearth the underlying causes of model privacy
leakage. By conducting extensive analysis and research
on  the  influencing  factors  of  MEAs,  a  major  threat  to
model privacy, we hope to develop effective strategies
to mitigate these risks.

3.2　MEAs

MEAs aim to extract information from well-trained DL
models,  enabling  adversaries  to  create  fake  models
with  similar  functionality[20].  This  poses  a  significant
threat  to  the  company’s  competitive  advantage  and
proprietary  technology  and  could  result  in  financial
losses,  loss  of  market  share,  and  erosion  of  reputation
and  customer  trust[38].  Furthermore,  the  MEA
facilitates downstream attacks such as model inversion,
membership  inference,  and  adversarial  example
attacks[9],  further  compromising  the  security  of  DL
models.

MEAs usually  consist  of  three  main  steps  as  shown
in Fig.  1.  The  first  step  for  adversaries  is  to  obtain
query  samples  of  the  target  model.  The  target  model
refers  to  the  object  of  the  adversary’s  attack.  The
adversary  can  collect  query  samples  in  various  ways,
such as crawling public datasets or purchasing datasets.
Furthermore,  the  adversary  can  also  optimize  the
quality of query samples by filtering or creating crafted
samples.  In  the  second  step,  the  adversary  uses  the

query  sample  obtained  in  the  first  step  to  access  the
target  model  and  obtain  coupled  prediction
information,  i.e.,  labels  or  confidence  scores.  Finally,
the  adversary  selects  an  appropriate  surrogate  model
architecture.  Then,  he  uses  a  dataset  of  samples
querying  the  target  model,  along  with  its  soft  labels
(predicted  by  the  target  model),  to  train  the  surrogate
model, effectively creating a copy of the target model.
The  details  of  the  attack  process  in  our  empirical
evaluation are described in Section 4.3.

4　Threat Model

4.1　Adversary goal

F(Xt, θ) F(Xs, θ
′)

θ θ′

Xt Xs Xe

θ

θ′

Xe

We  assume  an  adversary  performs  an  MEA,  using  a
public  API  to  replicate  the  target  model’s  decision
behavior.  is the target model.  is the
surrogate  model.  and  are  the  parameters  of  the
target model and the surrogate model, respectively. The
datasets  used  to  train  the  target  model  and  surrogate
model are represented by  and , respectively.  is
the dataset  used to evaluate the accuracy of the MEA.
In this paper, we do not consider the similarity of  and

.  Instead,  we  focus  on  the  consistency  of  the  target
model and the surrogate model in predicting labels for
the  evaluation  set .  Section  5.1  provides  a  detailed
description of the metrics for the MEA in this paper.

4.2　Adversary knowledge

Datasets. We  assume  that  adversaries  have  limited
unlabelled  data;  otherwise,  they  can  train  their  own
models  without  stealing  the  target  model  of  the
defenders.  We  determine  the  availability  of  the
following two datasets to the adversary. The first query
dataset  shares  the  same distribution  as  the  training  set

 

 
Fig. 1    Pipeline of model extraction attacks.
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of  the  target  model  but  has  no  overlapping  samples.
The  second  query  dataset  has  a  different  distribution
from  the  training  set  of  the  target  model.  Our
assumptions align with standard practices  in  MEAs as
demonstrated  by  numerous  studies[15, 39].  It  is  worth
noting that the labels for the query dataset are obtained
by  accessing  the  target  model.  Section  5.2  provides  a
detailed description of the datasets used in this paper.

Model  architectures. The  adversary  has  a  certain
level of proficiency in DL and is able to select suitable
model  architecture  for  a  given  task.  However,  the
adversary  lacks  the  ability  to  optimize  surrogate
models  using  advanced  techniques.  These  techniques
involve  skills  such  as  model  design,  pruning,  and
parameter  compression,  which  are  beyond  the
adversary’s capabilities. Section 5.3 provides a detailed
description  of  the  model  architecture  used  by  the
surrogate model in this paper.

4.3　Adversary capabilities

Based  on  the  workflow  diagram  for  MEAs  shown  in
Fig.  1,  we  provide  a  detailed  description  of  the
adversary’s  attack  capabilities  in  the  evaluation
experiments  conducted  in  this  paper.  As  illustrated  in
Fig.  1 and  described  in  Section  3.2,  the  basic  steps
involved  in  MEAs  include  query  sample  selection,
query, and surrogate model training. Sample collection
and  surrogate  model  training  are  the  most  crucial
components  in  MEAs.  However,  understanding,
implementing, and evaluating a large number of unique
extraction  attacks  requires  significant  technical  effort
and time,  and access to this  knowledge is  limited.  For
the  sake  of  generality,  we analyze  attacks  that  depend
on  abstracted  attack  processes  from  state-of-the-art
MEAs  in  our  evaluation  work.  For  query  sample
selection,  we  employ  random  sampling  when
evaluating the impact of factors on MEAs. The specific
information  on  the  dataset  owned  by  the  adversary  is
described in Section 5.2. For the query stage, the target
model  only  provides  prediction  labels  for  the  query
samples,  but  does  not  provide  a  posterior  probability.
For  surrogate  model  training,  both  the  adversary  and
the target model adopt the same model architecture. In
the  experimental  setup  of  our  study,  the  computations
are  facilitated  by  a  high-performance  graphics
processing  unit  (GPU),  specifically  the  NVIDIA
GeForce  RTX  4090.  This  graphics  card  is  equipped
with 24 GB of  GDDR6X memory.  For  the MNIST[40]

and  Fashion  MINIST  (FMINIST)[41] datasets,  using

VGG19  as  the  surrogate  model  architecture,  it  takes
approximately  1.5  h  for  adversaries  to  perform  model
extraction  attacks.  On  the  CIFAR10[42] dataset,  using
ResNet50  as  the  surrogate  model,  the  execution  time
for  extracting  attacks  is  about  2  h.  Similarly,  on  the
CIFAR100[42] dataset,  when  using  ResNet50  as  the
surrogate model,  the time to perform model extraction
attacks is  approximately 3 h.  All  surrogate models are
trained for 200 epochs. In this paper, our core objective
is  to  comprehensively  examine  the  impact  of  five
distinctive  factors  on  MEAs.  Thus,  we  simplify  and
abstract the most fundamental MEA scheme in order to
make  it  more  general-purpose  and  widely  applicable.
This  method  allows  us  to  derive  more  meaningful
insights  into  the  security  of  machine  learning  models
and  to  develop  more  effective  countermeasure
strategies.

5　Evaluation Methodology

This  study  aims  to  reveal  the  impact  of  the  model’s
intrinsic parameters and data quality on MEAs. In this
section,  we  describe  the  specific  setup  used  for  the
evaluation  metrics,  datasets,  and  evaluation
experiments.  It  is  important  to  note  that  all  our
experiments  focus  on  evaluating  the  target  model,
which is the object of adversarial attacks and the entity
we aim to protect.

5.1　Evaluation metrics

FI
TAR FI

TAR

De = {x1, x2, . . . , xN}
Ye = {ye

1, ye
2, . . . , ye

N}
N

Ys = {ys
1, ys

2, . . . , ys
N}

Yt = {yt
1, yt

2, . . . , yt
N}

TAR
FI ·. ·

We  leverage  two  evaluation  metrics,  i.e.,  fidelity  ( )
and  task  accuracy  ratio  ( ).  is  the  consistency
between  the  surrogate  model  and  the  target  model  for
the  prediction  label  of  the  evaluation  set.  is  the
ratio  of  prediction  accuracy  between  the  surrogate
model  and  the  target  model  on  the  evaluation  dataset.
Formally,  we  assume  that  is  the
evaluation  dataset,  and  is  the
ground-truth  label  of  the  evaluation  dataset.  is  the
number  of  samples  in  the  evaluation  dataset.

 is  the  prediction  label  of  the
surrogate  model  for  the  evaluation  dataset.

 is  the  predicted  labels  of  the
evaluation dataset by the target model. The calculation
equation  of  is  shown  in  Eq.  (1).  The  calculation
equation  of  is  shown  in  Eq.  (2).  Accuracy( )
function  is  a  widely  used  standard  for  evaluating  the
performance of classification models. It is equal to the
number  of  samples  with  consistent  prediction  labels
divided by the total number of samples. 

    2208 Tsinghua Science and Technology, August 2026, 31(4): 2204−2220

 



TAR =
Accuracy(Ye, Ys)
Accuracy(Ye, Yt)

(1)
 

FI = Accuracy(Yt, Ys) (2)

5.2　Datasets

This  paper  is  centered  around  MEAs  in  image
classification  and  employs  four  of  the  most  popular
datasets,  namely  MNIST[40],  Fashion  MNIST
(FMNIST)[41],  CIFAR10[42],  and  CIFAR100[42].  The
reason we do not select more complex datasets such as
ImageNet  is  that  the  trends  in  the  impact  of  data
complexity  on  model  extraction  attacks  are  already
available in all four datasets mentioned.

Dt Ds

De

Dt

Dt

Ds

De

Ds De

The  MNIST  and  FMNIST  datasets  consist  of
grayscale  images,  each  with  dimensions  of  28  ×  28
pixels. The sample number of training sets and test sets
is 60 000 and 10 000,  respectively.  The  CIFAR10 and
CIFAR100 datasets consist of 3 × 32 × 32 pixels, each
with 50 000 samples  in  the  training  sets  and 10 000
samples  in  the  testing  sets.  In  this  paper,  we  require
three  types  of  datasets:  datasets  for  training  the  target
model ,  datasets  for  training  surrogate  models ,
and datasets  for  evaluating the  MEA performance .
For  the  dataset,  we  use  training  sets  in  the  public
dataset to train the target model.  Specifically,  for both
the  MNIST  and  FMNIST  datasets,  the  training  target
model  has  a  data  sample  size  of 60 000.  For  both
CIFAR10 and CIFAR100 datasets, the number of data
samples of the training target model is 50 000. Notably,
in  the  experiment  of  evaluating  the  impact  of  data
quality  on  MEAs,  the  training  dataset  of  the  target
model is modified based on the above . The specific
detailed settings are described in Sections 6.4 and 6.5.
For  the  dataset ,  we  randomly  select  80% of  the
samples in each test set of the four public datasets. For
the dataset , we randomly select 20% of the samples
from  the  test  set  of  each  public  dataset.  It  is  worth
noting  that  and  do  not  overlap.  The  labels  for
the training dataset of the target model are ground-truth
labels.  The  labels  for  the  training  dataset  of  the
surrogate model are provided by the target model, i.e.,
soft labels.

Ds

Moreover,  taking  into  account  the  knowledge  of
adversaries described in Section 4.2, dataset  falls in
two types: same distribution and different distribution.
The  target  model  uses  the  same type  of  dataset  as  the
surrogate  model  when  we  set  it  to  the  same
distribution.  For  example,  when  the  target  model  uses

the  MNIST dataset,  the  surrogate  model  also  uses  the
MNIST  dataset.  The  target  model  and  the  surrogate
model use different types of datasets when we set it to
different  distributions.  The  MNIST  and  FMNIST
datasets  serve  as  controls,  while  the  CIFAR10  and
CIFAR100 datasets are cross-referenced. For example,
when  the  target  model  uses  the  MNIST  dataset,  the
surrogate model uses the FMNIST dataset.

5.3　Experimental protocol

Our exploration into the impact of MEAs unfolds from
two  points:  the  intrinsic  parameters  of  the  model  and
data  quality.  Diving  into  the  model’s  intrinsic
parameters,  we  focus  on  three  influencing  factors:
batch  size,  learning  rate,  and  optimizer.  For  data
quality, our attention is devoted to revealing the effects
of  data  annotation  and  data  selection  on  the
susceptibility to the MEA. In our experiments,  we use
the  ResNet50  architecture  for  both  the  target  and
surrogate  models  with  datasets  such  as  CIFAR10  and
CIFAR100.  For  the  MNIST  and  FMNIST  datasets,
however,  we uniformly apply  the  VGG19 architecture
to both models. The reason for not exploring additional
model  architectures  is  that  existing  research[17] has
clarified  the  impact  of  differences  between  target  and
surrogate  model  architectures  on  model  extraction
attacks.  The  more  complex  the  architecture  of  the
target  model,  the more difficult  it  is  for  adversaries  to
steal.  Therefore,  we limit  the architecture of the target
model and surrogate models to ensure the reliability of
the  experimental  results  in  this  paper.  The  goals,
knowledge,  and  abilities  of  the  adversary  in  our
evaluation experiment are described in Section 4.
5.3.1　Batch size
We aim to  answer  the  question:  what  is  the  impact  of
batch size on MEAs? Batch size determines how many
data  samples  are  used  in  each  training  iteration.  It
affects  the  speed  and  stability  of  model  learning,  as
well  as  memory  usage  and  training  time.  In  this
experiment,  various  configurations  are  examined  to
evaluate  the  impact  of  batch  size  on  the  MEA.  The
batch  size  of  the  target  model  is  set  at  multiple
levels—16, 32, 64, 128, and 256—while the batch size
of  the  surrogate  model  is  set  to  64.  Furthermore,  a
consistent  set  of  training  parameters  is  maintained  in
both  target  and  surrogate  models  for  each  dataset  to
ensure  standardized  comparisons.  For  instance,  the
learning  rate  is  set  to  MultiStepLR  for  both  models,
and  the  Adam  optimizer  is  uniformly  adopted.  This
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ensures  that  variations  in  experimental  results  can  be
more  reliably  attributed  to  differences  in  batch  sizes,
thus facilitating a more focused and reliable analysis of
their  effects.  The  experimental  analysis  of  the  impact
of target model batch size on the MEA is described in
Section 6.1.
5.3.2　Learning rate
We aim to  answer  the  question:  what  is  the  impact  of
learning  rate  schemes  on  MEAs?  Learning  rate  is  the
key  factor  that  determines  the  updating  range  of
model  parameters.  Our  purpose  is  to  study  the
potential  variability  of  risks  associated  with  the  MEA
across  different  learning  rates,  aiming  to  increase
awareness  and  circumvent  potential  model
vulnerabilities.  We  evaluate  five  popular  learning  rate
strategies:  ReduceLROnPlateau,  StepLR,
MultiStepLR,  ExponentialLR,  and
CosineAnnealingLR.  For  each  dataset  under
consideration,  the  target  model  is  trained  to  employ
each of the aforementioned five learning rate strategies.
In this experiment, we consider the configuration of the
target  model  and  the  surrogate  model.  The
optimizations  in  both  models  are  performed  using  the
Adam  optimizer,  maintaining  a  uniform  batch  size  of
64 across  all  experiments.  Moreover,  the  learning rate
of  the  surrogate  model  is  set  to  MultiStepLR.  This
standardized  setting  ensures  consistent  and
comparative evaluation, enabling a centralized analysis
of  the  impact  of  learning  rates  on  the  MEA.  The
experimental analysis of the impact of the learning rate
for  the  target  model  on  the  MEA  is  presented  in
Section 6.2.
5.3.3　Optimizer
We aim to  answer  the  question:  what  is  the  impact  of
optimizers  on  MEAs?  The  optimizer  determines  how
the  model  parameters  are  updated.  Different
optimization  algorithms  have  different  mathematical
characteristics, which affect the convergence speed and
performance  of  the  model.  In  this  experiment,  the
optimizer  of  the  target  model  is  designated  as  a
variable,  while  its  learning  rate  and  batch  size  are
maintained  constant,  specifically  set  at  MultiStepLR
and  64,  respectively.  We  evaluate  the  impact  of  eight
prevalent  optimizers  on  the  MEA,  namely  adaptive
delta  (Adadelta)[43],  adaptive  gradient  (Adagrad),
adaptive  moment  estimation  (Adam)[44],  Adamax[44],
averaged  stochastic  gradient  descent  (ASGD)[45],  root
mean  square  propagation  (RMSprop)[46],  root
propagation (Rprop)[46], and stochastic gradient descent

(SGD)[45]. For detailed analysis, each dataset is trained
using  each  of  the  eight  optimizers,  resulting  in  eight
different target models per dataset. This method allows
us to  evaluate  the  unique impact  of  each optimizer  on
the  MEA susceptibility.  For  all  datasets,  the  surrogate
model  uses  a  learning  rate  and  batch  size  matching
those  established  in  the  target  model.  Moreover,  the
optimizer  of  the  surrogate  model  is  set  to  Adam.
Section  6.3  provides  a  detailed  analysis  of  the
conclusions about the optimizer’s impact on the MEA.
5.3.4　Data annotation
We aim to  answer  the  question:  what  is  the  impact  of
data  annotation  on  MEAs?  Accurate  data  annotation
ensures  that  the  model  can  learn  from  the  correct
information.  If  the  data  is  labeled  incorrectly  or
inconsistently, the model may learn the wrong pattern,
resulting in performance degradation. In the evaluation
of  data  annotation  on  the  impact  of  the  MEA,  the
training parameters of the target model are maintained
consistently,  while  the training set  of  the target  model
is subject to variation. The training parameters, such as
a  batch  size  of  64,  the  Adam  optimizer,  and  a
MultiStepLR  learning  rate,  remain  consistent  for  both
the  target  and  surrogate  models  across  different
datasets. Central to our exploration is the measurement
of  the  MEA  susceptibility  due  to  changes  in  label
accuracy in the target model’s training set. This method
allows  us  to  focus  on  analyzing  how  annotation
accuracy  impacts  the  model’s  robustness  against  the
MEA.  In  this  experiment,  we  employ  two  distinct
methods to change the accuracy of labels in the training
dataset  of  the  target  model:  random  modification  and
expert  simulation.  For  the  random  modification
method,  the  labels  in  the  target  model  training  set  are
changed  in  a  non-systematic  manner  according  to  a
predetermined  ratio.  Specifically,  this  means  that  the
modification of labels is performed randomly, allowing
for  a  certain  degree  of  difference  from  the  original
ground  truth  labels.  The  process  is  gradual,  starting
from  the  initial  modification  of  1000  labels  and
continuing in steps of 1000 labels until a total of 25 000
labels have been modified. This method allows for the
gradual  introduction  of  randomness  in  the  label  set,
effectively  creating  a  diverse  dataset  that  can  impact
model  learning  and  performance.  The  random
modification method reflects the possibility of random
inaccuracies in label assignment in practical scenarios.
Conversely,  the  expert  simulation  method  is
orchestrated  to  emulate  the  method  of  knowledgeable
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labeling  experts.  Labeling  experts  have  domain
expertise that affects the accuracy of their labeling, and
our  strategy  is  designed  to  simulate  these  expert
variances.  Initially,  we develop specialized models for
each  dataset  as  an  alternative  to  traditional  expert
annotators. In the process of training these professional
models,  we  carefully  record  the  task  accuracy  at  each
stage, allowing us to replicate the range of proficiency
typically  exhibited  by  human  experts.  This  simulation
reflects the reality that  experts have different levels of
professional  knowledge,  which  in  turn  affects  their
label accuracy. The experimental analysis of the impact
of  data  cleaning  on  the  MEA  is  described  in  Section
6.4.
5.3.5　Data selection
We aim to  answer  the  question:  what  is  the  impact  of
data selection on MEAs? Data selection is a frequently
used  process  in  data  processing,  ensuring  richness  in
the  training  data  for  machine  learning  models.  The
diversity  and  comprehensiveness  of  the  datasets  are
crucial  to  building  a  robust  and  generalizable  model.
Rich  data  information  can  provide  more  perspectives
and  features,  helping  the  model  better  understand  all
aspects  of  the problem and perform better  when faced
with novel or unseen data. In this experiment, both the
target  and  surrogate  models  adhere  to  the  training
parameters  previously  established  in  Section  5.3.4
across diverse datasets, while introducing variations in
the training set. We set up two schemes to explore the
impact of data selection on the MEA, i.e., data volume
(DV)  and  active  learning  (AL).  Specifically,  DV
modulates  the  sample  size  in  the  target  model’s
training set to facilitate its management. DV serves as a
baseline  for  AL,  evaluating  whether  datasets  selected
through AL significantly impact the MEA compared to
randomly  selected  datasets  of  equal  size.  AL refers  to
technologies  popularly  used  for  data  selection.  It
strategically  submits  challenging  samples  for  expert
labeling,  fostering  a  gradual  enhancement  of  the

model’s  performance  through  iterative  machine
learning  training.  In  this  experiment,  the  ModAL
framework[47] is  utilized  as  the  foundation  for  active
learning.  For  the  ModAL  framework,  the  estimator
used  is  set  to  a  RandomForest  classifier,  the  query
strategy is set to entropy sampling, and the initial label
sample size is set to 5000. Utilizing publicly available
datasets  that  are  already  accompanied  by  ground-truth
labels,  our  experiment  predominantly  focuses  on
employing  AL  methodologies  for  the  selection  of
intricate  samples  to  train  target  models.  The
experimental analysis of the impact of data selection on
the MEA is described in Section 6.5.

6　Analysis and Result

6.1　Batch size
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Figure  2 shows  the  impact  of  batch  size  on  MEAs,
where  the x-coordinate  denotes  the  batch  size
configured during the training of  the target  model  and
the y-coordinate represents the metric value.  is the
proportion  of  the  surrogate  model’s  task  accuracy
relative  to  that  of  the  target  model,  and  stands  for
the  fidelity  of  the  surrogate  model.  Additionally,
subscripts  provide  further  clarification:  indicates
that the target and surrogate models’ training sets share
the  same  distribution,  while  signifies  that  their
training sets come from different distributions.
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Same  distribution. In Fig.  2,  our  attention  is
primarily  directed  toward  the  bar  chart  of  and

. Upon observation, it is evident that the surrogate
model’s  performance,  in  terms  of  metrics  and

,  remains  relatively  stable  despite  the  varying
batch  sizes  of  the  target  model.  For  the  CIFAR100
dataset,  the  variance  of  is  0.006,  and  the
variance  of  is  0.005,  respectively.  Variance  not
only indicates how much the sample deviates from the
mean but  also reflects  the extent  of  fluctuation among
the  samples.  Therefore,  a  smaller  variance  denotes
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(a) MNIST
Batch size of the target model Batch size of the target model Batch size of the target model Batch size of the target model

(b) FMNIST (c) CIFAR10 (d) CIFAR100

16 32 64 128 256 16 32 64 128 256 16 32 64 128 256 16 32 64 128 256

 
Fig. 2    Impacts of the target model batch size on MEAs.
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greater  stability.  For  the  MNIST,  FMNIST,  and
CIFAR10 datasets,  variances  are  0.001,  0.005,
and  0.003,  respectively,  and  the  variances  of  are
0.001, 0.006, and 0.006, respectively.

Remark: Given  that  the  choice  of  batch  size  does
not  significantly  impact  the  effectiveness  of  MEAs
when  the  adversary  knows  the  distribution  of  the
training dataset  for  the  target  model,  defenders  should
consider  strategies  other  than  manipulating  batch  size
to protect their model.
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Different  distribution. In  this  paragraph,  we  turn
our  attention  to  the  trends  in  the  and 
annotations in Fig. 2. From the experimental statistical
results,  we can see that  the variation trends of 
and  are inconsistent for different datasets. For the
CIFAR100  dataset,  the  difference  between  the
maximum  and  minimum  values  of ,  observed
when the target model’s batch size is set to 128 and 16,
respectively, is 3.06%. For the CIFAR10 dataset, when
the  batch  size  of  the  target  model  is  set  to  16  and 64,
the  value reaches the minimum and maximum.
For both MNIST and FMNIST datasets,  the minimum
value  of  occurs  when  the  target  model  batch
size  is  set  to  32.  However,  for  the  MNIST  and
FMNIST  datasets,  the  maximum  values  of 
appear  when  the  target  model  batch  size  is  set  to  128
and  16,  respectively.  The  trend  of  remains
consistent with .

Remark: When  the  adversary  lacks  knowledge
about the target model’s training dataset, the batch size
of the target model significantly impacts MEAs, but the
specific  pattern  of  this  variation  has  not  yet  been
explored.

6.2　Learning rate

Figure  3 illustrates  the  impact  of  the  learning  rate  on
MEAs,  with  the  horizontal  axis  denoting  the  learning
rate  mechanisms  employed  during  the  training  of  the

target  model,  and  the  vertical  axis  depicting  the
corresponding  metric  values. Figure  3 includes
annotations  similar  to  those  in Fig.  2.  For  a  more
streamlined  presentation,  we  abbreviate  the  learning
rates:  ReduceLROnPlateau,  StepLR,  MultiStepLR,
ExponentialLR,  and  CosineAnnealingLR  are
represented  as  RLR,  SLR,  MLR,  ELR,  and  CLR,
respectively.
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Same  distribution. In Fig.  3,  there  are
inconsistencies in the  and  trends of simple
datasets, (MNIST and FMNIST) and complex datasets,
(CIFAR10  and  CIFAR100).  For  simple  datasets,
regardless  of  the  learning  rate  mechanism  adopted  by
the  target  model,  the  surrogate  model  stolen  by  the
adversary shows very small fluctuations in  and

. However, for complex datasets, the learning rate
used by the target model significantly affects the MEA.
The  model  with  MRL  as  the  learning  rate  is  more
resilient than the model with ERL as the learning rate.
For  example,  from Fig.  3d,  we  can  see  that  when  the
learning  rate  of  the  target  model  is  set  to  ERL,  its

 value  is  52.23%,  and  value  is  31.6%.
Moreover, when the learning rate of the target model is
set to MRL, its  and  values are 48.96% and
34.2%,  respectively.  For  the  CIFAR100  dataset,  the
differences  between  and  are  3.27% and
2.6%,  respectively,  when  comparing  models  trained
with ERL and MRL learning rates.

Remark: Using  the  MLR  strategy  enhances  the
confidentiality  of  the  target  model  against  MEAs  for
complex  datasets,  while  the  ELR  increases
susceptibility.  To  enhance  model  security,  defenders
should  integrate  MLR  into  their  training  protocols,
particularly  for  models  dealing  with  complex  or  high-
dimensional data.

Different  distribution. Unlike  the  scenario  where
the same distributions are  used,  when the adversary is
unaware  of  the  target  model’s  training  dataset
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(a) MNIST (b) FMNIST (c) CIFAR10 (d) CIFAR100
LR of the target model LR of the target model LR of the target model LR of the target model

 
Fig. 3    Impact of the target model learning rate on MEAs. ReduceLROnPlateau, StepLR, MultiStepLR, ExponentialLR, and
CosineAnnealingLR are represented as RLR, SLR, MLR, ELR, and CLR, respectively.
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distribution,  setting  the  model’s  learning  rate  to  MLR
minimizes  the  extent  of  model  extraction  by  the
adversary,  regardless  of  the  dataset  type  utilized.  For
the  MNIST,  FMNIST,  and  CIFAR100  datasets,  when
the  learning  rate  of  the  target  model  is  set  to  MLR,
their  values are 33.35%,  41.61%,  and 14.62%,
respectively.  Similarly,  the  values  are  32.95%,
33.55%,  and  10.9%,  respectively.  While  this
experiment  allows  for  the  identification  of  the  safest
learning rate,  it  does  not  yield  a  consistent  conclusion
regarding  the  most  vulnerable  learning  rate.  Because
the  susceptibility  to  attacks  varies  among  different
learning  rates,  depending  on  the  dataset  utilized.  For
example,  when  RLR  is  the  learning  rate  of  the  target
model  for  the  CIFAR10  and  MNIST  datasets,  the
indices  of  and  stolen  by  the  adversary
reach  their  highest  values.  For  other  datasets,  such  as
FMNIST and CIFAR100, the  and  values
peaked when the learning rate of the target model was
set to CLR and SLR, respectively.

Remark: Regardless  of  the  dataset  used,  the  target
model  with  MLR as  its  learning rate  demonstrates  the
lowest  susceptibility  to  adversaries  in  terms  of  model
functionality  stolen.  This  indicates  that  implementing
MLR as a learning rate is beneficial for improving the
confidentiality of the model.

6.3　Optimizer

Figure  4 shows  the  optimizer’s  impact  on  MEAs,
where  the  horizontal  axis  represents  the  kind  of
optimizer  set  when  training  the  target  model  and  the
vertical  axis  represents  the  metric  value.  The  symbols
in Fig. 4 have the same meaning as those in Fig. 2, as
described in Section 6.1. For clarity, we abbreviate the
optimizers  Adadelta,  Adagrad,  Adam,  Adamax,
ASGD,  RMSprop,  Rprop,  and  stochastic  gradient
descent (SGD) as AA, AD, AM, AX, AS, RM, RP, and
SG, respectively.
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Same distribution. From  and  in Fig. 4,
we  can  see  that  regardless  of  the  dataset,  the  target
model  with  SG  and  AA  as  the  optimizer  is  more
susceptible to MEAs. For simple datasets (MNIST and
FMNIST), the optimizers most vulnerable to the MEA
are AA, RP, and SG. For complex datasets (CIFAR10
and CIFAR100), the optimizers most susceptible to the
MEA  are  AA,  AD,  and  SG.  When  the  target  model
with  SG  as  the  optimizer  is  extracted  by  the  MEA,

 values in different datasets (MNIST, FMNIST,
CIFAR10,  and  CIFAR100)  can  reach  100%,  101%,
104%,  53.43%,  respectively,  while  values  can
reach  96.7%,  94.8%,  71.7%,  and  35.05%.  When
extracting the target model of AA as the optimizer via
the  MEA,  in  different  datasets  (MNIST,
FMNIST, CIFAR10, and CIFAR100) values can reach
100%,  98.94%,  94.84%,  55.17%,  and  the  value
can reach 93.6%, 93%, 66.3%, and 33.2%. The 
value can exceed 100% when the task accuracy of the
surrogate model surpasses that of the target model.

Remark: When the optimizer of the target model is
set  to  SG or  AA, the model  becomes more vulnerable
to  replication  through  MEAs.  This  indicates  that
defenders should avoid using SG and AA as optimizers
to protect the confidentiality of the model.
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Different  distribution. Compared  with  the
experimental  results  of  the  same  distribution,  the
different  distribution  also  exhibits  some  analogous
experimental  phenomena.  For  the  MNIST  dataset,  the
optimizers  showing the  highest  vulnerabilities  are  SG,
AA,  and  RP,  with  values  of  100%,  82.15%,
and  73.69%,  respectively.  For  the  FMNIST  dataset,
models  optimized  using  SG,  AA,  and  AM  are  most
prone  to  the  MEA,  with  corresponding  values
of 46.75%,  42.82%,  and 35.44%,  respectively. For the
CIFAR10  dataset,  the  optimizers  AA,  AD,  and  AX
lead  to  the  highest  susceptibility,  marked  by 
values  of  54.79%,  47.96%,  and  42.54%,  respectively.
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Optimizer of the target model Optimizer of the target model Optimizer of the target model Optimizer of the target model

 
Fig. 4    Impact  of  the  target  model  optimizer  on MEAs.  Adadelta,  Adagrad,  Adam, Adamax,  ASGD, RMSprop,  Rprop,  and
SGD are represented as AA, AD, AM, AX, AS, RM, RP, and SG, respectively.
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Meanwhile,  for  the  CIFAR100  dataset,  the  top-3
optimizers  marked  by  vulnerability  are  AA,  AD,  and
RP, with respective  values of 23.54%, 22.71%,
and 17.56%, respectively.

Remark: The AA optimizer consistently ranks as the
most susceptible to MEAs across all evaluated datasets.
This suggests that defenders should avoid using AA as
an optimizer to protect the confidentiality of the model.

6.4　Data annotation
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The  experimental  analysis  of  data  annotation
encompasses  two  pivotal  facets:  random  modification
and expert simulation, detailed in Section 5.3.4. In the
visual representation of our experimental statistics,  we
employ  superscripts  and  to  distinguish  between
random  modification  and  expert  simulation  methods,
respectively.  In Figs.  5−10,  and  represent
the  baselines  under  the  same  distribution.  The
superscript  means  baseline.  The  baselines 
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and  correspond  to  scenarios  where  the  target
model  training  set  is  devoid  of  dirty  samples. 
and  are  the  baselines  for  and ,
respectively,  and  they  are  interpreted  similarly  to

 and  but  in  the  context  of  a  different
distribution.
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Same  distribution. For  random  modification
method, it is evident that the presence of random dirty
samples  assists  the  adversary  in  extracting  the  task
accuracy of the target model (see Fig. 5). Specifically,
it  is  observed that  in  most  cases  is  higher  than

.  However,  the  presence  of  random  dirty
samples  in  the  target  model  does  not  necessarily
benefit  the  adversary  in  extracting  the  fidelity  of  the
target model. Based on the observations from Fig. 5, it
is  evident  that  across  no  matter  what  dataset  it  is,  a
consistent  experimental  phenomenon  emerges,
showing  that  exceeds ,  while 
remains less than .
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Fig. 5    Impact of target model data annotation on MEAs in the random modification method (same distribution).

 

TARR
DD

FIR
DD

TARB
DD

FIB
DD

TARR
DD

FIR
DD

TARB
DD

FIB
DD

TARR
DD

FIR
DD

TARB
DD

FIB
DD

TARR
DD

FIR
DD

TARB
DD

FIB
DD

(a) MNIST (b) FMNIST (c) CIFAR10 (d) CIFAR100

M
et

ric
 v

al
ue

Number of dirty samples in the target model training set Number of dirty samples in the target model training set Number of dirty samples in the target model training set Number of dirty samples in the target model training set

M
et

ric
 v

al
ue

M
et

ric
 v

al
ue

M
et

ric
 v

al
ue

 
Fig. 6    Impact of target model data annotation on MEAs in the random modification method (different distribution).
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Fig. 7    Impact of target model data annotation on MEAs in the expert simulation method (same distribution).
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For  expert  simulation  method,  we  can  clearly
observe from Fig. 7 that different datasets yield diverse
performances.  For  the  MNIST  and  FMNIST  datasets,
there  is  no  significant  difference  between  and

 from  the  baseline  (  and ).  For
CIFAR10  and  CIFAR100  datasets,  has  a  lower
value than . This shows that mixing dirty samples
into  the  target  model  training  set  is  not  conducive  for
the  adversary  to  copy  the  decision  behavior  of  the
target model.

Figure  9 displays  comparative  statistics  illustrating
the influence of target model data annotation on MEAs
in  scenarios  of  random  modification  and  expert
simulation  methods.  To  maintain  a  level  playing  field
between  random  modification  and  expert  simulation,
an  equal  number  of  dirty  samples  are  maintained  in
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both setups. For the MNIST dataset, whether it is 
or , the values of the random modification and expert
simulation  are  basically  consistent.  For  the  FMNIST
dataset,  regardless  of  random  modification  and  expert
model,  the  values  of  mostly  overlap  and  remain
consistent.  However,  from a  fidelity  perspective, 
is  higher  than .  For  the CIFAR10 and CIFAR100
datasets,  we  conclude  that  the  expert  simulation  is
more  easily  extracted  by  adversaries  than  the  random
modification,  i.e.,  and .  By
synthesizing the experimental data presented in Figs. 5,
7,  and 9,  we  perform  a  comprehensive  analysis
focusing  on  fidelity.  This  led  us  to  a  consistent
conclusion  across Figs.  5, 7,  and 9:  is  less  than

,  is  less  than ,  and  is  greater  than
.  In  short, , ,  and  form  a  clear
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Fig. 8    Impact of target model data annotation on MEAs in the expert simulation method (different distribution).
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Fig. 9    Comparison of the impact of target model data annotation on MEAs in random modification and the expert simulation
methods (same distribution).
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Fig. 10    Comparison  of  the  impact  of  target  model  data  annotation  on  MEAs  in  random  modification  and  the  expert
simulation methods (different distribution).
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FIR
SD< FIE

SD<FIB
SDrelationship, i.e.,  .

Remark: Regardless  of  which  mislabeling  strategy
is  present  in  the  training  set  of  the  target  model,  the
model  tends  to  be  more  resistant  to  MEAs  than  using
purely  clean  datasets.  This  indicates  that  introducing
a  certain  degree  of  label  noise  or  intentionally
mislabeling  during  the  training  process  may  enhance
the model’s defense against MEAs.
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Different  distribution. For  random  modification
method  (see Fig.  6),  simple  datasets  and  complex
datasets  exhibit  different  conclusions  in  terms  of
metrics  and .  For  the  MNIST  and  FMNIST
datasets,  and  are  lower  than  baseline

 and ,  respectively.  For  the  CIFAR10  and
CIFAR100 datasets,  is lower than baseline .
However,  in  terms  of  the  performance  of ,  a
significant  trend  is  observed:  as  the  number  of  dirty
samples  in  the  dataset  increases,  the  performance  of

 changes  significantly,  initially  slightly  lower
than ,  gradually  exceeding ,  and  finally
becoming  significantly  more  high.  Overall,  the
presence  of  random  dirty  samples  does  not  favor  the
adversary  in  replicating  the  decision  behavior  of  the
target  model,  i.e.,  it  is  not  conducive  to  the  adversary
stealing  a  higher-fidelity  surrogate  model  compared
with using a pure clean training set.
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For  expert  simulation  method  (see Fig.  8),  for  the
MNIST and FMNIST datasets, the indices  and

 demonstrate  fluctuations  without  displaying  any
consistent pattern or trend. In the case of the CIFAR10
dataset, a detailed observation reveals a declining trend
in  both  and  as  the  task  accuracy  of  the
expert  model  increases.  However,  even  in  this
downward  trend,  these  measures  remain  above  their
respective baseline values, indicating that these 
and  have a  sustained advantage compared to  the
baseline.  For  the  CIFAR100  dataset,  as  the  task
accuracy  of  the  expert  model  enhances,  both 
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and  show  a  downward  trend.  Notably, 
approaches  the  baseline  value,  while 
remains higher than its baseline  Under different
distributions,  it  is  evident  that  the  presence  of  expert-
induced  dirty  labels  render  the  target  model  more
vulnerable  to  the  MEA  compared  to  models  trained
exclusively with pure clean samples.

FI

FIE
DD
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DD

The  comparative  statistics  of  random  modification
and  expert  simulation  methods  are  shown  in Fig.  10.
The  experimental  results  under  different  distributions
show  trends  analogous  to  those  in  the  same
distribution.  In  the  analysis  of  the  metric ,  it  is
evident  that  the  expert  simulation  exhibits  greater
susceptibility  to  the  MEA  when  compared  to  the
random modification. Specifically, this vulnerability is
reflected  in  the  metric,  where ,  representing  the
expert  simulation,  is  consistently  higher  than  the
random modification . This trend suggests that the
expert  simulation  may  provide  the  MEA  with  more
exploitable patterns than the random modification.

Remark: Models trained using dirty sample datasets
obtained through expert simulation are more vulnerable
to  MEAs  than  models  trained  using  purely  clean
datasets  or  randomly  modified  datasets.  Defenders
should  be  cautious  about  the  source  and  nature  of  the
data used for training.

6.5　Data selection

B

AL

SD DD

Figures 11 and 12 show the impact of data selection on
MEAs,  with  a  comprehensive  overview  of  the
experimental  design  detailed  in  Section  5.3.5.  In
Figs. 11 and 12, the superscript  means baseline. The
baseline  denotes  scenarios  where  the  target  model’s
training dataset has not undergone any selection by the
data  selection  algorithm.  Conversely,  the  superscript

 symbolizes  instances  where  the  target  model’s
training  dataset  has  been  selected  through  the
implementation  of  active  learning  algorithms.  The
subscripts  and  represent MEAs under the same
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Fig. 11    Comparison of the impact of target model data selection on MEAs (same distribution).
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distribution  and  different  distribution  settings,
respectively.
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Same distribution. From Fig. 11, it is evident that in
both  and ,  the  target  model  without  data
selection optimization is more susceptible to the MEA
compared  to  the  target  model  with  dataset  selection
optimization. Especially in more complex datasets, this
phenomenon is more pronounced. For example, for the
CIFAR10  dataset,  when  the  number  of  training
samples  for  the  target  model  is 21 250,  the  difference
between  and  reaches  its  maximum  of
4.41%;  meanwhile,  the  difference  between  and

 also  reaches  2%.  For  the  CIFAR100  dataset,
when  the  quantity  of  training  samples  utilized  for  the
target  model  equals 10 000,  the  difference  between

 and  reaches  its  peak  at  9.69%,  the
difference between  and  also reaches 3.32%.

Remark: Data  selection  enhances  a  model’s
resilience  against  MEAs,  exhibiting  particularly
enhanced  robustness  in  the  context  of  complex
datasets. This indicates that careful selection of training
data  plays  a  crucial  role  in  enhancing  the  model’s
resistance to MEAs.
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Different  distribution. Similar  to  results  under  the
same distribution, target models without data selection
are  more  vulnerable  to  the  MEA  when  compared  to
those  with  data  selection,  even  under  different
distributions (see Fig. 12). For simple datasets, the gap
between  and , as well as between 
and ,  are  relatively  large.  Especially  for  the
MNIST  dataset,  the  maximum  difference  between

 and  is  38.42% when  the  number  of
samples  in  the  training  set  of  the  target  model  is
24 000. For complex datasets, the gap between 
and  is  significantly  smaller  compared  to  the
simple  datasets.  For  example,  for  the  CIFAR100
dataset,  when  the  number  of  training  samples  for  the
target  model  is  5000,  the  difference  between 

TARAL
DDand  reaches its maximum of 13.77%.

Remark: The  implementation  of  data  selection
algorithms  notably  diminishes  the  effectiveness  of
MEAs,  thereby reducing their  likelihood of  successful
exploitation. It is recommended that defenders use data
selection  algorithms  as  a  fundamental  component  of
model training to resist MEAs.

7　Conclusion

In  this  paper,  we  propose  to  evaluate  the  impact  of
MEAs  from  two  key  dimensions.  Firstly,  we  explore
the  intrinsic  impact  of  the  target  model,  delving  into
how core components  such as  optimizers  and learning
rates  influence  MEAs.  Secondly,  from the  perspective
of  data  quality,  we  study  how  the  accuracy  and
richness  of  data  affect  MEAs.  Specifically,  in
evaluating  the  intrinsic  parameters  impact  of  the
model, we conclude that the target model achieves the
highest  confidentiality  with  a  MultiStepLR  learning
rate.  Conversely,  target  models  using  Adadelta  as  the
optimizer  face  a  greater  risk  of  being  attacked  by
adversaries.  Therefore,  we recommend prioritizing the
use  of  the  MultiStepLR  learning  rate  when  defending
against  MEAs  to  enhance  the  confidentiality  of  the
target  model.  In  addition,  the  optimizer  should  be
carefully  selected  to  avoid  using  Adadelta,  as  it  may
increase the risk of the model being attacked. In terms
of data quality, our results indicate that models trained
with datasets containing dirty samples are less likely to
be  stolen  by  MEAs,  compared  to  those  trained  with
purely  clean  sample  data,  especially  when  the
adversary  is  aware  of  the  target  model’s  training  set
distribution.  Conversely,  the  richness  of  the  training
data  significantly  enhances  the  model’s  resilience
against  MEAs.  Therefore,  we  recommend  using  a
dataset containing dirty samples for training, which can
reduce the risk of MEAs stealing the model. Secondly,
ensuring the richness of training data will significantly
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Fig. 12    Comparison of the impact of target model data selection on MEAs (different distribution).
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enhance  the  model’s  ability  to  resist  MEAs.  Through
these  two aspects  of  evaluation,  we  can  gain  a  deeper
understanding  of  the  potential  threats  of  MEAs  and
provide  more  targeted  strategies  and  methods  for
strengthening  the  security  of  the  model.  In  our  future
work,  we  plan  to  delve  into  the  impact  of  multi-
parameter  interactions  on  MEAs.  We  will  not  only
analyze  how  individual  parameters  affect  the  security
of the model but also evaluate how different parameter
combinations  work  together.  We  will  also  expand  our
research  scope  to  include  more  diverse  and  more
complex datasets to evaluate how these datasets affect
the  vulnerability  of  the  model.  Moreover,  we  are
committed  to  developing  a  more  detailed  theoretical
framework  that  will  not  only  explain  our  current
findings  but  also  guide  further  research  in  this  area.
This  work  helps  to  promote  the  development  of  more
effective  defense  strategies,  ensuring  the  robustness
and security of the model in the face of various threats.
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