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Abstract: With the significant advancement in the Internet of Things (IoT), Streaming Federated Learning (SFL)

as  a  novel  distributed  learning  approach  can  deal  with  time-varying  streaming  data  among multiple  sources.

Standard SFL protocol  is  a collaborative training framework that  enables many clients bounded with different

online data sources to participate in a continuous training task.  However,  existing works ignore the cold-start

problem and insufficient training data obstacle. Besides, due to the client heterogeneity and forgetting problem,

the  global  model  faces  performance  degradation  during  the  time-series  streaming  data.  In  our  work,  we

propose  a  digital  twin-enabled  SFL,  a  novel  federated  learning  system  with  digital  twin  support  to  augment

training data on demand. Instead of adopting an asynchronous federated learning protocol or buffer technique

to  wait  for  clients  to  have enough data,  Generative  adversarial  network-based digital  twins  are  introduced to

construct a virtual replica for each federated learning client to generate a synthetic dataset based on the real

data stream. We conduct the experiments using real-world datasets to evaluate the proposed SFL framework.

The  results  under  multiple  data  stream  scenarios  and  various  client  behaviors  demonstrate  that  our  work

outperforms the state-of-the-art baseline.

Key words:  Federated  Learning  (FL); Digital  Twins  (DTs); streaming  data; conditional  Generative  Adversarial

Network (cGAN)

1　Introduction

Due  to  the  significant  advancement  in  the  Internet  of

Things  (IoT)  over  the  past  decades,  there  are  nearly
14.3  billion  active  IoT  endpoints  worldwide,  and  the
connections are expected to continue their steep growth
in  the  foreseeable  future.  As  such,  data  sources  are
becoming  ubiquitous,  e.g.,  autonomous  vehicles,
environment monitoring,  smart  transportation systems,
and smart grids. Besides, data are generated from these
distributed  sources  continuously  and  endlessly.
Considering data sources mainly located on mobile and
small  devices  with  increasing  privacy  concerns
today[1],  a  new  distributed  learning  paradigm  called
Streaming  Federated  Learning  (SFL)  is  proposed  to
facilitate  privacy-preserving  collaborative  machine
learning  of  complex  models  among  massive  end
devices.  Compared  to  traditional  distributed  learning
solutions,  SFL  highlights  the  following  distinguished
features: (1) privacy protection, (2) streaming data, and
(3)  Multi-access  Edge  Computing  (MEC)-based
implementation.
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Many  works  have  implemented  SFL  by  extending
existing  online  learning  models  into  the  SFL
paradigm[2–5].  These  methods  aim  to  deal  with  the
concept  drift  problems  and  investigate  the  device
heterogeneity challenges in SFL. Nevertheless, existing
SFL  studies  are  still  inefficient  in  response  to  real-
world requirements  due to  impractical  assumptions on
the  data  conditions  and  resource  conditions  of
Federated  Learning  (FL)  clients.  Meanwhile,  the
volume of FL clients can not always be sufficient for a
specific FL request. Thus, the apparent research gap in
FL  studies  lies  between  real-world  conditions  and
expectations leads to the following problems: First, the
uneven  computation  and  communication  resources
could exacerbate the instability of SFL training, such as
Fig.  1a indicates  a  general  scenario  (different  SFL
clients  can  have  various  data  distribution  and  data
generation rates) that is not considered in existing SFL
works.  Moreover,  considering  limited  resources  and
other  running  applications  on  the  SFL  client’s  end
devices,  different  cache  sizes  and  update  rules  are
adopted  and  make  the  SFL  client  miss  or  drop  some
incoming  data  streams,  thus  leading  to  the  global
model performance degradation or a significantly large
time cost to wait for full enough training data.

From our observation, we conclude that resolving the
above problems faces the following challenges:

Firstly,  data  streams from different  clients  could  be
highly  different  in  data  volume  and  distribution[6],
leading  to  the  difficulty  of  accumulating  enough  data
samples  for  specific  domain  or  tasks[7] and  thus
resulting  in  performance  degradation  for  the  specific
FL  training  task.  For  example,  the  sensor  of  Client  1
exhibits  a  relatively  slow  data  generation  rate  and

possesses  a  narrow  coverage  scope,  resulting  in  its
prolonged  exposure  to  merely  two  categories  of  data
samples (Class 1 and Class 2) for an extended duration.
Meanwhile,  the  sensor  of  Client  2  has  a  much  higher
data generation rate and larger coverage (Class 3−Class
10),  so they can collect  much more data than Client  1
in the same period. Since the data distribution Client 1
does  not  overlap  with  Client  2,  even  if  asynchronous
FL  protocol  is  adopted  to  alleviate  the  heterogeneity
among  data  sources,  the  global  model  can  still  have
limited capability on Class 1 and Class 2 data samples.

Secondly,  another  restriction  of  current  FL
approaches is that all the clients must upload the entire
local  training  model  to  the  FL  server  for  further
aggregation.  It  will  lead  to  privacy  leakage  because
Refs.  [8, 9]  showed  that  model  sharing  increases  the
gradient  leakage  risks,  and  many  FL  attacks[10] can
infer the individual training data effectively.

Finally,  applying  traditional  online  learning  models
in SFL to deal with streaming data causes catastrophic
forgetting problems: when new patterns are detected in
the  latest  data  stream,  the  previous  patterns  will  be
forgotten/replaced.  Thus,  the  local  model  can  only
consider  the  data  stream  updates  in  the  most  recently
received  batch,  which  indirectly  leads  to  the  potential
occurrence of catastrophic forgetting within the global
model.  Note  that,  the  inherent  data  heterogeneity  and
privacy  settings  in  FL  can  exacerbate  the  following
problem: the catastrophic forgetting phenomenon could
be  more  frequent  since  the  local  data  source  of  FL
clients  can  have  arbitrary  inputs,  resulting  in  unseen
classes  or  features.  Worse,  under  the  existing  privacy
settings, the FL server has limited capability to prevent
catastrophic forgetting by using traditional data-centric
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Fig. 1    SFL with clients heterogeneity. (a) Streaming federated learning under client heterogeneity; (b) Digital twin-enhanced
SFL with cGAN-based data augmentation. GAN: Generative Adversarial Network.
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methods.
In  this  work,  we  propose  a  Digital  Twin  (DT)-

enabled  FL,  a  novel  FL  system  with  DT  support  to
resolve  all  the  above  challenges.  Instead  of  adopting
asynchronous  FL  protocol  or  buffer  technique  to  wait
for  clients  to  have  enough  data,  we  introduce  DT  to
construct  a  virtual  replica  for  each  FL  client  and  use
conditional  Generative  Adversarial  Network
(cGAN)[11] to  generate  synthetic  data  set  based on the
real  data  stream  as  shown  in Fig.  1b.  We  further
alleviate  the  catastrophic  forgetting  problem  by
leveraging  memory  replay  on  each  FL  client.
Specifically, we allow the FL clients to create a dataset
containing the latest data stream and replayed samples
from the previous stream, aiming to detect new patterns
without overwriting existing learned knowledge.

The contributions are summarized in the following:
●  We  are  the  first  to  integrate  DTs  into  the  SFL

framework to resolve the client  heterogeneity problem
from  a  data  perspective.  Our  work  is  implemented  in
the  MEC  environment,  while  each  client  has  a  client
DT running on  the  edge  layer  to  augment  the  training
data  and  participate  in  the  SFL  training  request.  Our
design  resolves  both  the  data  imbalance  and
insufficient  data  dilemma  since  the  cGAN-based  DT
can  automatically  adjust  the  data  distribution  without
increasing individual SFL clients’ training costs.

● Considering the streaming data feature and limited
storage  in  SFL  clients  can  cause  catastrophic
forgetting,  we  follow  the  memory  GAN  concept  to
generate  historical  data  samples.  When  there  is  a  new
data  stream  coming,  the  SFL  client  and  his  replica
(client DT) can replay the past instead of only focusing
on the recent information.

● To further enhance the privacy protection level,  a
group  of  client  DTs  on  the  same  edge  server  forms  a
supernode  to  participate  in  an  FL  training  task.
Therefore,  the  SFL  clients  can  hide  the  raw  data  and
model  parameters  to  achieve  a  high-level  privacy-
preserving  capability  against  deep  gradient  leakage
attacks.

● We conduct extensive experiments to validate the
efficacy  of  the  proposed  framework  and  analysis
conclusions.  Experiments  on  various  public  datasets
show  that  our  proposed  framework  outperforms  state-
of-the-art baselines under different client distributions.

The rest of this paper is organized as follows. Section
2  investigates  the  research  related  to  SFL,  DT  and
GAN. Section 3 presents preliminary concepts and the

key  observations  and  challenges  of  SFL.  Section  4
explains the detailed structure and methodology of the
proposed  framework.  Section  5  provides  experimental
results and analysis. Section 6 concludes our work.

2　Related Work

In  this  section,  we  investigate  the  literature  related  to
SFL, DT, and data augmentation.

SFL is  a  novel  distributed  machine  learning
approach  that  enables  decentralized  model  training  on
data  streams.  Similar  to  the  typical  FL  settings,
different  stack-holders  (FL  clients)  collaboratively
learn a global model over individual devices under the
constraint  that  the  data  is  updated,  stored,  and
processed locally[12–14]. Existing studies focus on cache
management[12],  data  selection[13],  and  asynchronous
FL[15] to improve SFL training efficiency. Most of the
previous  studies  assume  that  the  SFL  paradigm  has
sufficient  participating  clients  or  that  SFL  clients  can
always have a consistent pattern of data input, which is
difficult  to  satisfy  in  the  MEC  environments  due  to
device  heterogeneity.  Moreover,  in  the  local  training
step,  the  state-of-the-art  SFL  implementations  require
clients  to  maintain  communication  with  the  FL  server
continuously  and  overlook  the  catastrophic  forgetting
difficulties,  resulting  in  gradient  leakage  risk  and
global  model  performance  degradation.  To  the  best  of
our  knowledge,  we  are  among  the  first  to  provide  a
novel  SFL  framework  over  the  MEC  network  that
introduces synthetic data generation methods to resolve
the  data  sparsity  and  data  imbalance  challenge.  By
making  full  use  of  local  data  streams,  Our  work
releases  the  constraints  on  SFL  clients’ participation
while having the capability of generating training data
on demand.

DT-based  FL. DT  is  a  digital  replica  of  a  physical
entity  constructed  and  updated  by  continuous
interactions  with  the  physical  world  to  ensure
synchronization[16–19].  Since  the  DTs  can  reflect  the
running  states  of  a  physical  system,  many  recent
works[20–23] on  FL  over  MEC  networks  integrates  DT
to build a DT network for collecting real-time resource
conditions,  e.g.,  bandwidth  conditions,  available
computation  resource  of  end  devices  and
communication load in edge networks. The information
about  the  real-time  conditions  and  behaviors  of  MEC
can be  used for  resource  scheduling and network load
balancing,  and  thus  help  the  FL  server  to  decide  on  a
better client selection strategy or resource optimization
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solution.  However,  in  SFL,  the  application  of  DTs
remains  unexplored.  We  are  among  the  first  to
investigate constructing client twin on-edge servers in a
hierarchical  SFL  architecture  over  the  MEC  network.
The  integration  of  DT  and  SFL  can  facilitate  the
enhanced  utilization  of  computational  resources
available  on  edge  servers,  thereby  augmenting  the
training data and subsequently elevating SFL’s training
efficiency.

Data  augmentation  with  GAN.  As  computational
power  increases,  deep  learning  models  have  made
significant advances in deep network architectures and
led  to  an  explosion  in  various  kinds  of  applications,
such  as  healthcare,  supply-chain  management,  and
autonomous  vehicles.  It  is  common  knowledge  that,
despite  the  computing  resources,  data  volume  and
quality are the primary factors to ensure deep learning
models  can  perform  well  on  downstream  tasks[24–26].
Rather  than  accumulating  sufficient  data  for  training,
GAN-based data augmentation emerged as a promising
method  to  deal  with  the  small  data  set  challenge  and
reduce  over-fitting  on deep learning models.  Amongst
recent  studies,  DCGANs[27],  CycleGANs[28],  and
Conditional  GANs[11] are  the  most  commonly  used
methods  to  generate  new  training  data.  Moreover,
GAN-based  data  augmentation  methods  can  be  used
for  resolving  class  imbalance  problems.  Given  the
above  features,  a  line  of  research  leverages  GAN  to
generate synthetic data samples to improve the training
efficiency  of  FL[26, 29–31].  However,  existing  GAN-
based  FL  approaches  mainly  focus  on  learning  static
datasets,  and  ignore  the  possibility  of  using  synthetic
data samples to accelerate the SFL process.

3　Background and Key Challenge

In  this  section,  we  provide  the  necessary  background
and  summary  of  important  observations  and
challenges.

3.1　Preliminary

FL for data streams. FL[32] is a collaborative training
framework  that  enables  a  number  of  clients  bounded
with  different  data  sources  and  end  devices  to
participate  in  a  particular  training  task.  Unlike  other
distributed  learning  approaches  that  need  to  directly
train  models  on  raw  data,  FL  adopts “model-sharing”
collaborative  training instead of “data  sharing”,  which
enhances  the  privacy  protection  level  and  prompts
collaborations  among  different  stakeholders[33].  In

particular,  many  participants  (or  FL  clients)  can  solve
the  learning  task  together  through  a  hub-and-spoke
topology  to  generate  an  optimized  global  model
without  exposing  private  data  sources.  For  a  new  FL
training  task,  (1)  the  FL  central  server  trains  a  global
model  based  on  a  public  dataset  for  initialization  and
then  distributes  this  model  to  the  FL  clients;  (2)  after
receiving  the  global  model,  each  FL client  can  update
the  global  model  based  on  individual  data  sources  to
generate  local  updates;  (3)  based  on  a  decided
synchronization setting, all these local updates are sent
to the FL central server for aggregation, and the global
model is improved; (4) Steps 2 and 3 are repeated until
the  global  model  converges  or  achieves  the  expected
performance.

Most  previous  works  assume  clients  have  static,
high-quality,  and sufficient  training data  to  respond to
an FL training task. However, in the real world, given
that  most  FL  clients  rely  on  end  devices  with  limited
capacity but strong sensing capability (various kinds of
built-in  sensors)[34, 35],  we  note  that  the  setting  and
research  focus  of  SFL  could  be  more  practical  than
static FL designs. SFL has a similar training process to
traditional  FL;  however,  it  assumes  every  client  relies
on  an  online  data  source  and  gathers  time-varying
training data over time.

DT. A  DT  is  a  digital  representation  of  a  physical
asset,  initially  developed  to  automatically  aggregate,
analyze,  and  visualize  complex  information  through
continuous interactions with the physical entity. Given
the  features  of  real-time  interaction,  environment/
process  simulation,  and  future  conditions  prediction,
many  FL  designs  adopt  DT  to  obtain  communication
efficient  FL  by  using  DT  to  monitor  and  predict  the
MEC network status and finally decide on an improved
resource  scheduling  plan.  Unlike  existing  studies  that
use DT as the replica of the training environment (e.g.,
MEC  network),  in  our  work,  we  investigate
constructing DT models for each FL client to improve
communication capability while alleviating the training
data  shortage  challenge  without  violating  privacy
protection rules.

GAN. GAN  is  a  deep  learning  approach  for
generative modeling composed of a generator network
and  a  discriminator  network.  The  generator  network
aims  to  produce  a  candidate  instance  to  deceive  the
discriminator.  Meanwhile,  the  discriminator  needs  to
evaluate  this  candidate  instance  compared  to  the  real
data distribution. The result of training a GAN involves
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obtaining  equilibrium  between  the  generator  and
discriminator.  Finally,  the  generator  can  generate
synthetic data, but the discriminator cannot distinguish
whether the data is  real  or  generated.  In our work,  we
introduce  GAN  into  FL  client  DTs  to  enable  the  data
augmentation  function.  Based  on  real  streaming  data
from  FL  clients,  GAN-based  FL  client  DTs  offer  the
capability  of  augmenting  training  data  on  demand,
thereby mitigating the waiting time during training and
consequently  enhancing  both  training  efficiency  and
model  performance.  Moreover,  the  synthetic  data
generated  by  GAN  can  further  enhance  the  privacy
protection level. By hiding real raw data and gradients
of FL clients, our SFL design can resist privacy attacks
such as deep leakage on gradients while maintaining a
stable training performance.

3.2　Observation and challenges

Observation  1:  dynamic  resource  conditions  and
time-varying data stream. First, SFL considers the FL
clients have to deal with dynamic datasets that the local
model  must  be  trained  on  time-varying  data  under
dynamic  resource  conditions.  We  note  that  most  FLs
are  in  the  MEC  environments.  Specifically,  the  FL
server  located  on  the  cloud  serves  as  the  primary
coordinator,  the micro cloudlet  or  micro datacenter  on
edge provide computation and communication resource
near where the data is generated, and end devices with
various  kind  of  sensors  generate  streaming  data  to
describe  how  the  practical  environment  changes.  This
scenario  involves  carrying  out  FL  protocol  in  an
environment  where  data  is  arriving  continually  with
different data generation rates among devices.

Observation  2:  obstacle  of  avoiding  catastrophic
forgetting. To  deal  with  the  data  streams,  SFL has  to
consider  the  limited  memory  capacities  and  adopt  a
buffer/cache to store new data samples. Thus, different
from  most  existing  FL  frameworks  on  static  datasets
without  consideration  of  storage  and  cache,  SFL
involves  the  cache  update  rules  and  data  sampling
strategy to ensure the local updates can always adapt to
recent data streams. However, since the training data is
gradually  accumulated,  despite  a  well-designed  cache
mechanism,  the  SFL  still  needs  to  reduce  the  gap
between the long-term and short-term data distribution.

Observation 3: Contradiction between insufficient
training  data  and  performance  enhancement
expectation. We note that  the fundamental  concept  of
FL resembles the concept of “crowdsourcing”, as both

rely on high-quality individual contributions to achieve
effective  collaboration.  In  other  words,  the  model
performance  of  a  specific  FL  training  request  is
bounded  by  every  FL  client’s  communication  power,
communication  status,  and  data  source[36].  However,
there  is  a  clear  contradiction  between  model  gains
expectation and heterogeneity conditions of FL clients.
Worse,  in  SFL settings,  each  FL client  has  a  different
data  arrival  rate,  and  the  generated  volume  of  data
could  be  varied.  It  exacerbates  the  challenge  of
insufficient training data in FL, and reliance on existing
asynchronous  communication  methods  cannot  entirely
mitigate  this  predicament  since  some  stragglers  may
not have sufficient training data for an extended period
of  time.  Instead  of  using  a  straggler  dropout  strategy,
our work intends to investigate an SFL framework that
can make full use of every data stream and augment the
raw  data  on  demand  to  maintain  the  FL  training
efficiency.

Remarks. Motivated  by  these  observations  and
analysis  of  existing  studies,  our  work  expects  to
provide a  novel  SFL framework that  achieves training
efficiency by resolving the data  sparsity  difficulty and
data  insufficiency  dilemma  while  not  increasing
individual FL clients’ training costs.

4　Framework  of  DT  Enabled  FL  for  Data
Streams

This  paper  proposes  a  DT-enabled  SFL  framework
aiming  at  resolving  the  data  sparsity  challenge  while
providing  privacy  enhancement  in  the  MEC
environment. To make full use of streaming data from
FL clients, we construct client DT on the edge servers
as  the  replica  of  individual  clients  and  provide  on-
demand  training  data  augmentation  to  respond  to  FL
training  requests.  Furthermore,  considering  the
streaming  feature  and  catastrophic  forgetting  obstacle,
our  work  employs  experience  replay  to  the  local
training  process.  It  thus  ensures  our  design  fully
utilizes limited clients storage resources while avoiding
retraining from scratch when the  data  stream changes.
In  this  section,  we  first  introduce  problem  and  the
overview  of  our  proposed  SFL  framework.  Then,  we
give the details of constructing FL client DTs, the local
learning process, and global model aggregation.

4.1　Problem statement

mGiven an SFL system with  clients as workers and a
central server as a coordinator. We assume each Client
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where  is the local objective function of client  on
local  data  set , .  Note  that,  is  the
set of data  that Client  can received
during  the  whole  training  process.  is  the
aggregation  function,  where  and
the sum of the weights denoted as .

Considering  the  heterogeneity,  uncertainty,  and
dynamic  nature  of  SFL  clients,  it  is  impractical  to
ensure  all  the  clients  can  have  stable  data  generation
rates  without  missing  any  data  stream.  Limited  cache
resources  and  unstable  network  status  can  also  be
another  reason  that  violate  the  SFL  training
performance.  Worse,  the  forgetting  issue  further  leads
to performance degradation.

Thus,  we  introduce  DT-enabled  SFL  frameworks  in
MEC environments  and  investigate  data  augmentation

techniques  to  resolve  the  data  sparsity  and  imbalance
challenge.  In  the  next  sections,  we  give  the  details  of
our methodology and implementation.

4.2　Overview

Figure  2 illustrates  the  overall  framework  of  our  SFL
design.  Our  proposed  framework  works  in  the  MEC
environment, which includes three layers as follows:

Client  layer contains  many  SFL  clients  carrying
various types of end devices. These mobile devices can
collect  time-varying  data  streams  based  on  sensors  or
other online data resources at different data generation
rates.  To  further  utilize  the  computation  capability  on
the end devices, each of them is provided with a basic
sequential  learning  GAN  to  further  process  the
dynamic raw data. Generator′ denotes the parameters of
the  generator  updated  in  the  previous  time  step.  It  is
used  to  generate  synthetic  samples  and  integrate  them
with  the  currently  arrived  data,  thereby  implementing
an  experience  replay  mechanism.  Moreover,  by
incorporating  the  memory  replay  technique,  we  can
ensure that the GAN model can be updated by the most
recent data streams while preventing forgetting issues.

Edge layer includes many edge servers to run all the
FL  client  twins.  Each  twin  is  the  replica  of  the  FL

 

 
Fig. 2    SFL framework with DT support.
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client, and it interacts with the FL clients continually to
update  itself  to  maintain  synchronization.  Moreover,
the FL client DT has a replica of the core components
of  the  FL  client’s  GAN-generator.  Supported  by  the
computation  resource  behind  edge  servers,  the  client
DT can generate synthetic data to augment the real data
stream.  Furthermore,  considering  each  edge  server
contains a cluster of FL client  DTs, we regard the DT
cluster  as  a  supernode.  Instead  of  using  FL  clients  to
join  the  FL  training  directly,  we  let  the  supernodes
participate  in  a  specific  FL  training  request  to
accomplish  the  local  training  task  with  the  synthetic
data  stream.  Such  a  design  can  further  enhance  the
privacy  protection  level  of  individual  FL  clients  since
the supernode uses many DT data as the local training
data  instead  of  training  the  FL  local  model  in  every
single  DT.  Meanwhile,  the  edge  server  can  also
provide computation resources for running client twins
near stream data production.

Cloud  layer: The  FL  server  is  located  in  the  cloud
layer,  which  is  the  coordinator  throughout  the  FL
training  process.  Due  to  the  superior  computation
resources,  the  computation-intensive  tasks  in  the  FL
training  process,  like  model  aggregation  and
optimization,  can  also  be  offloaded  to  the  remote
cloud.

i
cGANi i

i
i

cGANi

cGANi i

Ei

Ni
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We further illustrate the workflow of our framework:
when there  is  an incoming data  stream at  FL Client ,
the  local  GAN  of  Client  will  be  updated
immediately.  Then,  Client  uploads  the  latest
generator  to  Client ’s  DT  while  keeping  the
discriminator locally.  Once the  is  changed,  the
generator  of  in  Client ’s  DT  needs  to  update
itself  accordingly  to  maintain  synchronization.  Next,
the  client  DTs  in  the  edge  server  naturally  form  a
supernode  to  participate  in  the  FL  training  task;
when  there  is  an  FL  training  request,  SFL  client  DT
can generate synthetic training data based on the latest
streaming  data  for  SFL  local  training.  Finally,  each
supernode  follows the standard FL training process
to output an optimized global model  without waiting
for accumulating training data.

4.3　GAN-based  local  pre-training  with  memory
replay

We note that most end devices have limited capacity to
store streaming data, and different FL client could have
various  data  generation  speed.  The  streaming  feature
and  unbalanced  resource  distribution  among  clients

motivate us to investigate a “smart  buffer”,  which can
both  retain  the  knowledge  within  historical  streaming
data  and  prioritize  the  value  of  newly  generated  data
streams. For implementing such a “smart buffer” while
maintaining  competitive  training  efficiency,  each  FL
client  is  provided  with  a  cGAN  to  process  incoming
data  streams.  For  clarity,  we  term  the  cGAN-based
streaming data learning as local pre-training in order to
distinguish  it  from  SFL  local  training. Figure  3
illustrates  the  cGAN-based  local  pre-training  while
Algorithm  1  describes  the  detailed  procedure.  In  the
pre-training  process,  we  first  initialize  Generator  and
Discriminator  networks,  and  define  loss  functions  for
the generator, discriminator, and classifier (Lines 1 and
2). Then, we use current samples with replayed sample
from  previous  time  step  to  achieve  the  training  set
(Lines 3 and 4). The above step iterates through epochs
(Lines  5  and  6).  Generate  a  fake  sample  using  the
generator  and  pass  fake  sample  through  discriminator
to  get  output  and  predicted  label  (Lines  7  and  8).
Compute generator loss and update generator, Pass real
batch  sample  through  discriminator  to  get  output  and
predicted  label  (Lines  9−11).  Then,  we  compute
discriminator  loss  and  classifier  loss  and  update  the
discriminator  (Lines  12−14).  Finally,  generator
parameters  are  uploaded  to  the  supernode  for  further
processing (Line 17).

To  initialize  the  cGAN  training,  each  client  first
trains  a  local  cGAN  model  based  on  their  raw  data.
Then,  the  initial  GAN  model  is  updated  when  a  new
data  stream is  generated.  To ensure  that  the  generated
data  matches  the  categories  of  the  raw  data  on  SFL
clients,  the  input  conditional  information  is  the  class
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Fig. 3    Local  training  with  memory  GAN. , ,  and
 are the generator, discriminator, and classifier networks

at  timestamp t,  respectively. ct is  the  class  information  at
timestamp t.
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S = {S 1, S 2, . . . , S C}

c

labels.  Then,  we  use  as  the
training  dataset  to  generate  synthetic  data  in  a  certain
class, where represents all data samples of Class .

x̃ =G(z, c; θG) θG z c

D θD

C θC
x

c̃ =C(x; θC)

Each  client  cGAN  consists  of  three  components:
generator,  discriminator,  and  classifier.  The  generator
is  used  to  output  synthetic  data  samples  according  to
the  conditions:  To  generate  a  synthetic  data  sample

 by  the  generator,  where , ,  and 
represent  the  parameter  of  the  generator,  the  input
noise,  and  the  class  information  accordingly.  The
discriminator  is  parametrized  by  and  aims  to
classify  whether  the  output  of  the  generator  is  real  or
fake,  considering  the  conditional  information.  The
classifier ,  which  is  parametrized  by ,  is  for
predicting the class label of an input data sample  by

.  During  the  cGAN  training,  the
interactions among the generator and discriminator can
be regarded as an adversarial game, and both of the two
components  can  be  optimized  by  alternating  the
optimization.  The  optimization  problem  of  the
generator is as follows: 

min
θG

(
LGAN

G (θ, S )+λCLSLCLS
G (θ, S )

)
;

 

LGAN
G (θ, S ) = E

[
log(1−D(G(z, c; θG); θD))

]
,

 

LCLS
G (θ, S ) = E

[
J (C (G(z, c; θG); θC) , yc)

]
;

E[·]
LGAN

G (θ, S ) LCLS
G (θ, S )

where  represents  the  expectation  operator
 and  are  the  loss  function  of

S
θ

θG θD θC λCLS

z c
J(·)

yc

c

cGAN and classifier, accordingly, and  is the training
dataset.  represents  the  collection  of  network
parameters,  including , ,  and .  is  a
hyperparameter  used  to  balance  the  influence  of  the
two  losses.  follows  a  normal  distribution  and 
follows  a  Gaussian  distribution.  is  the  cross-
entropy function, and  indicates the one-hot encoding
vector  of  class  label .  Similar  to  the  generator,  the
discriminator  and  classifier  have  the  following
optimization functions: 

min
θD, θC

(
LGAN

D (θ, S )+λCLSLCLS
D (θ, S )

)
,

 

LGAN
D (θ, S ) = E(x,c)∼S

[
log(1−D(x; θD))

]
+

E
[
log D (G(z, c; θG); θD)

]
.

 

LCLS
D (θ, S ) = E(x,c)∼S

[
J(C(x; θC), yc)

]
+

E
[
J (C (G(z, c; θG); θC) , yc)

]
.

LGAN
D (θ, S ) LCLS

D (θ, S )

E(x,c)∼S

(x, c)
S θD

θG

where  and  are  the  GAN  loss
function  and  classifier  loss  function  of  the
discriminator,  respectively.  denotes  the
expectation over real data samples  sampled from
the training data set .  represents the discriminator
parameters.  represents the generator parameters.

S ′t = Sc∪ Ŝ t−1

s
Ŝ t−1 generatort−1

Ŝ t−1 c (c ∈ {1, 2, . . . , t−1}) M
Ŝ t−1

t

Considering  the  streaming  data  feature,  we  follow
and introduce memory replay in client cGAN to avoid
catastrophic  forgetting.  In  each  training  iteration,  we
generate  an  extended  dataset  instead  of
using  that only contains the latest data streams as the
training  dataset.  is  generated  by  the ,
and  in ,  each  has 
historical  samples  to  ensure  there  is  not  a  data
class  missed  in  the  extended  dataset.  denotes  a
timestamp. The optimization function of memoryGAN
is as follows: 

min
θtG

(
LGAN

G (θ, S ′t )+λCLSLCLS
G (θ, S ′t )

)
,

 

min
θtD, θ

t
C

(
LGAN

D (θ, S ′t )+λCLSLCLS
D (θ, S ′t )

)
.

When there is a new incoming data stream, we let the
cGAN  of  SFL  clients  update  and  upload  the  latest
version  to  the  related  client  DTs  at  the  nearest  edge
server. Note that, the data batch size for cGAN training
and  the  SFL  client  DTs  deployment  could  impact  the
pre-training  efficiency  and  performance.  We  leave
these problems in our future work.

4.4　SFL training with client DTs

In  our  SFL  framework,  the  SFL  client  only  needs  to

 

Algorithm 1　cGAN training with experience replay
G D  1: Initialize generator  and discriminator  networks;

LG LD
LC

  2: Define generator loss , discriminator loss , and
　  classifier loss ;

Ŝ t−1 =G(z, ct−1)  3: Generate replayed sample ;

S ′t = Concat(S c, Ŝ t−1)  4: ;
epoch num_epochs  5: for  in  do

batch S ′t  6: 　for  in  do
fake_sample =G(z, c)  7: 　　 ;
dis_fake, label_fake = D(fake_sample)  8: 　　 ;

LG dis_fake  9: 　　Compute  based on ;
G10: 　　Update generator ;

dis_real, label_real = D(batch)11: 　　 ;
LD dis_real, dis_fake12: 　　Compute  based on ;
LC label_real, label_fake13: 　　Compute  based on ;

D14: 　　Update discriminator ;
15: 　end for
16: end for

G17: Upload  parameter to supernode
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collect  time-varying  training  data,  obtain  local  pre-
training  with  incoming  data  streams,  and  update  the
corresponding  DTs  continuously.  When  there  is  an
SFL  training  request,  the  client  DT  would  substitute
SFL clients  in  engaging in  the training process.  When
the  client  DTs  receive  the  request,  they  can  augment
the  raw  training  data  based  on  the  latest  version  of
generators.  To  alleviate  the  imbalance  of  data  volume
among different classes of data, we allow the generator
to output more synthetic data for such classes. We note
that  the  existing  GAN-based  data  augmentation
methods  could  also  generate  synthetic  data  for  unseen
domains,  which  may  further  resolve  the  data
heterogeneity problem in FL. However, such a problem
is  the  common  problem  for  both  the  conventional  FL
with static  data  and SFL,  so the detailed methodology
is out of the scope of this paper.

This  training  process  is  described  in  Algorithm  2,
includes the following steps: In the beginning, the SFL
central  server  trains  a  global  model  using  a  voluntary
data  source  for  initialization,  then  opens  the  platform
for  SFL  clients  to  further  optimization.  When  a  new
SFL  client  enters  the  SFL  paradigm,  the  SFL  central
server  allows  the  new  client  to  register  her
corresponding DT on the neatest edge server. Next, the
SFL  central  server  distributes  the  global  model  to  all
existing  client  DTs.  Each  client  DT  outputs  the
synthetic training data from DT’s generator. When the
supernode gathers all DTs’ training data, the SFL local
training is triggered and the updated local model is sent
to  the  SFL server  for  aggregation.  After  that,  the  SFL
central  server  aggregates  all  the  local  updates  using  a
specific  aggregation  algorithm  (like  FedAvg)  to
generate  an  updated  global  model  and  distributes  this
model  to  each  client  DT  again.  This  iteration  repeats
several  times  until  the  global  model  achieves  the

expected performance.
Finally, the global model can always obtain the local

model  with  the  latest  data  stream  without  waiting  for
all the SFL clients to accumulate enough training data.
Moreover,  our  proposed  SFL  framework  can  provide
enhanced privacy protection since the local updates are
from  synthetic  training  data  rather  than  real  raw  data.
Note  that,  each  SFL  client  can  download  the  global
model  from the  supernode  at  any time,  since  different
clients  may  need  a  global  model  with  different
accuracy.  For  example,  an  SFL  client  with  an  urgent
need  can  directly  request  the  current  version  of  the
global model, without waiting for the final one.

5　Experiment

In  this  section,  we  evaluate  the  proposed  SFL
framework,  SFL_DT  in  the  presence  of  data  streams.
The  experimental  results  on  different  datasets
demonstrate the superiority of the proposed framework
over the baseline methods and explain the necessity of
the  generative  model-based  DT  implementation.
Compared  with  other  FL  training  protocols,  SFL_DT
consistently  achieves  better  accuracy  against  different
data  stream  settings  by  using  DT  to  augment  training
data.

5.1　Datasets and setting

To  study  the  performance  and  robustness  of  our
proposed  framework  SFL_DT,  we  consider  two  data
stream  scenarios  of  changes  in  class  distribution  and
missing  data  phenomenon.  The  datasets  and  detailed
settings are introduced as follows.
5.1.1　Datasets
Our  experiments  are  based  on  the  MNIST※,
FMNIST[37],  and  CIFAR10†  datasets,  which  are
commonly  used  datasets  for  FL  training  tasks.  The
details are as follows:

×

MNIST:  It  consists  of 60 000 training  samples  and
10 000 testing  samples,  comprising  a  total  of  ten
categories.  Each  sample  is  a  handwritten  digit  image
with 28  28 pixels.

×

FMNIST:  The  dataset  contains  images  of  fashion
products  in  ten  categories,  including  T-shirts/tops,
trousers,  pullovers,  dresses,  coats,  sandals,  shirts,
sneakers,  bags,  and ankle boots.  Each image has 28 
28 pixels. There are 60 000 training images and 10 000
testing images.
 
 

※https://www.kaggle.com/datasets/hojjatk/mnist-dataset

 

Algorithm 2　SFL training with client DTs
M  1: Initialize global model ;

  2: Define FL parameters;
iteration num_iterations  3: for  in  do

M  4: 　Server distributes  parameters to edge server;
edgeserver num_edgeservers  5: 　for  in  do

M′ = M  6: 　　Local model ;
Ŝ  7: 　　Generator sample  from DT;

M′ Ŝ  8: 　　Training model  with ;
M′  9: 　　Update  parameter to server;

10: 　end for
M11: 　Aggregate local model updates to the global model ;

12: end for
 
 

†https://www.cs.toronto.edu/kriz/cifar.html
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×

CIFAR10: It contains color images in ten categories,
including  cars,  birds,  cats,  deer,  dogs,  frogs,  horses,
ships,  trucks,  and  airplanes.  Each  image  has  32  32
pixels.  There  are 50 000 training  images  and 10 000
testing images, with 6000 images per category.
5.1.2　Baselines
We choose three FL baselines from the commonly used
FL  protocols,  which  include  FedAvg[38],  FedProx[39],
and FedBN[40]. Specifically, FedAvg is the most widely
used  FL  method  that  aims  at  saving  communication
costs.  FedProx  is  designed  to  better  handle  the  reality
of  non-IID  data  distributions  in  FL  with  reasonable
communication costs by introducing a proximal term in
the local objective. FedBN is another modified version
of FedAvg by local batch normalization that is tailored
for  non-IID  data  distributions.  We  also  consider  the
ideal  setting  for  SFL,  where  all  the  clients  have  no
memory  limits  so  that  they  can  store  all  the  history
training  data  locally,  and  we  denote  it  as  SFL_All  To
better  explain  why we introduce memory GAN in  our
SFL  framework,  we  also  consider  the  standard  GAN-
based local training as a baseline and denote it as Local
sGAN.
5.1.3　Parameter settings

[−1, 1]
32×32

128×8×8

512×4×4

To implement our proposed SFL framework, we use a
typical  generative  model  structure  (cGAN)  consisting
of  a  generator,  discriminator,  and  classifier.  The
generator’s  architecture  consists  of  an  embedding
layer,  a  fully  connected  layer,  and  multiple
convolutional  layers.  Specifically,  the  generator  maps
the  input  into  feature  representations  through  the
embedding layer, followed by linear and convolutional
layers  that  progressively  adjust  the  feature  map
dimensions.  Upsampling  layers  are  used  to  gradually
increase the image resolution, and the final images are
generated  through  convolutional  layers,  with  a  Tanh
activation function ensuring the pixel values are in the
range of . The generator takes random noise and
the  labels  of  conditions  as  input  and  produces 
pixels  images.  In  the  MNIST  and  FMNIST  datasets,
the  feature  map  dimensions  start  from ,
gradually  transforming  through  Conv2d  layers  to
channels.  In  contrast,  for  the  CIFAR10  dataset,  the
feature  map  dimensions  start  from  and  go
through  more  convolutional  layers,  allowing  for  more
refined feature extraction and processing.

Moreover,  we  use  the  baseline  ResNet18  as  the
global  model  and  discriminator.  The  learning  rate  for
all tasks is initially set to 0.1 and exponentially decays

to  0.01.  The  clients  train  their  local  models  using  the
Stochastic  Gradient  Descent  (SGD)  optimizer,  The
batch size is set to 32 to keep the batch size consistent
across all experiments.

5.2　Results and analysis

5.2.1　Overall results
We  carry  out  experiments  on  all  three  datasets  and
compare  them  with  three  commonly  used  FL
approaches.  We  set  up  20  clients  and  the  local  data
used  for  training  by  each  client  is  data  streams  rather
than static datasets, where the data class changes every
20  rounds. Table  1 shows  the  overall  experimental
results,  that  is,  the  average  accuracy  of  each  method.
Specifically,  for  the  MNIST  dataset,  the  accuracy  of
the  baselines  is  around  90%,  indicating  that  they  can
still  maintain  good  performance  when  dealing  with
static or relatively simple data, but their performance is
limited when facing dynamic changes in the data.  Our
proposed  solution  (SFL_DT)  achieve  an  accuracy  of
95.67%, significantly higher than the baseline methods.
On  the  FMNIST  dataset,  the  accuracy  of  the  baseline
methods remains around 69%, indicating that they have
begun  to  show  signs  of  catastrophic  forgetting  when
facing  the  streaming  data  environment.  Our  algorithm
significantly improves the accuracy to 77.76%.  On the
CIFAR10  dataset,  the  performance  of  the  baseline
methods is particularly limited, with accuracy hovering
around  43%,  highlighting  their  shortcomings  in
complex,  dynamic  data  environments.  While  our
proposed  solution  (SFL_DT)  achieves  an  accuracy  of
73.40%, significantly outperforming the baselines. The
above results validate our algorithm’s ability to handle
dynamic  data  streams  by  incorporating  generative
model base DT in the SFL framework.

Figure  4 shows  the  accuracy  variations  during  the
training process for each method. It can be seen that the
three  methods,  FedAvg,  FedBN,  and  FedProx,  exhibit
periodic fluctuations in accuracy due to the changes in
streaming data classes every 20 rounds. On the MNIST
 

Table 1    Accuracy  comparison  of  SFL_DT  with  baselines
over the three datasets.

(%)
Method MNIST FMNIST CIFAR10

FedAvg 90.68 ± 1.21 69.10 ± 0.13 43.15 ± 0.70
FedBN 89.37 ± 1.14 69.13 ± 0.40 43.68 ± 0.73
FedProx 88.21 ± 1.52 69.19 ± 0.45 43.85 ± 0.49

SFL_ALL 98.91 ± 0.03 92.18 ± 0.07 85.19 ± 0.13
SFL_DT (ours) 95.67 ± 0.28 77.76 ± 0.11 73.40 ± 0.40
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dataset,  the  baseline  methods  show  particularly
noticeable  fluctuations  at  number  of  round  of  40  and
80, indicating their poor adaptability to sudden changes
in  data  distribution.  When  the  data  distribution  of  the
data  streams is  changed,  the  models  need to  retrain  to
adapt  to  the  new  data  distribution,  resulting  in  a
temporary  drop  in  accuracy.  On  the  FMNIST  and
CIFAR10  datasets,  the  fluctuations  are  more
pronounced,  with  a  significant  decrease  in  model
accuracy, highlighting the difficulty these methods face
when  dealing  with  class  changes  in  more  complex
datasets.

Compared  to  the  baseline  methods,  our  proposed
method  shows  greater  robustness  on  all  datasets  and
higher accuracy, second only to the SFL_ALL method,
and even surpassing  the  performance  of  SFL_ALL on
some  datasets.  Although  our  method  also  exhibits
periodic  fluctuations  across  the  three  datasets,  the
amplitude of  these fluctuations  is  significantly  smaller
than  that  of  the  baselines.  This  indicates  that  our
method  can  quickly  adjust  and  adapt  to  new  data
distributions  by  generating  historical  training  data
when  dealing  with  class  changes  in  streaming  data,
thus  avoiding  catastrophic  forgetting  and  rapidly
recovering to a high level of accuracy after fluctuations
occur.  Moreover,  the  experimental  results  also  show
that  dynamic  data  streams  can  cause  periodic
fluctuations  in  model  accuracy,  with  traditional
baseline  methods  displaying  significant  fluctuations
and poor adaptability to these changes. In contrast, our
proposed  SFL_DT  method  demonstrates  higher
stability  and  adaptability,  better  coping  with  class
changes  in  streaming  data,  and  quickly  recovering
accuracy.
5.2.2　Alleviating  the  effects  of  missing  training

data
In  addition  to  unseen  class  challenges  in  streaming

data,  missing  data  streams  are  another  common
phenomenon.  This  situation is  particularly  common in
IoT  environments,  where  missing  data  streams
phenomenon  may  result  from  sudden  device
disconnections  or  insufficient  storage  capacity.
Therefore,  we  design  another  experiment  to  analyze
whether our method can minimize the performance loss
of  client  models  in  the  presence  of  data  loss.  In  our
experimental  scenario,  we  utilize  20  clients,  with
streaming  data  in  which  the  data  distribution  every
20  rounds.  Additionally,  each  client  has  a  30%
probability  of  losing  the  most  recent  data  for  the
current cycle.

In  this  experiment,  we  use  DT  with  three  different
generative model settings to generate historical training
data, where each generative model trained for 50, 100,
and 200 rounds. At the same time, clients trained only
on  the  most  recent  local  data  streams  serving  as  the
comparison baseline.

We  select  the  local  training  results  of  three
representative  clients  to  analyze  the  experimental
results and depict the results in Fig. 5. It indicates that
as  the  number  of  training  rounds  increases,  the
accuracy  of  the  local  models  using  our  method
significantly  improves,  with  the  method  using  the
generative  model  trained  for  the  highest  number  of
rounds (200 rounds) performing the best. This suggests
that  a  higher  number  of  training  rounds  can  generate
higher-quality  synthetic  data,  thereby  significantly
enhancing the accuracy of the model even if a missing
data  phenomenon  occurs.  We  also  observe  that  the
performance  of  standard  FL  methods  without  using
synthetic  data  is  the  poorest,  with  a  relatively  smooth
yet  overall  low  accuracy  curve.  Due  to  the  frequent
loss  of  unseen  classes,  the  model  struggles  to
effectively learn and adapt to the new data distribution,
leading to a significant drop in performance.

 

(a) MNIST
Round number

Ac
cu

ra
cy

 (%
)

Ac
cu

ra
cy

 (%
)

Ac
cu

ra
cy

 (%
)

(b) FMNIST (c) CFAR10
Round number Round number

 
Fig. 4    Accuracy comparison of SFL_DT with baselines over the three datasets.
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5.2.3　Analysis  of  the  generative  model  with
experience replay

We  analyze  the  ability  of  the  generative  model  to
prevent  catastrophic  forgetting  under  a  single  client
condition  and  depict  the  results  in Fig.  6.  We  use  a
generative  model  with  experience  replay  on  all  three
datasets  (MNIST,  F-MNIST,  and  CIFAR10),  and  we
compare  the  performance  with  using  a  generative
model without a replay mechanism. To validate that the
replay mechanism can better adapt to the dynamic data
distribution,  we  construct  a  streaming  data  scenario
where  data  from  two  distinct  time  intervals  arrive
sequentially.  In  this  scenario,  each  interval  contains
data  from  certain  classes.  Since  the  datasets  we  use

contain  ten  classes  in  total,  we  assume  that  data  from
the  first  five  classes  arrive  during  the  first  interval,
while  data  from  the  remaining  five  classes  arrive
during the second interval. In other words, we have two
experiences  and  each  experience  has  five  classes.
Through  this  scenario,  we  observe  that  the  clarity  of
the generated images during the second interval differs
across  the  three  datasets.  Methods  incorporating
experience  replay  can  maintain  high  quality  for  both
new  and  seen  classes  when  generating  images,  while
methods  without  experience  replay  exhibit  significant
catastrophic forgetting.

We  can  observe  that  the  standard  generative  model
could  only  access  the  image  data  received  during  the
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Fig. 5    Accuracy comparison by various FL protocol of each client under missing data conditions.
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Fig. 6    Analysis for the generative model with experience replay.
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current  interval,  leading  to  catastrophic  forgetting,
where  the  generated  images  more  similar  to  the  most
recently received categories. In contrast, the generative
model  with  experience  replay  incorporates  pseudo-
images  from  all  categories  encountered  in  previous
time  steps,  along  with  the  most  recently  received
images,  into  the  training  process.  As  a  result,  the
generated  images  can  maintain  quality  comparable  to
all historical images, rather than generating images that
are only similar to the most recently received ones.
5.2.4　Analysis of the impact of supernodes

n m

Because  SFL  in  MEC  environment  often  include
various  number  of  edge  servers  and  participating
clients,  we  evaluate  several  values  for  number  of
clients  = {8, 16, 32} and number of supernodes  =
{2,  4,  8,  16}.  We  depict  the  global  model  accuracy
under  different  number  of  client  and  supernodes  in
Fig.  7.  We  observe  that  the  global  model’s  accuracy
increases  as  the  total  number  of  clients  grows.  To
further evaluate the impact of supernodes, we compare
our  approach  under  the  same  client  number  but  a
different number of supernodes, and we find that when
the  individual  supernode  has  more  clients,  the  model
accuracy  increases.  The  results  show  that  when  the
number of supernodes is decreased, the SFL tends to be
similar  to  centralized  learning,  and  thus  has  minimal
performance loss.

6　Conclusion

This study set out to construct a novel SFL framework,
where each SFL client represents an online data source
so  that  the  local  training  data  changes  in  both  data
volume  and  data  classes  over  time.  The  data  streams
enable  the  FL  server  can  always  have  fresh  data  and

maintain synchronization with the physical conditions.
However,  this  dynamic nature  can also  exaggerate  the
heterogeneity  and  cold-start  problem  since  the  SFL
clients  need  more  time  to  accumulate  a  high-quality
and sufficient amount of training data for local training.
To  deal  with  the  data  insufficiency  challenge  without
violating privacy protection rules, our work proposes a
novel SFL framework with DT support. In our design,
every  SFL  client  has  a  digital  replica  client  DT  that
substitutes  for  themselves  in  participating  in  SFL
training.  Moreover,  all  the  client  DTs  remain
synchronized  with  the  SFL  client  all  the  time.  By
making  full  use  of  the  edge  server’s  resources,  the
client  DTs  are  deployed  on  the  edge  layer  so  that  the
client  DTs  have  sufficient  computation  resources  to
automatically  use  cGAN  to  augment  the  training  data
on  demand.  Experiments  show  that  our  design  can
achieve  competitive  model  performance,  meanwhile,
preventing  forgetting  and  achieving  privacy
enhancement. Future works include extending our DT-
enabled  SFL  framework  to  resolve  the  personalized
SFL problem.
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