WS T Vol.34 No.2 2024

RAXZFWEMIR R B ERK
— MR IR BB F i8IS

®oOHE X AR IMEE
CEHEMIAFESRETELAAN, ME K> 410073;
CELAFHEERXFER,SK ki 519082)

B EARFVERFFTURKMOREAANEIN AAZHENE BB BRI RENR
B A AR AT R R IR S L AR A TP E N, R A AT
WERBENEMR, AXUETEALBENA . NAAFHEFRENAZRBEET 2
M BB84 FENAAREE AN Z T ENEREAHTTER, B EXRAEMER
FEMEGERNGEEHALSNET, AXAEMNET EFH 00 & HAFE R A
BEWEENHRT R UBFAFEFHREHA—FARN ARG, KXENE
HYERERMGHABRAZAEEREN - RARZ R MXEBEFENIHE R
THAEHEHEFTH®)

KW KMER: KA EFEH LT ;;BB8L ¥ £

ELABORATING FRONTIER TECHNOLOGIES USING

COLLEGE PHYSICS KNOWLEDGES
—FROM POLARIZATION OF LIGHT TO QUANTUM CONMUNICATION

ZHANG Ting'" WU Wei' SUN Shihai’

(! Institute for Quantum Science and Technology » College of Science, National University of Defense Technology s Changsha, Hunan 410073;

2School of Physics and Astronomy, Sun Yat-sen University, Zhuhai, Guangdong 519082)
Abstract During the teaching process, if the teacher could take the frontier application of sci-
ence and technology as the traction, explain the principles of cutting-edge scientific and tech-
nological progress in the language of college physics, and shorten the distance between basic
courses and cutting-edge applications, the students’ interest in learning physics will be promo-
ted and their understanding of basic physics principles will be deepen. Taking quantum key
distribution as an example, this paper explains the basic principle of the classical BB84 scheme
with the polarization content in college physics, and expounds the actual implementation of
this scheme, aiming to show that there is a considerable distance between the theoretical
scheme and the actual implementation. In order to stimulate students’ interest and enthusiasm

for active exploration, the latest research progress and current main research directions in the
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field of quantum communication are also introduced. This is a pioneering attempt to bridge the

fundamental physics theory and frontier technolies, which is worth promoting in college phys-

ics teaching in the context of emerging engineering education.

Key words polarization of light; wave plate; quantum key distribution; BB84 protocol

Yy B R AIE T ) TS Bl S — PR AN A I
A LER 2= B R B A R R R R R SR
JEEh 3 BRI AR D 2 A S K 2 ) B A ED
GOECMG N BRIE BT Lk 2 A A5 R )
ME2E L 5 A R4 A A KA P B, SR 2L
TV SRR Y L 3 R K S ) B L A v A AR Y
T . AN SR AE F2 DR B b Bk R 2 ) B
G 1 LA i BRI S AR 1) B B RV AR R Ok, B 2
TR DAHTHY B R 22 51 B — 22 587 R N 45 7%
B K 3 2 T W N, S AT R R B Y 4 2
P15 ) 3 T 9 0 P ) R A 3 e A DA TR 3]
Bl 0 R 2 ) B R RE L Y T R BT
FHAF A 2R L J0 R A B0 2 Tt B8 A0 58 B AIF SR BB
R X AL BEAR HE 27 A 2 > W) BRI % 13 in T
PO Y/BLIE o N L BN T = I SIS B e e 13 22 o i
BRI MR AR IR,

AP i F % 8 43 it (Quantum Key distri-
bution, QKD) Rl , 1 2 &7 % [l Ji 1 K 2 #y # vh
P 41 (0 FH G 9 25 SR I 78 I SE Al b il B T e 42
i) QKD J5 % —BB84 Hh i i F A S B L & Ji %
QKD 119 55 B SE 30 FF- 3518, A 22 LA 7 3 4n o] 25
7 5 A Y B D LRI v R AR BB T U A PR R R
TR SR K B o R — A
T

1 *HEIRMIEEHWEER R

S UE RN/ B2 L LR B ke o B A
W ZETE S A O AR T AL S AR G R
W TR —MEBE”., e T 50
GIR 6 B B M B9 E BT L TG A4 i R R U 2 1]
JCHIRE PN . E R IR X — B 2RO A
PRAR S DX I3 AN ] it 41 D' ) A 0 A6 6 07 05 46
g B SRR I TR U U D SRR i RO L VAR ]
IERCIPSEIE P € 0D SO S R R U P
JEE 375 JEL B TR 2R S L A A1) 2 5 e BT AR B AR T Y A
WRAR o A B T AR ST M R Y R A =

6B i i T 70 B9 P A T T R A
BV 7B R 25 AN E R A AR TR
D 4% A5 B - F 2RO i O 18 i O L A B O 31 O A
W ARG, A AR S E T A A A
FrE . A R B AR R A o T i AR
DR 7 A MR 36 2 BT 5 R B A 1 L U D
& A e AT LA S B

FLARA AR L - 17 LR R R, 2T = T 1)
e it g A oy y IR . AR —
P 7 S8R0 T 3 T RE L oy b R
9 91R Wef LE S A O 22 Ltk A2 TOL B iR A& . AR
ik A LA G | I D D' S i O = . PN B G
i 649 1R GBS 1SR ' AR i O B 5 1A BB 2 i
PRI WL TR Y i IR 25

F i 4 7 T DA A 380 £ D 06 o i 22 e Ol 1Y
(RN S VR X N N -8 S R P
AL OG220 PR e s AN e AR AR A AU D AR 2
A TRE R A . BARTR . (D 2 IROE A —
Oy Z— W HURE O D 4R 77 1) A2 1 A 28 D 3R O
(2) 2 i = 06 A 00 7 2 — 2 A 5O o £ A
6 BHROG M CHERAT T RE . BETE A L X I
2 A O D6 T A AR BRI O . AR R
AR Al ' 5 PP 00 22— D5 R B i A1 D' B9 D
PROTm S, (3D [ i e A G DU o 2 — 3 g
e REARIG . (4O M A 6 A DU 7 2 — B s H A
oA — Fde 2 W B ' 7 AR G i i B O 1)
A7 1) — 20 SO 2 ROt . (5) (D B
D 6 A S o3 22— R A5 B D 4R e 2% O 1) S e Y
CHED B i O o i i 25 B9 2022 78 QKD 2 9 2 i
o A 2 N

EARSE RS A 1.

2 ETAMRRNETER
DG i IR B R DR 2y B Sl N L ELER R

2 I QKD ) BB84 J5 %, 1E 2 FH AN R 1
i R 52 B 7 A 20 B L LR OB A R



WS T Vol.34 No.2 2024

& Wk G & Uz —H

il
oz
W E
SHR S
e
/4
& 2 —KAE [ s i 2
o R 4 TN A
Bl ) oo, o a s E s | IR
SHPT T80 B
B8RS TR A

YRR iR BE TT DA RS . 07 S A PR - DDA
%f (Charles Bennett) 5 3 ¥ « 7 Hi §% (Gilles
Brassard) T 1984 4F & &b,

HARKAMGREBIE =&, & FHF
(Quantum Communication, QC) .1 TR E(E
(Quantum cryptography, QC) fl QKD, ™ ¥ i
KXW S, TR S RETRE
S AR 3 1 38 15 H AT LARR Ry i 7 A A BB AR
& (teleportation) ™ | #5% 4 14 (dense coding)™ |
T REEGES, BT REEGERNERE T
1Y 75 R R DR AR & A il AE AU QKD,
W ALFE i F % 4 (quantum signature) ™ | & F %
4> H $238 {§ (quantum secure direct communica-
tion) | HE T A A 4k 5 ( quantum secret sha-
ring)" " T 4R R 3 (quantum bit commit-
ment)'"* AR QKD R FI i T AR I H K 4
B B 0 K SR P45 5 22 i i 4 R 12 O ARIE
FRML A, ATUE N, & FlfE SR
2,45 — A 3 A5 ok AR L T DR 9 A A IR
Z AL A PR DR A L B e o TR
Ao e AR DR T8 15 v — R IR A 8 B o K
Tk, HE WESEHERZ S D A2
SRS AR B AR AT H

QKD 2 Hul & & A& FH B ARZ
— EHENS IR FEA EE RN, C 2B W R
AR B, A% R TE B A B T i %
PR A MY, IR E A T &R

A R4 L H A 2Rt il A T 4% S Y P T
St T3 A N 4% 5 . TR, 3 2 i 3 A 45 2
COAEARAT VI 55 | ] B 45 AT A B T 0 A B R A
TR A I 51 5 1) A 5 Ak T S 62 . B 2009
AR, TR e JE R T A A /D BT T 4
2011 AR LRGSR TR — ) 3 QKD | F M4
2016 28 H 16 H, A FF & R =L m T E
“BEET I IR R gk, ST op E A
B A 2 ] 7600km By R 5. 2017
9 H 29 H . AL H) 1A K L 2000km A< 5T
WL ETFEGE T MER AT, R
QKD ZEM &L L b C 2 e T
A R

MEiL T EAEA WA EENMR T, —
SRR R, A AR B A P TG
S AF a4 (B2 ST bR A BRI Y B T, S B
B RGP AR TR L 2RI . T X —
7] R, P B M A TE O DN IR A TG L IR
HEKETFEGEEREENIL, T
A PR 0 RE T N B R, O LR F AR T
IR 22 AR WU A DL S
2.1 QKD WEAREE"

QKD JF 14 L JF R, A4 il — R R AL A —
HERIECRAE R % L A & RS B ME— ] iE
TSN A — R — B I AR R, W] LLSE B
Py BB AR UE A B S T Ak R A A R A
JIT U« — R — 27 I 25 K 2R S 48 0 3 Y B K




22

7

WIS T Vol.34 No.2 2024

KFESFETUSCWKE, B Y H SIS
BTN G RS & T — RN
B B 1 % 5

fE BB84 i E i, K i H (Alice) Rl 20 #
(Bob) 5 ZE W 55 A5 18« — 4% 1 15 18 JH T & 3% i 4
BARFEMNTF o5 — R g M5 18, B Jo 2 v ok A
R, 0T 58 BUR A R R . TG RO E
T fRTAR S L B 3 AN T 140 1) B /DN BB R BT L Ol
ATVE R — R LOE S sh s i, 5T & 78 &=
T 18 N2 B 1 38 AT DL AT AT 0] 4 B 2 T A
VFRYERAE AT DR 28 35 T8 1 & 2Pk HURR IR
L b f ik {5 B B A W] B uEE RD AT, BB84 B
WAE BT B 4% 83 7 W R {5 AR HEE =y
(Eve) G W 19 FI g .

BB84 7 % i Fl T W 4 A TS [ 4R i 4R A
HIET L A3 o AR 4L+ I f gl X 7, Hor,
LR A A KO AR () A B R AR (AL 4
B0 R 1 %A A Ay 45°

PR R 135k (RO .t 01
A3 REAE 0 R 1L AN 2 Bk, pllnd
BFHEY SRR X7

B, Alice BEHLYEPE — 4148 2 QKD %
PR ARG 730 X7, SR S5 B B A — A G 5
(0 B¢ 1), AR 22 i & 3% 19 B — S 6 19 i 4%
A, WEFIREECTHRGES 0 B & 2% K
LR > P+ A Mg 1 R R B
RARPRAS A SRR X A MG 0 B & 2% 4577 W)
MR AR AT B X7 H M g% 1 B R 7% 135°
77 1] B 28 A R A N, Alice S Wb 8 42 o i 72, 1)
Bob &% —H &R T .

YR L Bob Bl AL AY M« A7 B PUAS T T Y
R i gt T 3 B — A X 2 0B O R AT A D I
O SR T R B R 1% 38 % D 1) B AH B U 4
FRATTHIE 5 A % 38 ' 1) 5 R A G IR Bk 7 )
— B O A A A N R A AR A Y e
WO TT 1) 5 R A R R 7 1) 3 ELA O G vk @
o s A O 4 8 G O ] 5 R R R AR O A —
Jeffy o BF 6T AT 5 R A B ARG, B/
F A cos’a £, PIIE, WA Bob 38 T8 H )5
T 38 6 (4 D i A o B %% BB F J6 28 Ak i 3 i )
AR Jok e oAy 16 L T S RO 1L W R R
T S DRI 60 D Jok o A 7KOF i A . D 25 SRl o,
Ve (7] J8 <+ 7 4L B K T A i 1 45 SR 2 8L, EL A 2R

% 1 BBS84 17 QKD it 72

Alice 19
[SiERIN 0 1 1 0 1 0 0 1
HE

Alice
MiPLE + 4+ X 4+ X X X+
B4l

Alice 4b
Milkm - 4 N - 7 4

Fuis

Bob Fifi#l
®EM OO+ X X X+ X+ +
YA

Bob 4b
wEw - S N J - - 3

FUR

(AR

FiET N N N

X L

EHR . 0 )
wH

B 10 A D e 2H 15 55 A6 6 i % R 25 2H AN DG S 1)
EEANERE TR 5 ) Y O R A 25 D <7 2 i B
JEFHF, oI & 45° 8 & 13577 1] i 2 PR 2%, 46
23 R PG5 BE IR S BTV X3 5K b g R
ERRATRE 02 1, FIE ST IENR# TR
AN AT RS 09 SR /N BT o R R O AR R T X
37 o 3T AR 0 1Y) DX 43 B S AR WL 5 % S g
ZH RS i 2H R 58 . Lt 1 B i s A5 K D
A B AR P EF A M E R, HiX
A 1E 2 FR AT A e i % 0t T 2E AT & A O I
Y HLE G 5 SO B

P, 24 Bob 58 BT A i 41 0 7 46 It =2 J5 o F]
MAMEEYE Alice BKR . Alice A &k #
JIT 346 5 1 32 I 2H , Bob 2\ A I &2 5 2 v BT FH 09 K
Pl 28« RUT5 38 ok 28 WA T AT LU X 4 38 XU i HE
EZNGESORE 2R PV rriE e N T RO R
AR XS R N R . e
TR AR T,

FE LA L, X007 AT DL O 2 s
—FR A AT B R X H R A A A AE BT T



WS T Vol.34 No.2 2024

i A5 =Jr (Eve) e F5 1 LT e, o 1
G Alice &3k W =G 1F B . 57 WF # Eve {7 IR
Bob #Ef1Hif . #7 Eve ##: T 5 Alice MR B4
&, N 2552 W Bob B & 45 53, Alice 1
Bob X} LB BRI AN & Z LA Eve MAEFE. SR,
Eve it f7 50 ML R 255 Alice A [ Y A6 i
2H F A 31X 23 00 T PR A S L G IR Bob #5301
X AT A 50 %0 AR RS Alice A [AY
ZEIR . XEE, WRAR I Eve XT Alice &2 T A Y6
FHEAT G 1 )5 5 & . W] Eve MAFAE S 4
ok 25% AU RIS K, Alice Ml Bob i i AH B X} kb
AT LR A 51V & Eve BIAETE

2.2 EFERASEHNEMEIH

DL PR AR R B e T T R
R B A it (H X AN R 1 1) 58 B QKD &R 48 5 b
S, EMR YA TR R EHE
B3 il M b A — AE L B R QKD B it A AL 2
QKD RGery 3 ail . &5 K=Y I yFk iy N4 K
HR ST AERE Y (58 IR . H IS 1 27 A 4R 15 58 B
F 4 Jo B TR AG L R ) o T B g A Ak i SRR
A, (7R TR S T REYIMAF . R T
25 5 R S0 0 R AR 1 W R AR T R RN A A
A A AW AT AR T Bk g R A
SEBR RS, 25 UL AR AR AR B A 0 RURT S5 B A 5 Y
ZW S PR AR BB, Bk,
EEPR QKD By SE BUAb UL L AT .

55— AR 7 R E B B2 SO SEBR
TR BO6 T 10 07 B R B 3 B 1 IR
TS WOCTR . BT A AN TR 2 P D\ 3 3 |
PRIE T FHAMNL 2, SObF R R IR —
A T ST AU A RO B R A I 2 B —
MHF . TR, XA RN, BT
IR R ART AT G QKD Z et Hig ok , H2Z R T
AR B H S B i) £ 2803 0l A5 10 55 2 R
ARG RN, I B ETSEPR QKD R4
rh R B A 2 AR AR IR T Y S O TR
HEWOCED bz A D B - BDE T BUN T 1,
B — B 34 252 1 O Bk e HOAT — S LU B Y ok o £
T R A Y ko 2 S 1YL i AT AR A He )
K AL A S DA B BT s OGIR R
AWM ik Z etREc aa a8
5 1 AT LA B R AR

5 L SEBR OGS AR OG22 B 1 2

S B A DU P AS [ 2% A B 0% — AT P RR O ik
— 2RI WA~ 50/50 15 A4 5 — o) — 40
VU SR e R B 0 22— U R R R AR T e B
T DT Lo 53— i ) O A )RR Y
WOLEE & -2z~ kLW, BT 5ETE
fr BRI G — Ry ikt

55— SR b R i 22 SR FH A B 43 IR IR 2
R R . TR AE T O A 43 B 48 BT SR AR
o AR L SC i B S5 oA AR G S 8 B g
77 1) AH H 2 B RO OB RNE B . TR
NI SR Ry e A o L O 41 43 R 25 38 O Oy ) 5
i P 7 1) — S0 CHE ED L 0 A 3% S RS 7l fig
oRUIUESI B R B2 vy W S A3 (BT B el = NG
2 A 7 16 & 1 Ry A5°EE 135°, U 7E K2 5 13 5 7 1]
AR SOV MR ARSI BT R IR
I BTG RGO 0 B A% S AR Y — 2,
R O R AT 0 B /N R
BN 100 %038 1 A1 50 %638 3 5 17 B0 AN i R
Gy WA IR AN AT X 43 19 38 05 X7 75 % RS f 26
K i 4K 52 7%

5500, A PR T T AR A QKD RGN .
WA DIV Eve (246, W R GR35 A 0,0
RAEFEGIVTH Eve, W R G REEH 25% . {HX}
FELPRRG S ARG G A A fERA —E
R A%, 3 32 B T2 48 2 i 3R BAR (L
i 25 1 O He A BR D LA K {7 0 B e R (e A {5 i
AR ) A5 TR 2R R e, T DA A P A R L 3R
I ASBE IX 20 M7 BT 5 | A A 152 65 2R 3 T 25 T 5|
UNGUR RS N S o T o A L 5 T Sl
FEERIA N BT T 51 AR . BB BE N BE A A b i
TR A Ok Wi R G RS A T, F S
b BEE B R R ST QKD R e &
JE 3 o 1R A 23R ok T B R A AE LE BT T A, T 2
L TR A ROk AR T T T AR B B L SRR
A S A 0 S A3 A R e Ak T SR 48 B i B3
H RO A B DT G IE B 77 78 57 W 2 B
ATV AL B . X RN E 440
IS A BT BEARAS JR TF U B L 8R40 1) 132 3 0] DL S
5 I 5 R ST

3 #HiE

A SC LA A Bk AL QKD Ay 1], Xof 35 it 4 242 %)

N

23



7

WIS T Vol.34 No.2 2024

TR BRI B AT T — U g i =2l R
SR B P R g — B NA L OE RS [F] AR
A& e AR BB A G O D WF 5T A B AT 58 4 PR
R QR IS0 B ) R — B Ol e S
oW KOG Ik o AR SCTE ) 2 (0] 0K =7 ) B
PRER 7 07 N YRR b T T MR T
QKD Ay FEAS JBE , I % 2 b 5 BHE AT 1 80 5800
BITIE . & 1 3R W AT AT BEIE J7 58 A 52 B 52 AR A7
TEFH 24 0 R 300 T 0 o A DR A Wy B i
H5 52 P T P B D) R AR A AR 4 B R e A
A B 5 B — 2 SRR 5T 2% A
A

B R HE T [ 5 R A R 1 oK L T B g
e e LS PR KT R £ i 3R TR
BECE Y B TR E R AR R R
RERG AR SR = A . AR S5 A BB T
Bl Bl iR Em B IR R 7 IR, IR 2
AR A B AR B IR BE J1 FURL 22 B B ok B O B
TR A BB FR IR S 0 . B TR
T AER — R I IR A [ 3R S A
F 3 55 2T BE T 4 5C B N30 2 i gy P i P
PR R 7 O B AR TC % 0 4 ) JH R 2 ) B N
PR TR o T AR R B AR D B [ A P o B
IS PR B 2 (6] A BB POk 2 A BB IR R B &
et — R R A TR AR

I DLERFIRE S BB IR S AR T AR A B ST BT
M E— 25 I 2 R B 37 A58 B8 ) X 1E 2 8 Ak

ANA G IR BB B
& £ X

(1] ZE7&AH, 820, REEY M. Jbat B2 th At , 2019,

[2] B, fPR62E[ M. JUEC A2 A, 2003,

[3] BENNETT C H, BRASSARD G. Quantum cryptography:
Public key distribution and coin tossing[ C]. Proceeding of
the TEEE International Conference on Computers, Systems,
and Signal Processing (IEEE, New York), 1984. 175.

[4] CHARLES H B,GILLES B, CLAUDE C, et al. Teleport-
ing an unknown quantum state via dual classical and Ein-
stein-Podolsky-Rosen channels[ J]. Physics Review Letter,
1993(70): 1895.

[5] ADRIANO B, ARTUR E. Dense coding based on quantum
entanglement[ J ]. Journal of Modern Optics. 1995 (42);
1253.

[6] MBEZ, Brkak.
kL, 2012,

T KBHIMI. JERT Az Toll i

(7]

(8]

(9]

(10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

DENG F G, LONG G L. Secure direct communication with
a quantum one-time pad[]J]. Physics Review A, 1997(56)
1154-1162.
HILLERY M, BUZEK V, BERTHIAUME A. Quantum
secret sharing[]]. Physics Review A, 2004(69): 052319.
KARLSSON A, KOASHI M, IMOTO N. Quantum entan-
glement for secret sharing andsecret splitting[ J]. Physics
Review A, 1999(59): 162-168.
CLEVE R, GOTTESMAN D, LO H-K. How to share a
quantum secret [ J]. Physics Review Letter, 1999 (83):
648.
CRE C, GOTTESMAN D, SMITH A. Approximate
quantum error-correcting codesand secret sharing schemes
[C1//Advances in Cryptology-EUROCRYPT 2005, Lec-
ture Notes in Computer Science. Berlin, 2005 285-301.
LLO H K. Insecurity of quantum secure computations[]J].
Physics Review A, 1997(56): 1154-1162.
LO H K, CHAU H F. Is quantum bit commitment really
possible? [J]. Physics Review Letter, 1997 (78): 3410-
3413.
MAYERS D. Unconditionally secure quantum bit commit-
ment is impossible[J]. Physics Review Letter, 1997(78):
3414-3417.
WANG S, CHEN W, YIN Z Q, et al. Field and long-term
demonstration of a wide area quantum key distribution net-
work[]J]. Optical Express, 2014, 22(18): 21739-21756
LIAO SK, CAIW Q. LIU W Y, et al. Satellite-to-ground
quantum key distribution[J]. Nature, 2017(549) . 43-47.
LIAO SK, CATW Q, HANDSTEINER ], et al. Satellite-
relayed intercontinental quantum network[J]. Physics Re-
view Letter, 2018(120): 030501.
China’s 2,000-km Quantum link is almostcomplete[ EB/OL].
https://spectrum. ieee. org/telecom/security/chinas-2000km-
quantum-link-is-almost-complete
ZRM. i FEGEAE TR IM]L KDY
JiktE: L 2000.
HWANG W Y. Quantum key distribution with high loss:

« 5 B B 2

Toward global secure communication[J]. Physics Review
Letter, 2003, 91(5): 057901.

WANG X B. Beating thephoton-number-splitting attack in
practical quantum cryptography[ J]. Physics Review Let-
ter, 2005, 94(23): 230503.

LO H K, MA X, CHEN K. Decoy state quantum key dis-
tribution[ J ]. Physics Review Letter, 2005, 94 (23):
230504,

Bk de, LR AR N S 1T [
5,2017(3): 1-6

o A TR A T

ZHONG D H. Connotations and actions for establishing
the emerging engineering education[ J]. Research in High-

(in Chinese)

er Education of Engineering, 2017(3) . 1-6.



