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ABSTRACT: Over the past years, significant progresses have been made in
the  field  of  nanopores,  particularly  in  single-molecule  analysis,  sequencing,
and  diagnostic  applications,  certainly  underscoring  the  versatility  of
stochastic  nanopore  sensing.  The  subsequent  advances  in  functionalizing
protein  nanopores  with  tailored  properties  or  reactive  handles  have  greatly
expanded  their  detection  capabilities,  where  customized  computational
design shows promise in driving nanopore functionalization and applications
toward unprecedented flexibility. In this review, we provide a comprehensive
perspective  of  the  various  engineering  strategies  employed  in  protein
nanopores  and  the  roles  of  functionalized  nanopore  in  single-molecule
sensing  and  sequencing.  Additionally,  we  elucidate  the  interplay  between
functionalization  strategies  and  their  intended  applications,  highlighting
promising  implementation  scenarios.  We  believe  that  the  ongoing
advancements  in  functionalization  technologies  will  promote  innovations  in
de novo pore design and propel nanopore protein sequencing.
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 1    Introduction
Nanopore technology, inspired by the Coulter counter, has evolved
over three decades, transitioning from its origins as a blueprint for
ultra-sensitive  DNA  sequencing  to  the  widespread
commercialization  of  nanopore  sequencing  devices  by  Oxford
Nanopore  Technologies  [1−5].  Over  this  period,  the  field  has
advanced at a pace exceeding Moore’s Law, and earned recognition
from Nature Methods as “Method of the Year” in 2023 for its ability
to  produce  long  continuous  reads  spanning  tens  to  hundreds  of
kilobases  [6].  In  a  typical  nanopore  stochastic  sensing  experiment,
an  individual  analyte  enters  the  nanopore  under  an  applied  bias
voltage,  altering  the  flow  of  ions  through  the  pore  and  being

reflected  in  a  time-dependent  ionic  current  recording  [7−9].
Through  the  analysis  of  current  fluctuations,  including  blockade
amplitude,  deviation,  duration,  and  frequency,  nanopores  have
been  effectively  employed  for  stochastic  sensing  and  the  detailed
characterization of DNA [10, 11],  RNA [12, 13],  peptides [14, 15],
proteins [16, 17], small molecules [18, 19], and metabolites [20, 21]
at the single-molecule level.

Nanopore  stochastic  sensing  primarily  relies  on  the  pore
diameter  and  the  confined  functionalized  surface  of  the  cavity
[22−25].  Protein  nanopores  are  formed  by  the  self-assembly  of
multiple  subunits  in  lipid  bilayers  or  synthetic  block  copolymer
membranes  [26−29].  They  possess  atomically  precise  in  nano- or
sub-nanometer  dimensions,  providing  the  ability  to  recognize
biomolecules  with  comparable  size  [30].  In  contrast,  solid-state
nanopores  are  often  crafted  with  flexible  diameters  ranging  up  to
hundreds  of  nanometers  in  materials  such  as  silicon  oxide  films,
glass  capillaries  or  other  substrates  [31].  While  this  scale  is  well-
suited for sensing biomacromolecules, it is significantly larger than
most  of  biomolecules,  which  often  necessitate  pores  at  the  lower
end  of  this  range.  Solid-state  nanopores  tend  to  be  much  more
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mechanically,  thermally and chemically stable than their  biological
counterparts [31]. However, the top-down approaches used in their
fabrication,  such  as  laser- or  electron-beam  etching,  limit  atomic-
scale  structural  control.  This  limited  precision,  coupled  with  the
relatively  inert  substrates  that  often  lack  the  maneuverability  for
further  customized  modification,  leads  to  restricted  spatial  and
temporal  resolution  [32−34].  Conversely,  while  assembled  protein
nanopores typically require a carefully controlled environment and
strict  conditions  for  operation,  they  feature  more  precise
dimensions defined by their protein sequences, offering substantial
opportunities  for  extensive  modification  through  genetic  or
chemical approaches [35−37].

For  protein  nanopores,  in  addition  to  the  expansion  of
applications  driven  by  the  discovery  of  innovative  pores,  the
significant  breakthroughs  in  stochastic  sensing  over  the  past  few
decades  have  been  primarily  tied  to  the  modification,
reconstruction, and even de novo design of protein pores [38, 39].
As  the  dominant  application  in  nanopore  technology,  stochastic
sensing  demands  a  delicate  equilibrium  between  high-frequency
single-molecule  capture  and  prolonged  translocation  through  the
pore  constriction  [40, 41].  To  achieve  this  critical  balance  for  the
specific  applications,  nanopores  have  been  undergone  different
evolutionary  and  modification  strategies  to  optimize  performance
[42].  These  modifications  typically  involve  site-directed
mutagenesis, the incorporation of unnatural amino acids, etc. These
approaches  enable  targeted  enhancements,  such  as  tuning  cavity
electrostatics  to  modulate  electroosmotic  effects  and  improve
capture efficiency and temporal resolution [42−45]. Additionally, by
introducing  biomacromolecules  such  as  nucleic  acid  aptamers  or
immune molecules at the nanopore entrance, the capture efficiency
can be further improved by the "grasping" effect of these functional
groups  [46−48].  This  allows  the  nanopore  to  controllably  capture,
identify,  and  transport  a  wide  variety  of  molecules  and  ions  from
the bulk solution.  Beyond molecular  detection,  nanopores are also
employed  to  directly  measure  the  structural  and  chemical
properties  of  analytes,  enabling  the  identification  of  isomers  and
track  chemical  transformations  at  the  single-molecule  level
[17, 49−52].  Achieving  such  precision  typically  requires
sophisticated modifications to the nanopore, particularly within the
sensing  region.  Active  residues  on  the  surface  of  the  nanopore
cavity  could  be  spatially  engineered  and  aligned  within  a  protein
nanopore  through  site-directed  mutations  or  chemical
modifications, creating a confined chemical microenvironment that
facilitates site-selective or regio-selective covalent chemistry [53, 54].
Another  common  approach  involves  metal  chelation  [55],  often
based on click chemistry [56], or host-guest interactions [57, 58], to
introduce  specific  recognition  capabilities  into  nanopores.  These
innovations have made notable achievements in the development of
single-molecule  protein  sequencing  methods,  which  enable  the
precise  identification  of  amino  acids  [59−61].  Another  promising
avenue for  single-molecule  protein  sequencing is  the  development
of nanopore-based molecular machine, which typically relies on the
precise design and synergistic systems that combine nanopores with
enzymes  to  facilitate  controlled  analyte  translocation  and
sequencing [60, 62].

Herein, we present a comprehensive overview of recent advances
in  protein  nanopore  modification,  examining  emerging  strategies
for  optimizing  nanopore  functionality.  Although  previous  reviews
have summarized some engineering approaches and corresponding
sensing  applications  [34, 63],  this  review  systematically  outlines

evolving  modification  strategies  for  protein  nanopores,  organizing
them from an application-oriented perspective. We aim to elucidate
the  underlying  design  principles  and  to  provide  conceptual
guidance for future innovation in nanopore sensing. In addition, we
further  discuss  persistent  challenges  and potential  opportunities  to
shape the future of protein nanopores.

 2    Site-directed mutagenesis of protein nanopores
Site-directed  mutagenesis  has  extensively  employed  for  the
modification of protein nanopores, as they can modulate geometry
and  charge  distribution  through  residue  substitution,  hence
expanding sensing ranges and improving sensitivities of nanopores.
Here,  we  systematically  summarized  prevalent  strategies  for
mutagenesis,  and  delineated  the  mutation  sites  as  well  as  the
sensing application of protein nanopores (Figs. 1 and 2).

 2.1    Mutations for enhancing resolution of sensing
The  manipulation  of  electrostatic  properties  within  protein
nanopores  is  a  pivotal  strategy  to  enhance  the  resolution,  often
achieved  through  targeted  mutations  at  the  pore-sensing  region.
For instance,  the incorporation of positively charged residues such
as arginine (R) and lysine (K) at M113 and/or T145 sites within the
α-hemolysin (α-HL) nanopore significantly strengthen electrostatic
interactions  with  negatively  charged  analytes,  including  phosphate
esters,  acetamido  and  carboxyl  groups  [64, 65].  These  mutations
cause  prolonged  blockage  durations  and  improved  temporal
resolution,  hence  broadening  the  sensing  applications  of α-HL
nanopore  to  detect  anionic  peptides  [66],  1,4,5-trisphosphate
[65, 67],  inositol  hexakis-phosphate  [68],  and  metal  ions  [64].
Additional  advancements  include  mapping  acetylamino  and
carboxyl  groups  on  glycans  [69, 70],  characterizing  long
ssRNA [71], and detecting DNA at alkaline pH [72]. Similarly, the
T232K  mutation  in  aerolysin  (AeL)  nanopore  creates  an
electrostatic  trap  that  enhances  electrostatic  interaction  with
peptides,  thus  prolonging  translocations  time  and  enabling  the
detection  of  post-translational  modifications  (PTMs)  [73−75].
The  AeL  (T240R)  nanopore  detected  neutral  glycan  with  a  R-
binaphthyl  tag,  benefiting  from  the  enhanced  cation-π interaction
between the R-binaphthyl tag and mutant R240 [76]. Furthermore,
introducing R near the constriction of MspA nanopore (L88R) has
been  shown  to  increase  the  dwell  time  of  homopolymers  ssDNA
[77].  Negative charged mutants,  like the α-HL (M113E),  identified
cationic  peptide  through  similar  enhancement  of  electrostatic
interaction [66].

Introduction  of  neutral  residues  is  strategically  employed  to
reduce  or  eliminate  electrostatic  barriers.  A  notable  example  is
demonstrated by the  engineering of  M1MspA and M2MspA.  The
acidic  residues  D90,  D91,  and  D93  at  the  constriction  were
substituted  with  neutral  asparagine  residues  (D90N/D91N/D93N),
resulting  in  high  signal-to-noise  ratio  (SNR)  and single  nucleotide
resolution  for  ssDNA  analysis  [78, 79].  The  M2MspA  was
subsequently  integrated  with  motor  protein  such  as  DNA
polymerase phi29, the helicase Hel308 [80, 81], helicase MTA [82],
helicase  PcrA  [83],  and  SARS-CoV-2  NSP13  helicase  [84]  to
modulate  the  velocity  of  DNA  translocation,  thus  developing  the
single-molecule  picometer-resolution  nanopore  tweezers  (SPRNT)
technique  [85].  This  approach  enabled  nanopore-based  DNA
sequencing  and  high-precision  detection  of  mutagenic  DNA
lesions,  including  O6-carboxymethyl  guanine  [86],  5-
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methylcytosine,  and  5-hydroxymethylcytosine  [87],  and  even
unnatural DNA nucleotides [81, 88]. Furthermore, the SPRNT has
been  extended  to  peptide  sequencing  through  DNA-peptide
conjugates  [80, 82, 89].  Besides,  M2MspA  exhibits  considerable
potential  for  detecting  peptides  [90],  analyzing  protein  structures
[91],  monitoring conformational  change in nucleic  acids [92],  and
identifying  proteins  with  different  isoelectric  points  [93].  Another
example  is  the  AeL  (K238Q)  nanopore,  which  also  provides  high
resolution  for  sensing  nucleotides  [94, 95],  phosphorylation
[11, 96], and transient conformations of flavin adenine dinucleotide
[97]. The ultra-high resolution for nucleic acids enables this mutant
pore to precisely probe the reaction kinetics of nucleic acid–related
enzymes  at  the  single-molecule  level.  For  example,  the  AeL
(K238Q)  nanopore  has  revealed  the  temporal  dynamics  and
heterogeneous  cleavage,  and  release  pathways  of  ssDNA  by
Exo I [98].

The  strategies  to  enhance  sensing  resolution  also  involves

introducing  aromatic  amino  acids  to  enable  π–π  stacking
interactions,  increasing  steric  hindrance  with  bulky  residues,  and
incorporating  hydrophobic  residues  to  promote  hydrophobic
interactions.  For  instance,  the α-HL  (M113F)  nanopore  exhibits
prolonged event residence time for peptides compared to the wild-
type  (WT)  pore  [99].  This  enhancement  enables  the  pore  to
monitor uranyl ions [100],  HIV-1 protease and trypsin [101, 102].
Similar improvements could be observed in FraC (G13F) nanopore,
which showed increased peptide capture frequency and dwell time,
and  it  is  capable  of  identifying  individual  proteins  through
measuring  protein  fingerprinting  and  recognizing  glycosylated
peptides  [103, 104].  However,  it  is  crucial  to  note  that  the
enhancement depends on the specific mutation site, and the precise
orientation  and  angle  of  the  residue  within  the  nanopore  lumen.
Sometimes, non-aromatic amino acids with bulky side chain, such
as glutamine (Q), have been introduced at constriction to improve
spatial resolution. For example, the AeL (N226Q) nanopore formed

 

Figure 1    Structure  and  mutation  sites  of  protein  nanopores.  (a) α-HL:  Staphylococcal α-hemolysin  (Protein  Data  Bank  Identifier  (PDB  ID):  3ANZ);  (b)  MspA:
Mycobacterium smegmatis porin A (PDB ID: 1UUN); (c) AeL: Aeromonas hydrophila aerolysin (PDB ID: 5JZT); (d) OmpG: Escherichia coli outer membrane protein G
(PDB ID: 2IWV); (e) ClyA: Salmonella enterica cytolysin A (PDB ID: 2WCD); (f) FraC: Actinia fragacea fragaceatoxin C (PDB ID: 4TSY).
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a new narrower constriction (0.8–1.2 nm),  thereby prolonging the
dwell times of peptides [105]. Conversely, reducing steric hindrance
within  the  lumen  sometimes  also  enhanced  macromolecular
recognition.  For  instance,  the  engineered  AeL  (K238A)  with  a
shorter  side  chain  showed  improved  resolution  for  sequence-
defined  poly(phosphodiester)s  [106, 107].  Additionally,  recent
studies  have  highlighted  that  the  interactions  of  hydrophobic
residues  within  the  nanopore  sensing  region  exert  a  pronounced
enhancing effect, particularly when using the AeL (A224Y/T274W)
and CytK (Q5Y/S149I) nanopores to detect peptides and unfolded
proteins [45, 108].

Single-point mutation exerts limited influences on improving the
performance of nanopores. The combination of multiple mutations
might  result  in  a  significant  enhancement  of  nanopore
functionality.  For  instance,  the  K131D/K147D  mutation  in α-HL
nanopore produces electrostatic traps near the entrances and exits,

which provide controlled translocation and extended duration time
of single polypeptides and protein [109−111]. Moreover, the α-HL
(E111N/K147N/M113R,  NN-113R)  nanopore  confers  anion
selectivity,  and  it  enables  to  directly  detect  PTMs  within  long
polypeptides [112, 113] and recognize the four DNA bases at high
pH  [114].  The  synergistic  effects  of  charged  and  aromatic  amino
acid  mutations  enhance  the  spatial  and  temporal  resolution.  For
instance,  the α-HL  (E111N/K147N/M113Y,  NNY)  nanopore
improves  recognition  properties  and  has  been  used  to  identify
epigenetic  DNA  modifications  [115],  recognize  RNA  base  [116],
and  sequence  DNA  [117].  Additionally,  the  double  aromatic
residues  mutant  M113F/K147N/T145F  (2FN)  demonstrates  high
selectivity in distinguishing short peptides [99]. The combination of
charged  amino  acids  mutations  and  steric  mutations,  like  AeL
(T232K/K238Q),  has  been  utilized  to  sense  DNA  [118, 119]  and
map the adjacent phosphorylation sites of Tau peptide with greater

 

Figure 2    Characteristics  of  protein  nanopore  mutants.  Pore  positions,  functions,  and  analytes  of  the  different  mutants  for  protein  nanopores.  RL2  of α-HL: α-HL
(K8A/V124L/G130S/N139Q/I142L), M1 of MspA: M1MspA (D90N/D91N/D93N), M2 of MspA: M2MspA (D90N/D91N/D93N /D118R/D134R/E139K), M3 of MspA:
M3MspA  (L88R/D90N/D91N/D93N/A96R/S116R),  SS  of  ClyA:  ClyA-SS  (C87S/C285S),  AS  of  ClyA:  ClyA-AS
(C87A/L99Q/E103G/F166Y/I203V/C285S/K294R/H307Y), CS of ClyA: ClyA-CS (L99Q/E103G/F166Y/C285S/K294R).
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temporal and spatial resolution [118].
The  strategy  of  introducing  reactive  residues  at  specific  sites

enables the development of innovative sensing approaches through
chemical interactions. For example, the introduction of cysteine (C)
at the T117 site of α-HL nanopore were developed to rapidly detect
nitrogen  mustards  through  a  coupling  reaction  with  thiol  group
[120].  Importantly,  the  engineered  hetero-α-HL  nanopore  has
demonstrated the potential  to monitor site-selective thiol–disulfide
interchange reactions with atomic precision [54, 121] and has been
employed  as  a  proof-of-concept  for  enzymeless  nanopore  DNA
sequencing [25, 53]. This strategy could also be observed in other β-
barrel nanopore, such as AeL. Given its extended lumen, numerous
tunable  pore-facing  residues,  and  well-defined  confined  space
within the pore, AeL is particularly suited for monitoring chemical
kinetics.  The  AeL  (K238C)  was  designed  to  monitor  the  chemical
reaction  of  disulfide  bonds  [122, 123],  and  to  enable  real-time
visualization  of  the  dynamic  thiol  substitute  reactions  [124].
Moreover, this cysteine mutant of AeL can also serve as an effective
nanoreactor  to  monitor  the  kinetics  of  bond-forming  processes
[125].  Importantly,  the  cysteine  residues  within the  sensing region
have  facilitated  chemical  modifications  via  Michael  addition
reactions  to  further  extend  the  sensing  application  of  nanopore
(details  were  in  Section  5).  Additionally,  the  histidine  (H)  and
methionine  (M)  have  been  introduced  to  AeL  and  M2MspA
nanopore. The AeL (K238H) nanopore was utilized to measure the
coordination reactions between histidine and Au(III) [126], and the
MspA-91M  mutants  detect  Dichloroaurate(I)  and
tetrachloroaurate(III)  with  methionine  through  metal  ions
chelation [127, 128]. Notably, the MspA-91H was able to precisely
identify and quantify all  20 amino acids using copper(II) chelation
[55].  These  advances  provide  a  proof-of-concept  for  nanopore-
based protein sequencing.

 2.2    Mutations for enhancing capturing frequency
The successive  capture  of  analytes  is  critical  for  nanopore  sensing,
as  the  abundance  of  the  statistical  events  directly  influences  the
accuracy  of  analyte  detection.  Therefore,  various  mutations  have
been employed to increase the analyte capture frequency, primarily
by altering the electrostatic properties at the entrance. For example,
the M2MspA introduced negatively and positively charged residues
(D118R/D134R/E139K)  within  the  vestibule  and  the  entrance
region of MspA [78]. It reduced the escape of DNA back to the cis
entrance, thus improving the resolution for DNA base recognition.
Besides,  the  replacement  of  negatively  charged  glutamate  (E111)
with  a  polar  asparagine  (N)  at  the  entrance α-HL  nanopore
obviously  increased  the  DNA  translocation  frequency  [129].
Meanwhile,  the α-HL  (E111A)  prevents  ion-pair  interaction
between  E111  and  K147,  facilitating  electrostatic  interactions
between  K147  and  sulfonate  groups,  which  in  turn  enhanced
nanoparticle  capture  [130, 131].  Eliminating  the  positive  charge  at
the cis entrance of α-HL (RL2-A8R/A8K) nanopore reduced DNA
translocation  frequency  by  10-fold  compared  to  the α-HL  (WT)
nanopore [129]. Upon the RL2-A8R/A8K mutant, alterations of the
charged  amino  acids  near  the  constriction  of α-HL,  such  as  the
M113R  or  M113N  mutations,  significantly  increased  the  DNA
translocation.  This  effect  is  attributed  to  the  potential
electroosmotic flow (EOF) in the bulk solution [129]. Similarly, the
ClyA-RR  (S110R/D64R)  with  mutations  at  both  the  entrance  and
lumen facilitates effective DNA translocation [132].

EOF is a pivotal driving force in the regulation of the capture and

translocation  of  non-uniformly  charged  peptides  through
nanopores.  Enhancement  of  EOF  through  specific  mutations
within  the  nanopore  lumen  can  significantly  increase  the  capture
frequency of these peptides. For example, the AeL (N226Q/S228K)
elevates the capture frequency of heterogeneously charged peptides
at  nearly  physiological  pH  [105].  Moreover,  the  FraC
(D10R/K159E)  nanopore  recognized  oligopeptides,  polypeptides,
and folded proteins through the promotion of EOF [40]. However,
optimizing  the  balance  between  high  capture  rates  of  individual
molecules  and  reducing  translocation  speed  through  the  pore
constriction is necessary. Since EOF and electrophoretic force (EPF)
often  act  in  opposing  directions,  tailored  nanopore  modifications
are required for specific applications. For instance, the 2E-4D-CytK
(K128D/Q145D/S151D/K155D)  nanopore  has  been  finely
engineered to adjust the distance and ion selectivity along its lumen,
resulting in a robust EOF that capable of  driving the translocation
of  polypeptides  and  proteins  against  the  EPF  [43].  Conversely,
reducing  or  eliminating  EOF  as  much  as  possible  is  a  prevalent
strategy for nanopore peptide spectroscopy, particularly for cation-
selective  nanopore.  Under  acidic  conditions,  protonated
polypeptides are predominantly captured and transported following
the EPF [44].

 2.3    Mutations for controlling nanopore structure
Site-directed mutagenesis  has  been employed to  stabilize  the  open
state  of  nanopore,  thereby  mitigating  interference  from  baseline
noise  and  gating  behavior.  For  example,  the  introduction  of
negative  charges  into  Loop  6  or  Loop  1  of  the  OmpG  nanopore,
exemplified  by  the  I226D/R228D  or  V19D/G21E/Y22E/G23D
mutants,  have  modulated  the  interactions  among  protonated
residues [133, 134]. This manipulation has substantially reduced the
random  gating  caused  by  pH  fluctuations.  Moreover,  substituting
charged  residues  into  neutral  Loop  6  effectively  stabilized  the
OmpG nanopore in its open state [134]. Similarly, the cysteine-free
ClyA variant  (ClyA-SS)  exhibits  low intrinsic  noise  in  planar  lipid
bilayer  recordings  [135, 136].  Additionally,  random  mutagenesis
has  been  proven  to  be  effective  in  modulating  and  stabilizing
nanopore  structure.  For  example,  the  FraC  (D10R/K159E)
nanopore, generated through random mutagenesis, exhibited WT-
level  hemolytic  activity  and  effective  discrimination  of
homopolymeric ssDNA [137]. Random mutagenesis has also been
utilized  to  enhance  the  solubility  and  stability  of  ClyA,  yielding
variants  such  as  ClyA-CS  (L99Q/E103G/F166Y/C2885S/K294R)
and  ClyA-AS  (C87A/L99Q/E103G/F166Y/I203V/C285S/
K294R/H307Y)  [138−141].  These  variants  were  invaluable  in
monitoring protein  conformational  changes.  The ClyA-AS variant
has been widely employed to investigate  molecular  interactions by
trapping  individual  biomolecules,  including  proteins  and  nucleic
acids.  It  offers advantages of a confined reaction environment and
ultrahigh sampling frequencies at the single-molecule level. With a
well-defined pore size of approximately 10 nm × 7 nm, ClyA-AS is
particularly  well  suited  for  confinement-based  analyses  of
enzymatic  systems.  For  example,  long-observation  time  electrical
recordings  of  dihydrofolate  reductase  (DHFR)  have  revealed  that
the  DHFR  has  at  least  four  ground-state  conformations  with
distinct ligand affinities [52]. This illuminated how conformational
exchange  is  coupled  to  catalysis  and  demonstrated  the  soft
interactions  within  DHFR [141].  Additionally,  this  variant  enables
real-time  and  single-molecule  observation  of  the  co-binding  of
adenosine triphosphate (ATP)-competitive and allosteric inhibitors
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to the Abl kinase [124].
Beyond controlling nanopore stability,  altering the subunit-lipid

interface  could  modify  the  oligomeric  composition  of  nanopore.
The W112S and W116S mutations of FraC nanopore weakened the
interaction  of  protein-lipid  interface,  thereby  yielding  nanopores
with diameters of 1.6, 1.1, and 0.84 nm [22]. These different types of
FraC  nanopores  were  allowed  to  analysis  a  wide  range  of  peptide
lengths.  Interestingly,  heteromeric  pores  could  also  be  generated
simply by co-incubating two monomeric subunits. A representative
example  is  the  YaxAB  channel,  which  exhibits  octameric,
nonameric,  and  decameric  states.  Owing  to  its  deep  and  long-
funneled  lumen,  the  octameric  and  nonameric  YaxAB  variants
have  been  applied  to  single-molecule  studies  of  interactions
between  proteins  and  small-molecule  [142],  as  well  as
protein–protein  complexes  [143].  These  applications  highlight  the
utility of YaxAB nanopores for high-throughput and high-precision
drug screening targeting proteins.

 2.4    Mutations  for  hetero-nanopore  with  single-molecule
resolution
Hetero-nanopore  represents  a  powerful  platform  for  advanced
single-molecule investigations, significantly expanding the scope of
stochastic  sensing  beyond  simple  size-exclusion  effects  to  achieve
single-site  resolution.  Typically,  hetero-nanopores  are  generated
through co-expression of subunits, followed by electrostatic probe-
based gel separation. The heteromeric α-HL (WT6(N123H, T125H,
G133H, L135H)1)  nanopore has  been employed to simultaneously
determine multiple divalent metal ions in solution [144]. The α-HL
(M113K)3(M113Y-D8)4 nanopore  exhibited  distinct  differences  in
residence  times  and  amplitudes  for  pinacolyl  methylphosphonate
(PMPA) and cyclohexyl methylphosphonic acid (CMPA), enabling
its use in quantifying mixtures of these compounds [145]. Notably,
the α-HL (M113R/N139Q)6(M113R/N139Q/L135C)1 nanopore can
covalently  attach β-cyclodextrin  (β-CD)  at  the  L135C and  N139Q
positions,  thereby  enabling  continuous  detection  of  DNA  bases
[146].  Furthermore,  the α-HL  (T117C-D8RL3)1(WT)6 nanopore
enables the detection of various nitrogen mustards by leveraging the
chemical  reactivity  of  thiol  groups  at  the  sole  T117C  site  [120].
Particularly,  the  single  cysteine  residue  mutated  hetero-nanopores
were further coupled with various chemical modifications through
Michael  addition  reaction.  These  engineered  nanopores  have
proven  to  be  highly  suitable  for  monitoring  sub-millisecond
chemical  processes  [147],  distinguishing  chiral  isomer  [51, 148],
and identifying single amino acids in protein sequencing [56].  For
instance,  the  M2MspA  (N90C)1(M2)7 coupled  with  a  sole
phenylboronic acid or nickel-nitrilotriacetic  acid to widely analysis
small  molecules  with  diol  groups  and  discriminate  amino  acids
[56, 149, 150].  Recently,  Long  and  co-workers  reported  an in  situ
strategy to selectively introduce maleimide derivatives into the AeL
(K238C)  nanopore  with  a  subunit  stoichiometric  ratio  of  3:4  [23].
This  method,  which  utilized  steric  hindrances  to  obtain  selective
modification,  might  facilitate  the  customization  and  expand  the
diverse chemical functionalities of protein nanopores.

 3    Unnatural amino acids modification of protein
nanopores
Site-directed  mutagenesis  primarily  involves  substituting  the  20
canonical  amino  acids  to  alter  the  properties  of  nanopores.
Especially,  the  cysteine  mutagenesis  has  proven  to  be  effective  in
introducing chemical modifications. In addition, the incorporation

of  unnatural  amino  acids  with  unique  functional  groups  unlocks
vast  potential  for  expanding  the  capabilities  of  engineered
nanopores.  For  example,  through  constructing  the  K147C  variant
expression plasmid,  the unnatural  selenocysteine was incorporated
into  the  lumen  of α-HL  nanopore  using  the E.  coli cysteine
auxotrophic  system  [151].  The  selenocysteine  in α-HL  nanopore
was  explored  as  a  nanoreactor  site  to  trap  the  transient
intermediates  during  the  catalytic  reaction  of  glutathione
peroxidase.  Besides,  the in  vitro transcription  and  translation
(IVTT) have been explored to produce α-HL with unnatural amino
acids  at  position  113  [152].  IVTT  synthesizes  proteins  in  the  test
tube, allowing unnatural amino acids to be incorporated by adding
aminoacyl-tRNA  containing  the  desired  unnatural  amino  acid
(Fig.  3(a))  [153].  Similarly,  the  genetic  code  expansion  (GCE)
technique  has  been  employed  to  introduce  unnatural  amino acids
into  nanopores  in E.  coli cells  [24, 154].  This  approach  involves
mutating  the  codon of  the  target  amino acid  to  a  stop codon and
introducing  a  specific  orthogonal  aminoacyl-tRNA  synthetase-
tRNA  (aaRS-tRNA)  pair  (Fig.  3(a))  [155].  The  aaRS  catalyzes  the
attachment of an unnatural amino acid to its corresponding tRNA,
which  then  recognizes  the  stop  codon  and  inserts  UAA  into  the
peptide  chain.  Using  GCE,  the  N6-carbobenzoxy-L-lysine  and  N6-
((2-azidoethoxy)carbonyl)-L-lysine have been incorporated into the
sensing  region  of  AeL  nanopore  and  the  entrance  of  MspA
nanopore, respectively [24, 154]. These modifications enhanced the
peptide  sensing  capability  of  AeL  nanopore  and  enabled  azide-
functionalized  MspA  nanopores  to  conjugate  lysozyme  for
polysaccharide  sensing.  Chemical  synthesis  method  also  holds
tremendous  potential  for  introducing  unnatural  amino  acid  side
chains  (Fig.  3(b))  [156].  Native  chemical  ligation  (NCL)  has  been
reported  as  a  powerful  and  alternative  semi-synthetic  strategy  to
introduce  unnatural  modifications  at  arbitrary  sites  of  nanopore
[156]. Some studies have successfully employed NCL to incorporate
unnatural amino acids with an alkyne group or ketone group into
the α-HL  nanopore,  thereby  expanding  the  range  of  covalent
chemistry  that  can  be  examined  by  the  nanoreactor  approach
(Fig.  3(c))  [156, 157].  However,  NCL-based  nanopore  preparation
in  general  requires  complex  purification  and  protein  refolding
procedures, currently limiting its widespread application.

 4    Host–guest chemistry in protein nanopores
Cyclodextrins, particularly β-CD and γ-CD, are generally employed
as  non-covalently  bound  adaptor  as  they  can  enter  the α-HL
channel  and  mediate  host–guest  interactions  with  target  analytes
[158].  The  presence  of β-CD  within  the  pore  modulates  the
magnitude  of  ion  conductance  under  applied  potential,  and  then
analytes  are  non-covalently  bound  to  the β-CD  via  host–guest
interactions,  leading  to  characteristic  conductance  blockages
(Fig.  4(a)).  The β-CD could  lodge  at  positions  of  Met113,  Lys147,
and  Glu111  of  WT  or  mutated α-HL  pores.  Notably,  substituting
the  Met113  residue  with  asparagine,  tryptophan,  tyrosine,  or
phenylalanine has been shown to prolong the residence times of β-
CD  adaptors  within  the  pore  lumen  [159, 160].  The α-HL-β-CD
complexes have been widely employed for the sensitive detection of
various  analytes,  including  PMPA/CMPA  mixture  [145],
ribonucleoside  [161],  individual  nucleotides  [13, 146],  substrate  of
trypsin  [162],  copper  ion  [163],  ATP  [164],  adenosine
monophosphate (AMP) [164], glutathione (GSH) [165], Cd2+-GSH
complexes  [166],  nicotinamide  adenine  dinucleotide  reduced
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form/oxidized  form  (NADH/NAD+)  [167],  nerve  agent
hydrolytes [168], and methylated arginine [169] through host–guest
interactions. Moreover, the specific environment provided by β-CD
has been leveraged for the chiral discrimination of aromatic amino
acids  [170]  and  enantiomers  of  small  molecules  (including
ibuprofen, thalidomide and duloxetine) [171, 172]. For applications
requiring  stable  adaptor  positioning, β-CD  adaptors  have  been
covalently  attached  to  the  M113C  site  via  a  disulfide  bond  [173].
This modification proves particularly advantageous for continuous
nucleotide  reading  in  DNA  sequencing,  where  the  covalently
attached α-HL-β-CD  complex  achieves  an  impressive  99.8%
accuracy  in  identifying  nucleoside  5'-monophosphate  [146, 173].
Additionally, host–guest interactions have been widely adopted as a
common strategy in various nanopore.  For example,  the stabilized
OmpG  (G231C/D262C/ΔD215)  has  equipped  with β-CD  to
quantify adenosine diphosphate (ADP) [174]. The MspA nanopore
also  exhibits  strong  interaction  with β-CD,  with  the  MspA-β-CD
sensor demonstrating effective detection of small organic molecules
[175]. In the nanopore-based stochastic sensing utilizing host–guest
interactions, γ-CD is also an alternative host molecule. For example,
γ-CD  has  also  been  lodged  in α-HL  nanopore  to  follow  the
interaction of adamantane carboxylate,  as well  as identify per- and
polyfluoroalkyl substances [176, 177].

Aside  from  CDs,  macrocyclic  host  molecules  with  diameters

comparable  to  the α-HL  lumen,  like  cyclic  peptides  [178],
carboxylatopillar[5]arene  (CP[5]A)  [179],  cucurbiturils  (CB)  [57,
180],  and semiaza-bambus[6]uril  (semiaza-BU[6])  [181]  have  also
been explored as  adaptors  (Fig.  4(a)).  These α-HL-host  complexes
have  been investigated as  sensors  for  detecting  anions,  sequencing
peptides, and sensing small molecules. For example, cucurbit[6]uril
(CB[6]) could induce reversible current blockages on the cis side of
the α-HL pore, with the addition of tetrahydrofuran enhancing the
blockage  current  [180].  A  truncated  cone-shaped  sulfonato-
calix[4]arene (SC4), which is smaller than the constriction of α-HL
nanopore,  has also been utilized to functionalize the pore for real-
time sensing of the interaction between SC4 and 4, 4’-dipyridinium-
azobenzene [182]. The (N-hydroxypropyl)6-semiaza-BU[6] acted as
anino  receptors  for  quantify  chloride  ions.  The  cucurbit[7]uril
(CB[7]) adaptor could be modified with a DNA probe or peptide,
hence  sensing  the  DNA  probe  or  amino  acids  in  the  peptide
(Fig.  4(b))  [57, 183].  Interestingly,  the integration of  cage-like host
molecules  such  as  CB  with  nanopore  single-molecule
measurements  enables  the  establishing  of  a  nanocage-based
exchange system, allowing direct and precise measurement of weak
interactions.  For  example,  CB[7]-modified α-HL  nanopores  have
been  used  to  examine  the  CH–π  interactions  between
phenylalanine derivatives and aliphatic amino acids [184], as well as
the  π–π  interactions  between  phenylalanine  derivatives  [185],

 

Figure 3    Site-specific introduction of unnatural amino acids into protein nanopores. (a) Genetic engineering methods for incorpoorating unnatural amino acids using
aminoacyl-tRNA. The α-HL nanopre was modified via IVTT, while in vivo GCE was employed for the AeL and MspA nanopores [24, 152, 154]. (b) NCL was used to
incorporate  a  side  chain  (orange)  containing a  specific  functional  group (red dot)  at  the  Thr117 position in  the α-HL nanopre  [156, 157].  (c)  Unnatural  amino acids
bearing an (a) alkyne group or (b) ketone group were introduced into the α-HL nanopore, enabling covalent reactions with azide or MePEG-hydroxylamine [156, 157].
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revealing  that  both  interactions  are  primarily  governed  by
dispersive forces.

 5    Chemical modification of protein nanopores
Chemical  modification  has  attracted  increasing  attention  in  the
detection  of  small  molecules,  as  it  enables  identification  of
enantiomers or detection of reactive behavior of organic molecules.
Michael addition and click chemistry reactions are two widely used
strategies  for  introducing  chemical  modifications.  Bioconjugate
chemistry  can  also  be  applied  to  incorporate  reactive  handles  and
photo-active  groups.  Overall,  chemical  functionalization  of
nanopores  is  typically  achieved  through  site-directed  mutagenesis,
where  a  cysteine  mutation  is  always  a  prerequisite  for  chemical
modifications (details are in Section 2.1).

Introducing  reactive  group  within  the  pore  is  an  efficient
approach  for  sensing  small  molecules.  For  example,  copper(II)-
phenanthroline group was linked at the position 117 via a disulfide
bond  reaction  within α-HL  (T117C)  nanopore  (Fig.  5(a))
[148, 186]. This chemically modified α-HL nanopore enabled real-
time detection of a broad range of neurotransmitters and the chiral
discrimination  of  amino  acid.  Similarly,  a  boronic  acid  group was
introduced at position 117, allowing the engineered α-HL nanopore
to  distinguish  isomers  of  D-glucose  and  D-fructose  through  the
reversible  formation  of  boronate  esters  [187].  Phenylboronic  acid
(PBA)  has  demonstrated  powerful  and  versatile  performance  in
nanopore-based  detection  of  small  molecules  through  reversibly
covalent  interactions.  For  instance,  the  MspA-PBA  nanopore,
engineered  through  the  Michael  addition  reaction  between
maleimide and cysteine of  N90C site,  has been extensively applied

to discriminate various monosaccharide [149], disaccharides [150],
alditols [188], glucose [189], nucleotide sugars [190], ribonucleoside
[191],  nucleoside  monophosphates  and  their  epigenetic
modifications [12],  as  the vicinal  diols  of  these analytes chemically
reacted  with  the  boronic  acid  group  (Fig.  5(b)).  Similarly,  the
spontaneous  interconversion  between  chiral  configurations  of
boronic esters within the MspA-PBA nanopore was observed upon
addition  of cis-diol  compound  [51].  This  property  was  utilized  to
identify cis-diols  in  alcoholic  samples,  allowing  the  generation  of
unique  signatures  for  different  beverages  [192].  Furthermore,  N-
acetyl  modification  on  ribonucleotides,  histones,  and  glucosamine
could be detected, as N-acetylation produces acetohydroxamic acid,
which then reacts with the boronic acid group of MspA-PBA [193].
Aside from PBA,  nitrilotriacetic  acid  (NTA) could also  be  used to
modify  the  MspA  nanopore  at  the  N90C  site  via  the  Michael
addition reaction (Fig. 5(b)) [19, 56, 194]. With the chelation of Ni2+

ion,  the MspA-NTA nanopore has been used to identify vitamins,
representative  thyroid  hormones,  all  20  amino  acids,  and  four
modified amino acids. Notably, the identification of amino acids by
the MspA-NTA nanopore reached 98.6% accuracy when combined
with  machine  learning  algorithm,  making  a  significant
advancement  in  protein  sequencing  by  nanopore.  Moreover,  the
MspA-NTA nanopore could discriminate rare earth element (REE)
ions  through  chelation  with  these  REE  ions  and  another  NTA
ligand  [195].  Interestingly,  chemical  modification  at  the  non-
constriction site in lumen, such as the periplasmic side of the OmpF
nanopore  (E181C),  could  not  only  quantify  the  transport  of
norfloxacin  at  biological  relevant  concentrations,  but  also  identify
permeation across the nanopore [196].

Beyond enabling diverse detection principles and broadening the

 

⊂ ⊂

Figure 4    Strategies for sensing analytes through host–guest interactions. (a) Enhancement of host–guest interactions by equipping with ring-shaped host molecules into
the α-HL nanopore. The structures and shapes of (a) β-CD and γ-CD; (b) CB[6] and CB[7]; (c) CP[5]A; (d) SC4; (e) semiaza-BU[6] [57, 158, 176, 179−182]. (b) Covalent
attachment of a ferrocene cucurbit[7]uril (Fc CB[7]) host to a DNA strand, generating characteristic current events as the modified DNA passing through the α-HL
nanopore [183].
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range  of  detectable  analytes  through  incorporation  of  reactive
groups  within  the  pore  cavity,  chemical  modification  of  nanopore
with  environmentally  sensitive  groups  can  further  regulate  the
assembly and conductivity  properties  of  nanopore.  For example,  a
photo-caged  7-(diethylamino)-4-(hydroxymethyl)-coumarin
moiety  could  be  incorporated  into  the  lumen  of  OmpG
(ΔL6/M13C/E154C)  [197].  The  presence  of  the  photo-caged
molecule  reduced  the  conductivity  of  the  OmpG  nanopore,  and
light-induced  cleavage  effectively  regulated  its  conductivity
properties.  Similarly,  a  photo-switchable  azobenzene  group  was
covalently attached to the cap domain of α-HL nanopore [198]. In
this  case,  the  photo-active  compound  with  a  long  arm  obstructed
the vestibule, and the light-induced isomerization of the azobenzene

moiety  modulated  the  transport  properties  of α-HL  nanopore
(Fig.  5(c)).  Except  switching  ion  permeation,  the  introduction  of
photo-active  compounds  into  nanopore  enables  the  regulation  of
nanopore assembly by light. Bayley and colleagues attached a photo-
caged α-carboxy-2-nitrobenzyl  group  to  the  glycine-rich  central
loop of the α-HL (R104C) nanopore [199]. Since the binding of α-
carboxy-2-nitrobenzyl  group  to  the  loop  interferes  with  the
transmembrane  fusion  capability,  photolysis  dissociates  the
modified  group  and  allows  the  uncaged α-HL  to  penetrate  the
membrane  and  form  functional  pores.  In  a  similar  manner,  an
azobenzene  group  was  covalently  linked  to  the  Y138C  residue  on
the α2  helix  of  FraC  nanopore  (Fig.  5(d))  [200].  As  a  result,  this
engineered  nanopore  achieved  reversible  light-controlled  assembly

 

Figure 5    Chemical modifications in protein nanopores to enhance functionality. (a) Copper(II)-phenanthroline group linked to the α-HL (T117C) nanopore, enabling
reversible  binding  of  analytes  (red)  to  the  copper(II)  within  the  functionalized  nanopore  [148, 186].  (b)  Thiol  group  in  MspA  (D91C)  reacted  with  maleimide-
phenylboronic  acid  (Maleimide-PBA)  or  maleimide-C3-nitrilotriacetic  (Maleimide-C3-NTA)  via  Michael  addition  to  form  thioether  adducts  [12, 19, 56, 149].  The
functionalized MspA-PBA nanopore (a) formed reversible boronate esters with anlytes containing vicinal diols (red), while the MspA-NTA nanopore (b) chelated with
Ni2+ ion or REE ions (orange ring) for the detection of  amino acids or REEs [56, 149, 150, 195].  (c) α-HL nanopore functionalized with a photoswitch (red) in trans-
azobenzene  (blocked  state)  and cis-azobenzene  (open  stste)  configurations  [198].  (d)  Assembly  of  a  photocontrolled  FraC  nanopore:  The  FraC  nanopoore  with  a
photoswitch (red) did not bind to the lipid bilayer in the trans-azobenzene state, and formed a pore upon switching to the cis-azobenzene state via light irradiation [200].
(e) Pinning of OmpG nanopore loop to the lipid bilayer through dodecylation at the I226C residue (red) of loop 6 [201].
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due to the photo-controlled azobenzene moiety, exhibited potential
applications  in  photopharmacology,  particularly  in  cancer
therapeutics.

Chemical modification of nanopores also plays a significant role
in mitigating gating behavior.  For example,  pinning Loop 6 to the
membrane  through  dodecylation  at  position  226C  of  OmpG
provides  an  effective  strategy,  resulting  in  a  constitutively  open
OmpG nanopore (Fig. 5(e)) [201].

In  general,  the  most  common  strategy  for  introducing  site-
specific  chemical  modifications  into  the  surfaces  or  lumen  of
protein  nanopores  remains  cysteine-based  bioconjugation.  The
typical  workflow  involves  selecting  a  targeting  site,  presenting  a
cysteine  mutation,  obtaining  the  mutant,  and  performing  the
bioconjugation.  For  heteropolymeric  channels,  an  additional
purification  step  is  usually  required.  A  variety  of  bio-orthogonal
ligation  methods  have  been  developed,  including  reactions
involving  cysteine  thiols  with  maleimides  [202],  lysine ε-amines
with  N-hydroxysuccinimide  (NHS)  esters  and  their  sulfonated
analogues  [202, 203],  N-terminal  amino  groups  with  2-
ethynylbenzaldehydes  (2-EBA)  [204],  electron-rich  tyrosine
residues  with  benzenediazonium species  [205],  and methionine  S-
Me groups with tailored hypervalent iodine reagents [206], many of
which  already  achieve  high  sensitivity  and  selectivity.  From  the
perspective  of  reactivity  and  practical  reaction  conditions,
nucleophilic conjugation involving cysteine and lysine remains the
most widely used approach. However, the high natural abundance
and  broad  surface  accessibility  of  lysine  residues  make  precise  site
control  difficult  to  achieve  [202].  Consequently,  cysteine-based
coupling reactions remain the predominant strategy for site-specific
chemical modification of proteins, and this trend is also reflected in
the chemical functionalization of protein nanopores.

We systematically compared three commonly used modification
strategies  based  on  gene  and  protein  engineering  (Table  1).
Although site-directed mutagenesis remains the most accessible and
widely  applied  approach,  enabling  efficient  and  versatile
functionality  of  nanopores  for  diverse  applications,  more  complex
modification strategies are often required when targeting a broader

range of small molecules. While the applicability of these advanced
strategies  continues to expand,  they are  generally  less  efficient  and
less  cost-effective  than  site-directed  mutagenesis.  Nevertheless,
cysteine-based  chemical  modifications,  including  click  reactions
and other orthogonal conjugation methods, are receiving increasing
attention.  We anticipate that  it  will  play an increasingly important
role in future nanopore engineering.

 6    Truncation of protein nanopores
Nanopores  exhibit  atomically  precise  nano- or  sub-nanometer
dimensions  determined  by  their  protein  sequences.  Consequently,
truncation of amino acids typically affects the delicate assembly and
stability  of  the  nanopore,  resulting  in  significant  changes  in  pore
size, membrane fusion stability, and intrinsic noise. The truncation
of  flexible  loops  also  offers  an  optional  and  effective  strategy  for
producing  stable  biological  nanopores.  For  example,  the
constructed  FhuA  ΔC/Δ4L  nanopore,  which  removes  the  N-
terminal  160-residue  cork  domain  (C)  and  loops  3,  4,  5  and  11,
maintains gating-free, open state across a broad range of conditions
[207−209]. As a result, this rationally designed FhuA nanopore has
been  developed  as  a  single-molecule  probe  for  tracking  pepsin
digestion  and  studying  protein-DNA  aptamer  interactions  [207].
Additionally, stepwise duplication of two β-strands from the FhuA
ΔC  nanopore  could  further  expand  the  pore  diameter  [210].
Moreover,  another  variant,  TL-FhuA  nanopore  (ΔC/ΔL3,  L4,  L5,
L10, L11) with the N-terminal hexahistidine arm was engineered to
achieve  higher  single-channel  conductance  and  demonstrate
sensitivity  in  capturing  monoclonal  antibody  with  anti-His  tag
[211]. Through electrostatic stabilization via truncation, deletion of
several  residues  near  the  flexible  loop  6  of  OmpG  (Δ221-
227/R228G/ΔD215) led to the development of a quiet ΔL6-ΔD215
OmpG  nanopore  with  an  improved  open-state  lifetime  [212].
Additionally,  the  Y209C  mutation  in  this  ΔL6-ΔD215  OmpG
nanopore  enabled  the  detecting  and  distinguishing  of  small
molecules,  such  as  ATP  and  L-glutamate  [212].  Similarly,
truncation  of  the  N-terminus  15  amino  acids  of  CymA  nanopore
rendered it electrically silent, enabling efficient identification of the

 

Table 1    Comparison of the commonly used modification strategies (site-directed mutagenesis, unnatural amino acids modification and chemical modification)

Strategies Ways Challenges Typical functional groups Throughput Optimal application

Site-directed
mutagenesis

Homopolymer
ic protein ·Easy operation ·Charged/uncharged amino acids (D, N, E,

Q, R, K)
·Aromatic amino acids (F, W, Y)

·Metal coordination amino acids (M, H)
·Covalent modification (C)

·Standard workflow
·Parallelization ·DNA/RNA sequencing

·Peptides sensing
·Amino acids identification

·Nanoreactor
Heteropolyme

ric protein
·Controlled assembly

·Purification ·Complex workflow

Unnatural
amino acids

cysteine
auxotrophic

system

·Cysteine-auxotrophic
strain

·Controlled assembly
·Selenocysteine ·Complex workflow ·Trapping the intermediates of

catalytic reaction as a nanoreactor

IVTT/GCE

·Low throughput
·Low efficiency

·Missense mutation
·Higher costs

·N6-carbobenzoxy-L-lysine (Carbobenzoxy)
·N6-((2-azidoethoxy)carbonyl)-L-lysine

·Complex workflow
·Output < μg/mL

·Enhancing the resolution for
peptides

·Polysaccharide sensing

NCL ·Protein refolding
·Purification ·Alkyne group or ketone group ·Complex synthetic

chemistry ·Constructing nanoreactor

Chemical
modification

Cysteine-
based

coupling
reaction

·Easy operation
·Competitive response

·Phenanthroline group
·Boronic acid group
·Nitrilotriacetic acid

·Photo-caged 7-(diethylamino)-4-
(hydroxymethyl)-coumarin

·Azobenzene group
·α-carboxy-2-nitrobenzyl group

·Dodecyl

·Standard workflow
·Parallelization

·Identification of enantiomers and
rare earth element ions

·Photopharmacology, and cancer
therapeutics
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EOF of neutral α-cyclodextrin molecules through nanopore sensing
[213, 214].  Beyond  N-terminal  deletions,  truncating  two  to  ten
amino acids in the transmembrane β-barrel of the α-HL produced
functional  pores  in  lipid  bilayers  [215],  preserving  the  internal
structures  of  the  WT α-HL  nanopore  and  potentially  enhancing
base  discrimination.  Further  mutation  (M113G)  of  this α-HL
truncation  enabled  tight  binding  of β-CD  and  facilitated  the
recognition  of  individual  nucleobase  through  host–guest
interaction  [216].  Besides,  deletion  of  amino  acids  at  the  C-
terminus (Δ287–309) or in the internal channel loop (Δ229–246) of
the  phi29  channel  expanded  its  capability  to  detect  peptides  with
propionylation modifications [217].

 7    Outside  probes  modification  of  protein
nanopores
Constructing  tethered  baits  at  the  entrance  of  nanopores  is  an
efficient  strategy  to  selectively  capture  analytes.  It  converts  the
biological  information  of  the  capture  and  release  process  into
distinct  electrical  signatures.  Commonly,  DNA,  peptides,
coenzymes,  antigens,  and  antibodies  are  employed  to  engineer
nanopore-tether  systems  via  chemical  or  genetic  modifications.
Early advancements in tethered bait engineering included attaching
a  polyethylene  glycol  (PEG) chain  with  a  biotin  molecule  into  the
lumen  of  heteroheptameric α-HL  (S106C)1(WT)6 nanopore
through disulfide exchange reaction [48]. This biotin-functionalized
nanopore  captured  streptavidin  (SA),  SA-modified  analytes  and
anti-biotin  antibodies,  enabling  their  identification  and
quantification through distinct current signatures. Similarly, a high-

affinity biotin was linked to Cys224 on loop 6 of OmpG through a
reaction  between  cysteine  residues  and  maleimide  [218].  This
biotinylated  OmpG  nanopore  could  discriminate  anti-biotin
antibody  homologues  and  glycosylated  avidin  isoforms  (Fig.  6(a))
[219−221].  Additionally,  the  length  of  the  PEG  tether  linking  the
biotin to the OmpG nanopore was found to influence the sensitivity
and selectivity for protein detection [222].

With the rapid advancement of bioorthogonal reactions, such as
click  chemistry,  it  has  become  increasingly  straightforward  and
widely  adopted  to  modify  DNA  or  peptides  on  the  surface  of
nanopore,  further  expanding  the  applications  of  nanopore
stochastic  sensing.  For  instance,  ssDNA  oligonucleotides  were
covalently  attached  to  the  single  cysteine  residue  of  the
heteroheptameric α-HL (17C-D4)1(WT)6 nanopore, facilitating the
detection  of  complementary  DNA  strands,  the  study  of  DNA
duplex  formation  kinetics,  and  sensing  the  depth  of  the α-HL
lumen (Fig. 6(b)) [223−225]. Furthermore, these DNA strands were
further  designed  as  aptamers  to  target  and  quantify  proteins,  like
thrombin, with high selectivity [226]. Similarly, the OmpG (D224C)
nanopore has been chemically tethered to a short ssDNA or peptide
at Cys224 for sensing complementary DNA or proteins [134, 227].
Additionally, DNA aptamers were conjugated to the ClyA (S110C)
near  the  pore  entrance,  enabling  the  selective  capture  and
differentiation  of  human  and  bovine  thrombin,  which  share  86%
sequence identity [136]. Furthermore, several nanobodies have been
attached  to  the  S110C  residue  of  ClyA  nanopore  through  DNA
linkers  (Fig.  6(c))  [47].  This  functionalized  ClyA  nanopore
demonstrated  the  capability  to  specifically  recognize  protein
biomarkers of varying sizes, including the large SARS-CoV-2 spike

 

Figure 6    Schemstic models of protein nanopores modified with outside probes. (a) The OmpG nanopore chemically modified with maleimide-PEG-biotin (red) at the
I226C position [219, 220]. (b) The α-HL nanopore chemically modified with a hexamethylene-tagged DNA oligonucleotide (red) via a disulfide bond, which responded to
individual  binding  events  with  oligonucleotides  of  complementary  sequence  (blue)  [224].  (c)  The  ClyA  nanopore  chemically  modified  with  DNA  oligonucleotides
(brown) through maleimide-PEG4-DBCO linkers, with the nanobodies (red) immobilized on the ClyA nanopore by DNA strand hybridization [47]. The functionalized
probes changed conformation in response to analyte (blue) binding. (d) The genetically engineered α-HL nanopore fused with a single substrate peptide (red), enabling
binding to protein kinases or phosphatases (orange) [231, 232]. (e) The t-FhuA nanopore chemically modified with a protein receptor (pink) through a flexible (GGS)2

tether (red) [235, 236]. (f) The genetically engineered α-HL nanopore fused with a SpyTag (red), which covalently attached phi29-SpyCatcher (light grey and orange) to
construct a nanopore-polymerase sequencing engine [240, 241]. This engine sequenced single-molecule DNA using tagged nucleotides.
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protein,  the  medium-sized  human  epidermal  growth  factor
receptor  2  (HER2)  receptor,  and  small  murine  urokinase-type
plasminogen activator (muPA).

In  addition  to  link  the  outside  probes  through  chemical
reactions, the peptides tethered nanopore could also be prepared by
genetic engineering. For instance, peptides fused at the C-terminus
of phi29 channel, such as the urokinase-type plasminogen activator
receptor  (uPAR)  binding  peptide,  galectin3  (GAL3),  epithelial  cell
adhesion  molecule  (EpCAM)  peptide,  and  Thomsen-Friedenreich
(TF) binding peptide, enabled it to be an outside probe for directly
detecting  cancer  biomarkers  via  antibody  or  adaptor  binding
[228−230].  Additionally,  the  protein  kinase  peptide  inhibitor
(PKIP)  sequence  was  genetically  encoded  to  the trans entrance
(between T125 and G134) of α-HL, preparing the heteroheptameric
α-HL  (PKIP)1WT6 nanopore,  which  effectively  detected  the
catalytic  subunit  of  protein  kinase  A  (Fig.  6(d))  [231].  Similarly,
genetically  encoding  proviral  integration  site  for  moloney  murine
leukemia virus (PIM) kinase or protein phosphatase substrates into
α-HL generated heteroheptameric (D127N-peptide-TEV)1(D127N)6
nanopores  for  further  screening  kinase  inhibitors  and  detecting
peptide  phosphorylation  or  dephosphorylation  [232−234].  Bulky
protein could also be an outside protein modified at the entrance of
nanopore  to  capture  and  sense  analytes.  For  example,  a  truncated
FhuA  nanopore  fused  with  a  N-terminus  barnase  (Bn)  protein
receptor  via  a  (GGS)2 hexapeptide  linker  (OBn(GGS)2t-FhuA)
specifically captured the peptide inhibitor and detected the kinetics
of  barnase-barstar  interactions  (Fig.  6(e))  [235−237].  Similarly,  a
modified t-FhuA nanopore, fused with a cellular rapidly accelerated
fibrosarcoma-RAS  binding  domain  and  antibodies,  enabled
selective and sensitive proteins detection [238, 239].

Notably,  native  proteins  could  also  be  tethered  to  nanopore
surfaces  to  construct  stochastic  sensor.  For  instance,  phi29
polymerase  was  conjugated  to  the cis entrance  of α-HL  nanopore
embedded in a lipid bilayer of chips via SpyCatcher/SpyTag system
(Fig. 6(f)) [240, 241]. This assembly configuration enabled real-time

detection  of  tagged  nucleotides  on  DNA  template  [240].
Significantly,  this  platform  has  been  applied  to  detect  over  200
tagged-nucleotide  signals  with  error  rate  below  1.2%  [241].
Moreover,  the  platform  also  facilitated  polymerase  variants
screening using barcoded DNA template [242].

 8    Redesign of protein nanopore
Computational  and  customized  designs  hold  great  potential  for
generating  nanopores  with  tailored  functions,  as  demonstrated  by
several  innovative  cases.  For  example,  replacing the β1–β6 strands
of  OmpF  nanopore  with  the  corresponding  strands  from  OmpG
enriched  the  lipid-facing  motifs,  resulting  in  the  OmpGF  chimera
nanopore  [243].  This  design  enhanced  the  stability  of  the
transmembrane region of OmpF, allowing the protein to refold into
a β-sheet  nanopore  with  increased  conductance.  In  addition,  a
fusion of the mobile loop of co-chaperonin GroES between Glu228
and  Lys289  of  the α-HL  nanopore  not  only  retained  the  pore-
forming ability but also enabled binding to the chaperonin GroEL
(Fig.  7(a))  [244].  This α-HL-GroES  modular  nanopore  facilitated
the study of kinetic intermediates in the GroEL-GroES chaperonin
system.  Similarly,  a  notable  example  is  the  construction of  a  dual-
constriction  CsgG-CsgF  nanopore,  in  which  the  33  N-terminal
residues  of  CsgF  bind  inside  the β-barrel  of  the  CsgG  pore
(Fig.  7(b))  [245].  This  CsgG-CsgF  nanopore  improved  signal  and
base-calling  accuracy  in  the  homopolymer  regions,  and  it  owns  a
dual-constriction  to  modulate  electrical  signal  during  ssDNA
translocation,  resulting in a 25%–70% improvement in single-read
accuracy for homopolymers up to 9 nucleotides long. Notably, the
improved  resolution  conferred  by  the  dual-constriction  of  CsgG-
CsgF also holds the potential for protein sequencing via a "thread-
and-read"  approach  [80, 82, 89, 246].  Recently,  the  size-tunable
nanopores  have been constructed through assembling the α-helcal
peptide (IWza) on cyclodextrins with different numbers of subunits
(Fig.  7(c))  [247].  These  (IWza)n-CD  pore  could  sense  saccharide

 

Figure 7    Redesign of co-chaperonin nanopores. (a) A nanopore-GroES was engineered by genetically fusing the α-HL nanopore with the flexible loops of GroES (red)
[244].  The  fused  GroES  loops  retained  the  ability  to  bind  a  single-ring  variant  of  the  GroEL protein-folding  chaperonin  (blue).  (b)  The  dual-constriction  CsgG-CsgF
nanopore was engineered by genetically fusing the CsgG nanopore (blue) with its extracellular interaction partner, CsgF (olive green) [245]. (c) The size-tunable nanopore
was constructed through chemically linking cyclodextrins and IWza peptide [247]. (d) Schematic representation of a proteasome-nanopore fabricated from three distinct
domains:  The  anthrax-derived β-barrel  (light  grey)  was  genetically  fused  to  the  proteasome  activator  28α (also  called  REG)  protein  (grey)  and  the α-subunit  of  20S
proteasome (blue) [62]. The β-subunit (green) and another α-subunit of the 20S proteasome were noon-covalently assembled to form 20S proteasome. The proteasome-
nanopore further bound an unfoldase (purple) to catalyze the unfolding and translocation of proteins.
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chitosan  with  molecular  weight  ranging  from 60,000  to  12,000,  as
well  as  the  guest  molecule  (1-amantadine  hydrochloride).  This
study  provided  a  method  for  directed  assembly  of  protein
nanopores though template molecule and artificial peptide. Maglia's
group  demonstrated  a  groundbreaking  example  of  a  proteasome-
nanopore  fabricated  from  three  distinct  domains:  the  truncated
transmembrane  region  of  bacterial  protective  antigen,  the
proteasome  activator  28α,  and  the  archaeal  20S  proteasome.  The
truncated valosin-containing protein-like ATPase of T. acidophilum
(VATΔN)  was  selected  as  the  motor  protein  to  recognize  and
unravel  substrates  (Fig.  7(d))  [62].  This  molecular  machine
supports  two  potential  modes  of  single-molecule  protein  analysis:
the  "chop-and-drop"  approach,  which  identifies  unfolded  proteins
via  peptide  mass  fingerprinting,  and  the  "thread-and-read"  mode,
where  peptides  are  ratcheted through the  nanopore.  This  bottom-
up  fabrication  approach,  which  integrates  multiple  proteins  into
molecular  machines  with  diverse  functions,  lays  the  groundwork
for  the  expansion  of  nanopore  applications,  particularly  in  the
development  of  advanced  native  protein  sequencing  techniques,
such as  de  novo chain  sequencing.  However,  this  modular  system
has successfully detected the translocation of unfolded peptides, but
it has not yet achieved single-amino-acid resolution.

 9    Conclusions and outlook
In the past two decades, significant advancements have been made
in the development of protein nanopores for applications in DNA
sequencing,  protein  sequencing,  and  single-molecule  detection.
Modifications  to  these  nanopores  have  greatly  enhanced  their
sensitivity,  stability  and  specificity.  Despite  these  advances,  the
range of detectable analytes remains constrained, necessitating both
refinement  of  existing  nanopores  and  discovery  of  novel  channels
to  broaden  applications.  The  introduction  of  small  molecules  and
unnatural amino acids at the sensing residues has greatly expanded
the chemical diversity and functionality of nanopores. For instance,
the  incorporation  of  nickel-nitrilotriacetic  acid  into  MspA
nanopores has enabled the detection of all  20 natural amino acids,
providing  insights  into  exopeptidases-based  protein  sequencing
[56]. While the introduction of unnatural amino acids remains rare
due to challenges in their incorporation into nanopores via genetic
or  semisynthetic  methods.  Future  developments  in  synthetic
molecular  biology  may  enable  more  extensive  use  of  unnatural
amino  acids,  leveraging  their  diverse  chemical  properties.
Furthermore,  computational  nanopore  redesign  has  shown  great
promise in creating template-base precise modular nanopores with
specific functions. A notable example is the bottom-up constructing
of protease-nanopore, which facilitates both protein unfolding and
fragment peptide detection [63]. Recently, several novel nanopores
have been identified, such as the truncated E1 helicase from bovine
papillomavirus,  which  could  simultaneously  unwind  and
translocate  DNA  strands  [248],  and  a  mechanosensitive  small-
conductance  channel  from Pseudomonas  aeruginosa,  which  has
shown  the  capability  for  continue  detection  of  antibiotics in  vivo
[30, 249]. Beyond discovering natural membrane proteins, de novo
design  of  synthetic  nanopores  offers  unparalleled  control  over
channel  properties,  increasingly  realized  through  artificial
intelligence-driven advances in protein engineering, exemplified by
the  successful  creation  of  functional α-helical  barrels  [38, 39, 250]
and  the  de  novo  SVG28 β-barrel  nanopore  that  detects
oligopeptides [251].

Achieving  single-molecule  protein  sequencing  remains  one  of
the  biggest  challenges  in  nanopore  stochastic  sensing.  Although
artificial  intelligence-based  de  novo  methods  appear  to  offer  a
promising  approach  for  fabricating  protease-nanopore  systems,
there still remains significant challenges. These include the complex
assembly of motor proteins and nanopores, the enhancement of the
spatial  and  temporal  resolution  of  nanopores,  and  the  lack  of
effective solutions for decoding electrical signals amidst background
noise and mutual interference. Specifically, the intrinsic complexity
of  peptides  makes  signal  interpretation  far  more  difficult  than  in
DNA sequencing. The ionic current reflects the combined influence
of  decade  amino  acids  (~  17  in  CsgG)  [252]  within  the  nanopore
constriction,  producing  an  enormous  number  of  possible  signal
patterns. This combinatorial complexity obscures the contributions
of  individual  amino acids,  lowers  the  SNR,  and results  in  a  highly
convoluted  relationship  between  signal  and  sequence  [60].
Moreover,  polypeptide  chains  derived  from  full-length  proteins
tend to coil and fluctuate within the nanopore lumen because they
experience  nonuniform  stretching  forces.  As  a  result,  identical
sequences  do  not  always  produce  reproducible  or  clearly
distinguishable  signals.  Currently,  there  still  lack  large-scale,  high-
quality training datasets, which significantly limits the development
of  supervised  learning  models  for  robust  protein  sequence
decoding.

Overcoming these bottlenecks will  require coordinated progress
in  both  nanopore  sensing  system  design  and  computational
algorithms.  High-performance  sensing  architectures  are
prerequisites  for  achieving  single-amino  acid  resolution  and
accurate  signal  decoding.  Examples  include  nanopores  engineered
with ultrathin constrictions or multiple reading heads analogous to
DNA  sequencing  [62, 253]  that  enable  residue-by-residue
identification,  and  systems  inspired  by  earlier  successes  in
discriminating 20 amino acids through metal  chelation [55, 56] or
host–guest  interactions  [57],  which  suggest  that  strengthening
specific interactions between engineered nanopore components and
individual  residues  may  be  a  promising  route.  In  addition,
denaturing  environments  such  as  guanidinium  salts  or  urea  can
help  maintain  a  more  linear  conformation  of  peptides  in  the
electrolyte  [254−256],  thereby improving signal  uniformity.  At  the
algorithmic level, very few studies have addressed protein nanopore
signal  decoding.  Drawing  on  advances  in  third-generation  DNA
sequencing,  researchers  now  deploy  neural-network  architectures,
convolutional,  long  short-term  memory,  and  transformer  models,
through tools such as Chiron [257], CATCaller [258], DEMINERS
[259],  and  ONT  pipelines  like  Guppy  and  Dorado,  which  may
allow  protein  nanopore  sequencing  to  bypass  the  earliest
developmental challenges and move more rapidly toward a phase of
accelerated  progress.  Collectively,  the  authors  believe  that  these
challenges  in  nanopore  protein  sequencing  will  eventually  be
overcome  with  further  advancements  in  protein  nanopore
structural modifications, along with innovative applications and the
rapid  evolution  of  interdisciplinary  fields,  particularly  artificial
intelligence  driven  structural  design  and  electrical  signal  decoding
technologies.
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