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ABSTRACT: Information  encrypting  and  anti-counterfeiting
have  attracted  increasing  attention  in  the  fields  of  information
communications  and  Internet  of  Things.  It  is  of  great
significance to construct  advanced stimuli-responsive materials
with  simple  encryption/decryption  procedures  and  high
reliability. Herein, the subnanowire (SNW)-liquid crystal (LC) ink
was  prepared  with  Bi2O3-PMoO  SNWs  and  commercial  LCs
4’-pentyl-[1,1’-biphenyl]-4-carbonitrile (5CB), which can be used
for  preparing  films  and  patterning  through  blade  coating  or
writing/printing.  Through  combining  photothermal  conversion
performance of SNWs with thermotropic phase transition of LCs
and  smart  design  and  patterning,  different  forms  of  SNW-LC
materials  with  photoresponsive  performance  can  be  applied  in
multiple-mode  information  encryption  and  anti-counterfeiting
effectively,  exhibiting  fast  response  rate  (within  10  s),  high
sensitivity  (even  flashlight  of  mobile  phone),  and  great  stability
(over  100  cycles).  Considering  the  versatility  and  easy
processability of SNW-LC ink and the good responsiveness and
high reliability of SNW-LC materials, combination of SNWs and LCs may be a potential candidate for effective encryption
and anti-counterfeiting.
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1    Introduction
In  modern  life,  industry,  military,  and  other  fields,  information
security  has  become  increasingly  important  [1−3].  In  order  to
distinguish  false  information  and  prevent  information  leakage,
various  advanced  materials  used  for  information  encryption  and
anti-counterfeiting  technology  have  been  developed,  such  as
fluorescent/phosphorescent  materials,  photonic  crystals,  and
watermarks.  [4−16].  Among  them,  stimuli-responsive  materials
attract  considerable  attention because  they  need specific  stimuli  to

trigger  decryption  and  thus  enhance  the  security  level.  Liquid
crystals  (LCs)  exhibit  unique  molecular  mobility  and  order  of
molecules  [17],  and  their  phase  transition  [18],  color  variation  [3,
6],  and  optical  effect  [19−21]  under  external  fields  show  great
potential  in  effective  information  encryption  and  anti-
counterfeiting.  LC  elastomers  (LCEs)  [22−27],  polymer-stabilized
LCs  (PSLCs)  [28−31],  LC  nanoparticles  [32−34],  etc.,  have  been
studied extensively due to their response to light, heat, and electric
fields.  However,  achieving  convenient  and  reliable  information
encryption  for  practical  applications  with  LCs  as  the  response
switch still faces some problems, such as complex molecular design
and synthesis, expensive decryption devices, and decay of sensitivity
and  reliability.  It  is  necessary  to  develop  LCs-based  anti-
counterfeiting materials with simple preparation method, low cost,
high sensitivity, and good stability.

Subnanowires  (SNWs)  possess  diameters  of  about  1  nm,
simultaneously  possessing  the  multi-functions  of  inorganic
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nanomaterials  and  polymer-analogue  properties  [35, 36].  Firstly,
SNWs  exhibit  various  properties  depending  on  the  compositions
and structures, such as photothermal conversion, catalysis, gelation,
fluorescence,  photochromism,  and  photoelectric  response.  [35,
37−43], which are potential to combine with LCs to achieve multi-
level  information  encryption.  In  addition,  SNWs  not  only  show
unique self-assembly characteristics  [44−47],  forming superlattices,
chiral assembles, etc., but also can be processed like polymers; thus,
freestanding  fibers,  films,  fabrics,  etc.,  can  be  obtained successfully
[48−51].  Therefore,  combining  SNWs  and  LCs  may  provide  a
promising approach for constructing effective encryption and anti-
counterfeiting materials for broad applications.

In this work, the SNW-LC ink was prepared with Bi2O3-PMoO
SNWs and commercial LCs 4’-pentyl-[1,1’-biphenyl]-4-carbonitrile
(5CB).  Firstly,  the  photoresponsive  film was  constructed using the
SNW-LC  ink  through  a  facile  blade  coating  method  (Fig.  1(a)).
Moreover,  the  SNW-LC  ink  can  also  be  patterned  by
writing/printing  conveniently.  SNWs and  LCs  assist  each  other  in
assembly,  and  LCs  maintain  a  certain  degree  of  freedom  among

SNWs,  so  molecular  motion during the  phase  transition of  LCs is
allowed  in  the  SNW-LC  materials.  Through  combining
photothermal conversion performance of SNWs and thermotropic
phase  transition  of  LCs,  the  SNW-LC  materials  exhibit  significant
change  of  haze  with/without  illumination.  Thus,  the  information
can  be  encrypted  and  decrypted.  The  SNW-LC  materials  exhibit
fast  response  rate  (within  10  s),  high  sensitivity  (even  flashlight  of
mobile  phone),  and  great  stability  (over  100  cycles),  which  is
significant  in  information  encryption  and  anti-counterfeiting.
Through smart design and patterning, different forms of SNW-LC
materials  can be applied in multiple-mode information encrypting
and anti-counterfeiting effectively. 

2    Results and discussion
 

2.1    Characterizations of SNWs and LCs
Bi2O3-PMoO  SNWs  were  prepared  according  to  a  previously
reported method, and details can be found in experimental section

 

Figure 1    Characterizations of Bi2O3-PMoO SNWs and 5CB. (a) Schematic of fabrication and structures of the SNW-LC film. ((b) and (c)) TEM images of SNWs. The
inset in (b) is a photograph of the fiber drawn from the dispersion of SNWs. (d) AFM results of the SNW. (e) EDS mapping images of SNWs. Scale bars: 100 nm. ((f) and
(g)) TEM images of the SNW-LC ink. The inset in (f) is a photograph of the SNW-LC fiber.
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in  the  Electronic  Supplementary  Material  (ESM).  As  shown  in
Fig. 1(b), SNWs at low magnification show a high degree of purity.
Flexible  SNW  fibers  can  be  drawn  from  the  dispersion  by  a  glass
rod,  demonstrating  high  viscosity  of  the  dispersion  (inset  of
Fig.  1(b)).  As  shown  in  transmission  electron  microscopy  (TEM)
and  atomic  force  microscopy  (AFM)  results,  SNWs  are  arranged
neatly  (Fig.  1(c)),  and  the  diameter  of  a  single  SNW  is
approximately 1 nm (Fig. 1(d)). The energy-dispersive spectroscopy
(EDS)  mapping  analysis  (Fig.  1(e))  and  the  X-ray  photoelectron
spectroscopy  (XPS)  (Fig.  S1  in  the  ESM)  confirmed  that  the
prepared  SNWs  are  composed  of  bismuth  oxide  and
phosphomolybdic acid and they distribute uniformly along SNWs.
Bi2O3-PMoO  SNWs  show  good  photothermal  conversion
performance,  and  5CB  shows  thermotropic  phase  transition,  so
5CB was introduced into Bi2O3-PMoO SNWs to prepare the SNW-
LC  ink  in  order  to  fabricate  photoresponsive  materials.  After
introducing 5CB (Fig. S2 in the ESM), SNWs maintain the original
morphologies  and  viscosity  (Figs.  1(f) and 1(g)),  demonstrating
5CB shows no damage to SNWs. 

2.2    Characterizations of the SNW-LC film
The  SNW-LC  ink  was  prepared  through  dispersing  Bi2O3-PMoO
SNWs  and  5CB  in  cyclohexane,  exhibiting  viscosity  and  shear
thinning  properties  (Fig.  S3  in  the  ESM).  The  freestanding  SNW-
LC  film  was  successfully  constructed  with  the  SNW-LC  ink
through the facile blade coating method (Fig. 1(a) and Fig. S4 in the
ESM). As shown in Fig. 2(a), a square SNW-LC film was prepared
on a  glass  plate.  The  freestanding  film can  bend  and  curl  without
damage,  showing remarkable  flexibility  (Figs.  2(b) and 2(c)).  After
1000  times  bending  cycles,  the  SNW-LC  films  do  not  show  any
crack and wrinkle,  and the tensile strength is  basically the same as
before  the  cyclic  bending  test  (Fig.  S5  in  the  ESM).  As  shown  in

scanning  electron  microscopy  (SEM)  image  (Fig.  S6  in  the  ESM),
the SNW-LC film shows a  smooth surface and no obvious defect.
The  thickness  of  the  film  is  about  22  μm,  and  it  shows  a  layered
structure (Fig. S7 in the ESM). Meanwhile, the water contact angle
(CA) with the film is 100.2° (Fig. 2(d)), proving the SNW-LC film is
hydrophobic.  As  shown  in  the  stress–strain  curves  (Fig.  2(e)),  the
pure SNW film and SNW-LC film show fracture stresses of 5.8 and
4.0  MPa,  respectively,  and  the  elongation  break  of  them  are  1.1%
and 4.6%, respectively. Compared to the pure SNW film, the SNW-
LC film exhibits better flexibility and deformability. This is because
that LCs play a role like plasticizers, increasing the free volume and
the  lubricity  among  SNWs.  As  shown  in  the  small-angle  X-ray
diffraction (SAXRD) patterns  (Fig.  2(f)),  the  peak of  the SNW-LC
film  shows  stronger  peak  and  lower θ value  of  the  peak  position
than the pure SNW film, suggesting LCs fill in interspacing between
SNWs and assist them to arrange into the more ordered structure.

The  molecular  dynamic  (MD)  simulation  was  conducted  to
investigate  the  interaction  between  SNWs  and  LCs  and  structures
of the LC-SNW film. Upon introducing one SNW and twelve 5CB
into the system, the corresponding model diagram along the z-axis
(Fig.  2(g))  exhibits  an  internal  order.  5CB  interacts  with  SNWs
through  cyano  groups,  which  is  closer  to  SNWs,  indicating  5CB
and SNWs assist each other in assembly. When numerous of 5CB
molecules  are  introduced,  it  becomes  evident  that  LCs  not  only
absorb  onto  the  SNWs  surfaces  but  also  occupy  the  interstitial
spaces  between  adjacent  SNWs  (Figs.  S8(a)–S8(d)  in  the  ESM).
During  the  simulation  process,  as  5CB  and  SNWs  contact  with
each  other  through  van  der  Waals  and  electrostatic  forces  and
finally  reach  a  state  of  equilibrium  (Fig.  S8(e)  in  the  ESM),  the
potential  energy  of  the  system decreases  initially  and subsequently
reaches a plateau (Fig. S8(f) in the ESM). While SNWs and LCs co-
assemble into an ordered pattern, LCs maintain a certain degree of

 

Figure 2    Characterizations of the SNW-LC film. ((a)–(c)) Photographs of the SNW-LC film. (d) The water CA with the SNW-LC film. (e) Tensile stress–strain curves of
the  SNW film and SNW-LC film.  (f)  SAXRD patterns  of  the  SNW film and SNW-LC film.  (g)  The corresponding model  diagram along the z-axis  obtained by MD
simulation. The red tetrahedron represents phosphomolybdic acid clusters, and green chain structure represents the oleylamine. The cyan and red balls represent bismuth
and oxygen atoms, respectively. The blue molecule represents 5CB.
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freedom  simultaneously,  so  molecular  motion  during  the  phase
transition of LCs is allowed in the freestanding SNW-LC film. 

2.3    Photoresponsive performance of the SNW-LC film
The  SNW-LC  film  shows  good  photoresponsivity,  even  when
illuminated  by  flashlight  of  mobile  phone;  the  transparency  of  the
SNW-LC film can increase obviously (Fig. 3(a) and Movie S1 in the
ESM).  As  shown  in Figs.  3(b) and 3(c),  the  SNW-LC  film  with
30 wt.% 5CB and the thickness of 22 μm shows good photothermal
performance  and stability.  As  shown in Fig.  3(b),  the  temperature
of  the  SNW-LC  film  increases  to  50  °C  (surpassing  the  phase
transition  temperature  of  5CB,  35.5  °C)  within  10  s,  meaning  fast
photoresponsive  rate.  After  5  cycles  of  photothermal  conversion,
there  is  no  degradation  of  performance  (Fig.  3(c)),  demonstrating
good  photoresponsive  stability.  The  ultraviolet–visible  (UV–vis)
absorption spectra of the pure SNW film and SNW-LC film show
no  significant  difference,  indicating  the  absorbance  has  negligible
influence  on  transparency  of  the  SNW-LC  film  (Fig.  3(d)).
Furthermore, the scattering ability of the SNW-LC film was tested
(Figs.  4(a) and 4(b)).  When  illuminated  with  xenon  lamp,  the
scattering  ability  of  the  SNW-LC  film  decreases,  and  the  forward
scattered light  is  more concentrated,  and the light  spot  is  brighter.
Without  illumination,  the  incident  light  is  severely  scattered,  and
the scattered light spot is almost indistinguishable. According to the
above  results,  the  haze  change  is  the  main  reason  for  the
transparency change of  the SNW-LC film.  As shown in Fig.  S9 in
the  ESM,  the  pure  Bi2O3-PMoO  SNW  film,  pure  5CB,  and
GdOOH  SNW-LC  film  have  no  photoresponsive  performance,

indicating  the  necessity  of  synergistic  effect  between  Bi2O3-PMoO
SNWs and LCs.

Bi2O3-PMoO  SNWs  provide  the  photothermal  conversion
performance,  and  LCs  provide  the  thermotropic  phase  transition.
Under  light  illumination,  the  temperature  of  the  SNW-LC  film
increases.  Within  10  s,  the  temperature  of  the  film  can  reach  the
clearing  point  of  5CB  (35.5  °C),  causing  it  to  undergo  a  phase
transition.  This  will  weaken  its  scattering  ability,  leading  to
transparency  increase  in  the  SNW-LC  film.  When  the  light
illumination  is  removed,  the  temperature  of  the  SNW-LC  film
decreases. When the temperature drops below the clearing point of
5CB,  it  will  undergo  a  reverse  phase  transition,  causing  the
scattering  ability  to  be  recovered  and  leading  to  a  transparency
decrease of the SNW-LC film. The content of LCs and thickness of
the  film have  important  influence  on  the  performance  of  the  LC-
SNW  film.  Firstly,  when  the  content  of  LCs  is  increased,  the
scattering ability can be enhanced, and the contrast of light spots is
more  obvious  before  and  after  illumination  (Fig.  4(c)).  However,
excessive  LCs  lead  to  severe  decrease  of  mechanical  properties  of
the  SNW-LC  film  (Fig.  S10  in  the  ESM)  and  even  cause  many
defects in the film (Fig. S11 in the ESM). Secondly, when a SNW-
LC  film  is  covered  on  English  letters,  if  the  film  is  too  thin,  the
English letters cannot be concealed before light illumination; if  the
film is  too thick,  the  English letters  cannot  be  revealed (Fig.  4(d)).
Comprehensively  considering  the  scattering  ability,  mechanical
properties,  and  transparency,  the  film  with  30%  5CB  and  the
thickness of 22 μm is chosen for subsequent applications. The SNW-
LC  film  can  response  to  light  fast  and  adjust  itself  into “ON” or

 

Figure 3    The photoresponsive performance of the SNW-LC film. (a) Photographs of the SNW-LC film illuminated by the flashlight of mobile phone. (b) Photothermal
conversion performance of the SNW-LC film. Insets are infrared images of the film before and after illumination. (c) Photothermal stability of the SNW-LC film during
5 cycles. The above photothermal performance is measured with a xenon lamp (0.3 W·cm−2). (d) UV–vis absorption spectra of films.
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“OFF” state. This photoresponsive characteristic renders the SNW-
LC  film  promising  for  potential  applications  in  information
encrypting and anti-counterfeiting. As shown in Fig. 4(e), the SNW-
LC film is covered in different patterns, and this information will be
encrypted.  When under light illumination, the information will  be
decrypted. The photothermal function and processability of SNWs
are  combined  with  basic  thermal  phase  transition  of  commercial
LCs  to  fabricate  this  kind  of  freestanding  and  flexible
photoresponsive  film.  The  preparation  of  this  SNW-LC  film  is
simple, without complex molecular design and synthesis. 

2.4    Applications  in  information  anti-counterfeiting  and
encryption
The SNW-LC ink and the SNW ink are easily patterned and can be
used for  writing and printing conveniently,  and different  forms of
SNW-LC  materials  applied  in  multiple-mode  information
encrypting  and  anti-counterfeiting  are  explored.  As  shown  in
Fig. 5(a), a pure SNW film serves as the paper, where the code “123”
is  written  with  the  SNW-LC  ink  since  there  is  little  difference  in
colour between SNW ink and SNW-LC ink. Without illumination,
the  code  is  unrecognizable,  and  after  being  illuminated,  the  codes
can  be  decrypted.  Through  this  method,  the  SNW-LC  ink  and
SNW  paper  for  encrypted  writing  can  be  applied  in  information
encryption. As shown in Fig. 5(b), an integrated anti-counterfeiting
label  is  fabricated  with  the  SNW-LC  film  covering  on  two-
dimensional  code,  which  can  be  attached  to  packaging.  The  two-
dimensional  code  will  be  damaged  at  the  same  time  through
mechanical  damage  of  the  SNW-LC  film.  Only  under  light
illumination,  the  two-dimensional  code  can  be  revealed.  Through
scanning  with  a  mobile  phone,  the  information  can  be  decrypted,
proving  the  authenticity  of  the  product.  As  shown  in Fig.  5(c),
specific codes are printed with the SNW-LC ink and the SNW ink,

which  contains  true  codes  (indicated  with  red  dash  line)  printed
with  the  SNW-LC  ink  and  the  other  parts  are  printed  with  the
SNW  ink.  Under  visible  light,  false  information “8888” is  shown,
and the true code cannot be recognized directly by eye recognition
due  to  low  contrast.  Under  illumination  and  running  the  image
recognition  program  (details  are  shown  in  the  ESM),  the  true
information “7269” can  be  decrypted.  The  SNW-LC  materials
show  good  photoresponsive  stability  and  reliability  after  working
for  multiple  cycles,  increasing  their  service  life  and  ensuring
durability.  SNWs  not  only  play  as  the  substrate,  but  also  are
essential for the photoresponsive performance. 

3    Conclusion
In  summary,  through  combining  the  photothermal  function  and
processability of SNWs with basic thermal phase transition of LCs,
the SNW-LC ink was prepared, which can be used for constructing
film  and  writing/printing.  Through  cleverly  designing,  multiple-
mode  information  encryption  and  anti-counterfeiting  can  be
achieved by SNW-LC materials. The photoresponsivity of the SNW-
LC materials is great, showing fast response rate (within 10 s), high
sensitivity  (even  flashlight  of  mobile  phone),  and  great  stability
(over  100  cycles),  which  is  significant  in  information  encryption
and anti-counterfeiting. Combining SNWs and LCs provides a new
solution  for  problems  of  complex  molecular  design  and  synthesis,
expensive  decryption  devices,  and  the  decay  of  sensitivity  and
reliability  in  LC-based  encryption  materials.  More  importantly,
SNWs  own  various  functional  properties,  such  as  photothermal
conversion,  gelation,  fluorescence,  photochromism,  and
photoelectric  response.  Combining  SNWs  and  LCs  effectively
provides  a  new  way  for  achieving  convenient  and  reliable
information encryption in practical applications. 

 

Figure 4    The optimization of the SNW-LC film with photoresponsive performance. (a) The schematic diagram of scattering ability test of SNW-LC film. (b) The light
intensity along the x-axis through the scatter light spot of SNW-LC film before and after illumination. The above thickness of tested film is 22 μm, and the 5CB content is
30  wt.%.  (c)  Forward  scatter  light  spots  of  SNW-LC  films  (22  μm,  with  0  wt.%,  15  wt.%,  and  30  wt.%  5CB  content,  respectively)  before  (top)  and  after  (bottom)
illumination.  (d)  Photographs  of  SNW-LC  films  with  different  thicknesses  (8,  15,  22,  and  29  μm,  30  wt.%  of  5CB)  covered  on  English  letters  before  (top)  and  after
(bottom) illumination. (e) Photographs of SNW-LC films (22 μm, 30 wt.% of 5CB) covered on different patterns before (top) and after (bottom) illumination. Samples are
illuminated by a xenon lamp (0.3 W·cm−2) for 10 s.
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