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ABSTRACT: This paper proposes a reinforcement learning (RL) based optimal platoon control framework for autonomous vehicles (AVs) subject
to uncertainties and cyberattacks. Within the optimized backstepping design, an actor-critic-identifier architecture is employed to improve
platoon control performance. A cyberattack compensation mechanism and a fuzzy logic based composite observer are integrated to reconstruct
reliable vehicle information and estimate system uncertainties under compromised measurements, including the internal vehicular system states,
uncertainties, and cyberattacks. In addition, a second-order tracking differentiator is introduced to smooth transient responses and substantially
reduce the computational burden associated with differentiating the virtual controllers generated during the backstepping procedure. Based on
the Lyapunov function based theory, the stability of the entire vehicle platoon is established, and all relevant errors in the multi-vehicle system
are proven to be semiglobally uniformly ultimately bounded (SGUUB). Finally, numerical simulations of a multi-vehicle platooning system validate
the effectiveness of the proposed framework and demonstrate its robustness against the simultaneous presence of uncertainties and
cyberattacks. Moreover, a comparative study with a non-optimal control algorithm is conducted, highlighting the superior tracking performance

and transient response of the proposed RL-enabled optimal control framework.
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1 Introduction
With the rapid growth of road traffic and increasing transportation
demands, challenges such as traffic congestion, traffic safety, energy
consumption, and environmental pollution have become increasingly
prominent (Besselink and Johansson, 2017; Fei et al., 2024;
Ioannou and Chien, 1993). Intelligent transportation systems (ITSs)
have therefore attracted extensive attention because of their potential to
improve traffic efficiency (Sacone, 2024), enhance road safety (Narri
et al., 2025; Wang et al., 2025), and reduce adverse environmental
impacts (Yang et al., 2025). As an important application of
autonomous vehicles (AVs), vehicular platoon control coordinates a
group of vehicles to travel at a prescribed velocity while maintaining
desired inter-vehicle distances. The earliest large-scale implementation
of this concept was conducted in the California PATH program in the
mid-1980s (Shladover et al., 1991). Compared with conventional
human-driven traffic, automated platooning enables reduced and
more stable inter-vehicle spacing between consecutive vehicles,
thereby increasing road capacity and improving traffic flow (Wang et
al,, 2026b; Wang et al., 2026¢). In addition, close formation can reduce
aerodynamic drag and fuel consumption, especially for highway
transportation. Reliable platoon control also contributes to operational
safety by enabling coordinated acceleration, braking, and disturbance
rejection among vehicles. Consequently, the development of accurate
and robust platoon control strategies has become a fundamental
research topic in ITSs.
1.1. Related Works

Vehicular platoon control for nonlinear vehicle dynamics under
uncertain operating conditions has been extensively investigated
through adaptive control, neural network (NN)-based approximation,

and observer-based estimation techniques. (Besselink and
Johansson, 2017) analyzed string stability for vehicle platoons subject
to external disturbances, while (Liu et al., 2021a) developed
cooperative extended-state observers to estimate unavailable inter-
vehicle information under small time-headway policies. Adaptive NN
based control was further employed by (Liu et al., 2022) to address
unknown nonlinear dynamics and achieve distributed compound
tracking. These studies have established important foundations for
robust vehicle platoon coordination. However, existing approaches
mainly focus on stability analysis and tracking control under
uncertainties or disturbances, whereas resilient optimal control of high-
order nonlinear platoons subject to corrupted measurements remains
insufficiently explored.

However, the increasing dependence on
communication and onboard sensing makes platoons more susceptible
to malicious cyberattacks. (Ren et al., 2023) investigated distributed
consensus estimation for nonlinear systems under deception attacks,
and (Chen et al., 2023) developed observer-based adaptive fuzzy
consensus control against compromised information. For AVs, (Xie et
al., 2022) introduced proportional-integral observers to compensate
for replay attacks in distributed platooning. Although these approaches
enhance cyber resilience, cyberattacks, unknown nonlinear dynamics,
external disturbances, and unavailable vehicle states are frequently
handled through separate mechanisms. Simultaneously estimating
and compensating for these factors within a unified high-order platoon
control framework remains challenging.

Reinforcement learning (RL) and adaptive dynamic programming
have been increasingly applied to nonlinear optimal control because
they can approximate solutions to the Hamilton-Jacobi-Bellman (HJB)
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equation online. (Wen et al., 2020) incorporated actor-critic learning
into optimized backstepping control for nonlinear strict-feedback
systems, while (Song et al., 2024) studied RL-based optimal control
under state constraints. Tracking differentiators have also been
adopted to avoid repeated analytical differentiation of virtual
controllers and reduce the complexity of recursive control design in
(Zhao et al., 2022). Nevertheless, limited research has integrated
attack compensation, composite state and disturbance observation,
tracking differentiation, and actor-critic-identifier learning into a
unified Lyapunov based framework for high-order vehicle platoons.
This limitation motivates further investigation of resilient and RL-
enabled optimal platoon control under uncertainties and cyberattacks.
1.2. Motivation

Despite significant advances in resilient vehicle platooning, cyberattack
compensation, and
fundamental challenges remain. Existing secure platoon control
methods mainly focus on attack detection, state reconstruction, and
closed-loop stabilization under compromised measurements, with
greater emphasis on guaranteeing bounded tracking and platoon
safety. For example, (He et al., 2021) developed a resilient estimation
and attack-detection architecture for vehicle platoons under corrupted
measurements, while (Mousavinejad and Vlacic, 2022)
investigated secure platooning under multiple cyberattack scenarios
using set-membership state estimation. However, less attention has
been paid to the simultaneous treatment of time-varying cyberattacks,
unknown nonlinear vehicle dynamics, uncertainties, and unavailable
states within a unified high-order vehicular platoon model. This
problem becomes more challenging because attack-induced estimation
errors may enter the distributed tracking variables and propagate
through the recursive backstepping procedure, thereby affecting both
the virtual controllers and the actual control input.

Therefore, it is necessary to develop an RL-based optimal distributed
platoon control framework that can simultaneously compensate for
corrupted measurements, reconstruct unavailable vehicle states, and
estimate unknown nonlinear dynamics and external disturbances.
Moreover, although optimized backstepping methods based on actor-
critic-identifier learning have been studied for nonlinear systems
(Song et al., 2024; Wen et al., 2020), limited attention has been
devoted to optimizing each virtual controller and the actual control

learning-based optimal control, several

input when cyberattacks and multiple uncertainties coexist in vehicle
platoons. Since the virtual controllers depend on observer estimates,
neighboring information, adaptive fuzzy parameters, and learned
policies, their repeated analytical differentiation also results in
substantial computational complexity. Hence, a unified design
integrating projection-based cyberattack compensation, a fuzzy logic
based composite observer, second-order tracking differentiators, and
an actor-critic-identifier structure is required to achieve resilient state
reconstruction, reduce recursive differentiation, optimize the complete
control process, and guarantee bounded platoon tracking under
uncertainties and cyberattacks. The technical modules described here
are consistent with the controller architecture and semiglobally
uniformly ultimately bounded (SGUUB) objective formulated in this
paper.

1.3. Main Contributions

Motivated by the aforementioned limitations, this paper develops an RL-
enabled optimal platoon control framework for high-order AVs subject

to uncertainties and cyberattacks. The main contributions are
summarized as follows

1) A unified resilient estimation and compensation architecture is
developed by combining a projection-based cyberattack compensation
mechanism with a fuzzy logic based composite observer. The proposed
architecture reconstructs unavailable vehicle states while simultaneously
estimating uncertainties under corrupted position measurements.

2) An efficient optimized backstepping architecture is established by
embedding second-order tracking differentiators and actor-critic-
identifier RL structure into the recursive platoon control design. The
proposed structure avoids repeated analytical differentiation of complex
virtual controllers and enables online optimization of both virtual control
policies and actual control inputs.

3) We develop a composite Lyapunov framework to analyze the
complete closed-loop system, including tracking errors, observer errors,
attack compensation errors, tracking differentiator errors, and neural-
network approximation errors, proving the SGUUB stability of the
proposed platoon system. Numerical simulations of a multi-vehicle
platoon further demonstrate accurate position, velocity, and acceleration
tracking, bounded learning parameters, and safe inter-vehicle spacing
under uncertainties and cyberattacks.

Paper Organization. The remainder of this paper is organized as
follows. Section 2 formulates the vehicle platoon control problem by
introducing the third-order vehicle dynamics, the cyberattack and
uncertainty models, the inter-vehicle communication topology. Section 3
presents the proposed optimal control framework and the closed loop
stability established through a composite Lyapunov analysis. Section 4
provides numerical simulations to evaluate the tracking performance,
learning behavior, robustness, and inter-vehicle safety of the proposed
method, together with comparisons against existing control approaches.
Finally, Section 5 concludes the paper and discusses potential directions
for future research.

2 Problem Formulation
In this section, we introduce the third-order vehicular dynamical
system model, along with the modeling of uncertainties and
cyberattacks. Then we present the graph theory to form the vehicular
communication network. Finally, we describe the control architecture
and provide a detailed problem statement.
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Error dynamic Actor-critic-identifier structure
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Backstepping step 2

Optimal virtual controller

Error dynamic Actor-critic-identifier structure
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Fig. 1. The proposed RL based optimal platoon control architecture block
diagram.

2.1. Vehicular Dynamical Model with Uncertainties and
Cyberattacks
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In this paper, we define the index of each vehicle as AV-i, i = 1,...,n.
To address malicious attack of vehicle sensor outputs, a time-varying
cyberattack model is considered. We define ;(t) = ¢;(t)x;(t) as the
cyberattack injection governed by an unknown time-varying
coefficient ¢;(t). Then the third-order vehicular dynamical system
model of AVs is designed as
4(t) = vi(0), D)
. vi(t) = ai(t), @
a;(t) = Tw(®) + £ W) + £ (v @) + di (D), ©)
3
where x;, v; and a; denote the position, velocity and acceleration of
AVs. The traction force of vehicular engine (control input) for each
vehicle is represented as u; with the inertial lag parameter 4;. And f;?,
f;* denote the nonlinear functions. The uncertainties in this system
are defined as d;. Notably, the received attacked state is (1 + ¢;)x;. In
this paper, the time-varying cyberattack is considered in the inter-
vehicle communication channel, where the transmitted position
information of each follower vehicle is maliciously manipulated by
an unknown multiplicative attack signal, resulting in corrupted state
information available to the controller.
2.2. Vehicular Communication Network
The inter-vehicle communication topology of the platoon is described
by a directed graph § = (V, €, A), where V = {1,2,...,n} denotes the
node set consisting of n follower vehicles. The set €SV xV
represents the directed communication links and A = [c;;] is the
adjacency matrix of G, where ¢;; =1 indicates information
transmission from vehicle j to vehicle i, whereas c; ; = 0 indicates no
communication interactions between the two vehicles. Then we
define the graph Laplacian matrix £ = D — A, where degree matrix
D = diag(6y, 0, ..., 6,) with &; = ¥7_; i, ¢;; . Direct access to the
leader information is characterized by the pinning coefficient
B = diag(by, b,,...,b,), where b; >0 if the leader can transfer
information to follower i, and b; = 0 otherwise. Notably, the
augmented directed graph containing the leader and all follower
vehicles has a directed spanning tree rooted at the leader. Based on
Fig. 1, a directed vehicular communication network is considered in
this paper, where each follower vehicle exchanges state information
with its neighboring vehicle and AV-1 and AV-4 have access to the
leader information.
2.3. Control Architecture
The platoon consists of one leader and n follower AVs connected
through a directed communication graph G = (V, €, A). Each follower
constructs the distributed tracking errors using local state estimates,
information from neighboring vehicles, and the available leader
trajectory x,.. Corrupted position measurements are first processed by the
projection based compensation mechanism and then supplied to the
fuzzy logic based composite observer (x;, ¥;, d;) for joint estimation of
vehicle states (x;, v;, a;), unknown uncertainties (f;”, f;*), and external
uncertainties d; and cyberattacks 1);. Based on these estimates, the
backstepping procedure, tracking differentiators, and actor-critic-
identifier structure generate the optimal virtual controllers and actual
control input. Direct information exchange may occur between
neighboring vehicles according to the prescribed communication
topology and no central coordinator is required during the control
process. The control architecture is therefore a graph-based distributed
leader-following vehicular optimal platoon control framework.
2.4. Problem Statement

Consider a high-order multi-vehicle dynamical system including n
AVs. The dynamics of each vehicle are governed by the high-order
system, which is subject to unknown uncertainties (f;”, f;*), and
external uncertainties d; and cyberattacks 1);. Notably, this paper only
addresses sensor data tampering among cyberattacks, excluding DoS,
replay, communication delay, and actuator attacks. The control
architecture diagram is shown in Fig. 1. Under these conditions, the
control objectives of this paper are formulated as follows:

1) Design a distributed RL-enabled optimal platoon controller such
that all followers accurately track the prescribed leader position, velocity,
and acceleration trajectories while maintaining the desired platoon
spacing.

2) Validate the robustness and effectiveness of the proposed optimal
platoon control framework through simulation experiments.

3 Optimal Control Design and Stability Analysis
Following the graph-based distributed optimal platoon control
architecture described in Section 2, we now introduce the optimal
controller design based on the actor-critic-identifier structure, a
projection-based compensation mechanism, a fuzzy logic based
composite observer and a tracking differentiator. Then we outline the
stability analysis based on the Lyapunov-based stability theory.
3.1. Optimal Control Design
In this paper, to deal with the cyberattacks in optimal control process,
we introduce the following projection-based compensation
mechanism.

Projection-based compensation mechanism. In the vehicular
dynamical model, the cyberattack injection ¥;(t) = ¢;(t)x;(t) is
established by an unknown coefficient ¢;(t) . Then an inverse

compensation factor, defined as 7;(t) = is introduced to

O
attenuate the influence of this unknown multiplicative distortion. We
assume that t; satisfies 0 < 1; < 1; < 7;. Provided that ¢;(t) # —1
and that both the attack coefficient and its time derivative remain
bounded, 7;(t) and its derivative are also bounded. Notably, based
on (Zhao and Yang, 2024), the condition ¢;(t) # —1 ensures that
the measured position information is not completely eliminated, and
the bounded derivative assumption of ¢;(t) reflects the practical
limitation that a physical attacker cannot generate infinitely fast
variations in the injected signal due to limited computational
resources, communication bandwidth, and attack implementation
capability. Since the compensation factor is unavailable in practice, an
adaptive estimator 7; is constructed, with the corresponding
estimation error defined as 7; = 1; — ;. Therefore, the error between
the compensated position and the actual position is determined by
7;(x; + ¢;x;). Hence, as long as ; can be guaranteed to be bounded
and gradually enter a small neighborhood, the impact of cyber
attacks on the subsequent observer and controller can be confined
within an adjustable range. To avoid parameter drift under persistent
cyberattacks, we design a continuously differentiable convex
boundary function k(7;) as
m; + 1)t7 — T2

ety = mi)fl;axz — @
where m; > 0 denotes the attack-tolerance parameter, which controls
the tolerance of the projection boundary and {"** > 0 denotes the
prescribed norm bound of the estimate, which gives the maximum
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allowable range of the estimate. When the estimate lies in the interior
region, or when the update direction points inward, the projection

- KKT
operator Z[§;] =¢; — 1Ikli?

direction. When the estimate is near the boundary and the adaptive
direction continues to point outward, the projection operator
weakens its normal component, thereby preventing 7; from leaving
the feasible region. The explicit form of § is determined through the
Lyapunov stability analysis.

Fuzzy logic based composite observer. The unknown nonlinear
dynamics f”(v;) and f;*(v;, a;) are represented by fuzzy logic
systems with ideal constant fuzzy weights M;" and M{*", fuzzy basis
vectors [T and II{*, and bounded approximation errors ¢/ and &/*.
Then with @; = #;(x; + ¢;x;) — £;, we design the fuzzy logic based
composite observer as

§; preserves the original adaptive

2(t) = 0 + 1wy, ©)

. v (t) = d; + Ww;, (6)

a;(t) =y u+ MY+ MAT IR + plw; + d, @)
dAi = ”gwi' €)

where !, u?, uf and pf are all designed observer gains. The
proposed observer structure introduces external disturbances as
augmented states and employs a fuzzy logic system to approximate
the unknown internal nonlinear dynamics of the vehicle. Therefore,
it enables the simultaneous estimation of system states, model
uncertainties, and external disturbances within a unified framework.
For compact analysis in Lyapunov function, with a unique symmetric
positive definite matrix P, ;, we define X; = [#;, ¥;, d;, d;]". The fuzzy
logic based composite observer is designed to reconstruct reliable
vehicle information from compensated measurements under
uncertain and adversarial environments. By incorporating fuzzy
approximation and disturbance estimation mechanisms, the observer
provides accurate state feedback for the subsequent backstepping
and actor-critic-identifier based optimal control design.
Second-order tracking differentiator. During the recursive
backstepping control procedure, the derivative of the first virtual
controller 5 ; is required in the design of the second step, while the
derivative of the second virtual controller f,; subsequently appears
in the construction of the actual control input. Through the
backstepping method, virtual controllers f;;, ,; and the actual
controller u; can be derived under different constraint conditions.
Since controller design is not the primary focus of this work, the
specific controller forms are not explicitly specified here. Since the
virtual controllers generally involve observed states, fuzzy adaptive
weights, neighboring information, and RL policies simultaneously,
their direct analytical differentiation would introduce numerous
higher-order derivatives and complicated coupling terms. To reduce
the computational burden induced by recursive differentiation and
improve the transient smoothness of the virtual control signals, a
second-order tracking differentiator (s = 1,2) is introduced as
Nsi = Ps,is ©)
Psi = —2€5TsiPsi — rsz,i(ns,i = Bsi), (10)
where 7,; denotes the smooth tracking signal of the virtual
controller s ;, and ps; represents the estimated derivative of 7. The
parameters €;; > 0 and r;; > 0 denote the damping coefficient and
tracking bandwidth, respectively. Then we define the approximation
errors of tracking differentiator as e;5; = 15; — fs; and e,5; = pg; —

fs,; . For compact analysis in Lyapunov function, with a unique
symmetric positive definite matrix P,; , we also define Ej; =
[el,s,il eZ,s,i]T-

Based on the compensated state estimates provided by the fuzzy
logic based composite observer, a recursive error transformation is
introduced to handle the distributed platoon tracking objective. Let
¢; denote the prescribed longitudinal offset of AV-i to the leader
vehicle, with &, = 0 and &; = i x &". The distributed position error of
AV- i is defined as

n

2= ) cylChi+8) = G+ )1+ hlCh+8) - %] (D)
j=1
The first term in Eq.(11) measures the deviation between AV- i and
its neighboring vehicles, while the second term measures the
deviation from the leader whenever the leader information is directly
available to AV- i. Based on the backstepping method, the first virtual
controller is denoted by f;;. The tracking differentiator introduced
previously is employed to generate the smoothed signal 7 ; and the
derivative estimate p;; . The second backstepping error is then
defined by
2y = Vi =My (12)
This error describes the difference between the estimated vehicle
velocity and the filtered output of the position layer virtual controller.
Similarly, the second virtual controller §,; is processed by another
tracking differentiator, whose outputs are denoted by 1,; and p,;.
The acceleration layer error is defined as
z3; = i = Ny (13)
The variable z;; measures the mismatch between the estimated
acceleration and the smoothed command generated by the velocity
layer. Through this recursive construction, the original third order
platoon control problem is transformed into the stabilization of z;;,
z,; and z3;. Then we define
2 = (21,2, 23] (14)
Actor-critic-identifier structure. The stabilizing controller derived
above guarantees the fundamental robustness of the transformed
platoon error system. The RL is introduced to improve the closed
loop performance by optimizing the policy corrections added to the
nominal virtual controllers and physical input. In this architecture,
the actor generates the policy corrections implemented by the
controller, the critic approximates the optimal long term performance,
and the identifier estimates the system dynamics. Firstly, based on
the backstepping virtual controller of each vehicle @; and optimal
virtual controller of each vehicle u; we design the system
performance index function as
9@ =mi | 10+ TR dy (15)
where Q; = Q7 and R; = R are designed matrices. The matrix Q;
determines the relative penalties assigned to the position, velocity,
and acceleration errors. The matrix R; penalizes the magnitude of the
RL policy correction. A larger Q; places greater emphasis on tracking
accuracy, while a larger R; discourages aggressive control corrections.
Computing the time derivative on both sides of Eq.(15) gives the HJB
equation. Since this value function is generally unavailable for the
nonlinear platoon system, the critic network is introduced to
approximate it online. On a prescribed compact set, the optimal value

function is represented as
Ji (z) = WeTYi(2) + bci(2), (16)
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where W;; is the ideal critic weight vector, Y(z;) denotes a
continuously differentiable basis vector and ¢, ;(z;) represents the
bounded value function approximation error. The critic estimate is
defined by Ji(z) = Wg :Yi(z;) . The critic evaluates the expected
future cost associated with the current tracking error and policy. Its
output is used to approximate the value function gradient required
by the optimal policy. Then based on the actor-critic structure, we
have the actor NN weight and critic NN weight as

Wi =~I '[}fm(WAi = We) + Yz W], (17)

We; = (1 Q+olay 0 = I Yo Wei (18)

where matrices I ; > 0 and I; > 0 determine the actor and critic
learning rates. And ¥y;;, ¥,; and ¥;; are all basis vectors. g; denotes
the regression vector and 9; represents the Bellman error. In Eq.(17),
the first term causes the actor weights to follow the policy
information inferred by the critic. The second term provides
regularization and prevents unbounded actor weight growth under
residual approximation errors or insufficient excitation.

In the process of differentiating with respect to z;, we define the
transformed dynamics in a unified form as F; = [Fy;, Fy;, F5;]7, where
F;; contains the effects of the neighboring velocity information, the
leader velocity, and the observer innovation signals. F,; collects the
estimated velocity channel nonlinearity, the observer correction term,
and the derivative estimate supplied by the first tracking
differentiator. Fj; contains the estimated acceleration channel
nonlinearity, the disturbance estimate, the observer correction, and
the derivative estimate of the second virtual controller. An identifier
is then introduced to approximate the dynamics as F; = W{'Y;; +
¢y, where W, is the ideal identifier weight vector, 1;; denotes a
continuously differentiable basis vector and ¢,;; represents the
identifier approximation residual. We design the identifier NN
weight as

Wi =Lzl = LWy (19)

Notably, the key point of the optimal control design process lies in
the coupling design among cyberattack compensation, uncertainty
observation, recursive control transformation, and online policy
optimization, rather than the isolated application of individual
techniques.

3.2. Stability Analysis

This part provides a rigorous stability analysis based on the Lyapunov
method. Theorem 1 summarizes the main stability result, and its proof is
subsequently provided to validate the effectiveness of the proposed
design.

Theorem 1. Consider the third-order vehicular dynamical system Eq.(1)-
Eq.(3) with uncertainties d;(t) and cyberattacks 1;(t). Based on the
projection-based compensation mechanism Eq.(4), the fuzzy logic based
composite observer Eq.(5)-Eq.(8), the tracking differentiator Eq.(9) and
Eq.(10) and actor-critic-identifier structure Eq.(15)-Eq.(19), the vehicle fleet
is able to track the prescribed position, velocity and acceleration trajectories,
while all closed-loop errors remain SGUUB.

Proof: To analyse the complete closed-loop system, consider the
composite Lyapunov function

n

V= Uit Vo 4 Vet Vo + Vg ), (20)
i=1
where

1/ —1)?TP X + Lz 21
01 = 5% Foifi 2720 1) (21)
2
1 T
VD,i = EEk,iPk,iEk,iv (22)
s=1
1 T
Vai 7% % (23)
I
VA,i = EVVA,iI;q,i WA,iv (24)
1
Vei = EWC,L'['C,i Wei, (25)
1 g
V= Etr(W[,iI;,i W ). (26)

Then based on the optimal controller design, including the
projection-based compensation mechanism Eq.(4), the fuzzy logic
based composite observer Eq.(5)-Eq.(8), the tracking differentiator
Eq.(9) Eq.(10) and actor-critic-identifier structure Eq.(15)-Eq.(20), we
have

V< SXZHXHZ 62
—6TZ||E,”||2 SZZHZW &ZHWALW

- &Z 1112 = 5,2 7,117+ 4, @)
i=1 i=1

where 0y, &, 6o, 61, 87, 6,, O, 8y are strictly positive. The constant 4

6OZ(||M”||2+ 1M211%)

collects all irreducible bounded residuals in the closed-loop system.
Its principal components arise from the cyberattack variation rate, the
external disturbance derivative, the fuzzy approximation errors, the
identifier residual, the tracking differentiator residual, and the value-
function approximation error. The negative quadratic terms in Eq.(27)
can consequently be related to the Lyapunov function itself. Hence,
for an appropriate constant § > 0. Then we have

V<-4V +A (28)

And Eq.(28) satisfies

A

0<V(t) <e ®V(0) + 5 (29)

The first term describes the exponentially decaying influence of the
initial errors. The second term describes the residual error induced by
bounded cyberattack variations, disturbances, approximation errors,
and learning residuals. As time increases, the contribution of the
initial conditions vanishes and V(t) approaches a neighborhood
whose size is determined by LE‘. This result proves that all closed-loop

errors are SGUUB.

In Theorem 1, we have established that the proposed RL enabled
optimal platoon control framework guarantees that all closed-loop
errors are SGUUB under simultaneous uncertainties and
cyberattacks. Specifically, the composite Lyapunov function in Eq.(20)
incorporates the tracking errors, observer errors, attack compensation
errors, and neural-network
approximation errors. By applying Lyapunov stability analysis, it is
proved that the proposed controller can maintain bounded tracking
performance while effectively attenuating the effects of unknown

errors, tracking differentiator

nonlinearities, external disturbances, and corrupted measurements.
Compared with existing platoon control methods that mainly focus
on stability or attack compensation separately, the proposed
framework integrates projection-based cyberattack compensation,
fuzzy logic based composite observation, second-order tracking
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differentiation, and actor-critic-identifier based optimal learning into
a unified control architecture. Moreover, the proposed design avoids
repeated analytical differentiation of virtual controllers and achieves
resilient platoon tracking performance under complex uncertain
environments.

4 Simulation Results

To evaluate the effectiveness of the proposed RL-enabled optimal
platoon control framework, numerical simulations are conducted in
MATLARB for a platoon consisting of one leader and six follower AVs.
The results examine trajectory tracking (Fig. 2; Table 1), neural-network
learning (Fig. 3), attack resilience (Fig. 4), and inter-vehicle safety (Fig. 5),
thereby verifying the theoretical properties established in Section 3.
Finally, we discuss the comparison with related works and different
control strategies (Table 2; Fig. 6; Fig.7).

4.1. Parameter Setting

In this paper, we consider the vehicular platoon of one leader and six
follower vehicles. For the desired trajectory of the leader vehicle, we
adopt a quintic polynomial smooth transition function as

t—t
S(0) = 106 — 156* + 60°,0 = :

. (30)
2~ b
In the interval where the velocity transitions from v; to v,, the

desired position and velocity of the leader vehicle are defined as
t

x,(t) = 150 + f v.(s)ds, 31)

0
v (8) = vy + (v, = v1)S(0). (32)
The desired acceleration and jerk are given by the first and second
derivatives of this trajectory, respectively. The leader vehicle follows
a smooth velocity profile over the 100 s simulation. Its velocity
increases from 0 to 12 m/s during the first 8 s, remains constant until
18 s, rises to 22 m/s by 28 s, and is maintained until 38 s. It then
accelerates to 30 m/s by 50 s and holds this velocity until 62 s, after
which it decelerates to 18 m/s by 74 s. Following an 8 s constant
velocity phase, the leader accelerates to 26 m/s by 92 s and maintains
this velocity until the end of the simulation. The velocity profile
includes repeated acceleration, cruising, and deceleration phases up
to 30 m/s, enabling evaluation of platoon tracking performance across
a broad operating range. The desired inter-vehicle distance £" is 19.2
m, consisting of a desired safety gap of 16 m and the vehicle length of
3.2 m. Based on the graph theory, the inter-vehicle communication in
vehicular system is shown in Fig. 1, and the parameters are designed
as: the adjacency matrix is

0 000 OO
10 0 0 0 O
10 0 0 0 O
A= 0 0 0 0 0 of
0 001000
0 001 0O
the degree matrix is D = diag(0,1,1,0,1,1) and the pinning coefficient

is B = diag(1,0,0,1,0,0).

The initial conditions are selected as: initial leader vehicular
position x,.(0) = 150 m; initial follower vehicular position x;(0) =
[130,110.5,88,69.4 48.2,27.6]"; initial velocity and acceleration are
v;(0) = 0m/s and a;(0) = 0m/s?.

In the proposed RL based optimal platoon control framework, the
parameter selection follows a hierarchical tuning procedure. First, the
observer gains are selected to guarantee sufficiently fast convergence

of the state and uncertainty estimation errors while satisfying the
stability requirements derived from the Lyapunov analysis. Second,
the tracking differentiator parameters are adjusted to balance
transient response smoothness and tracking accuracy. Third, the
actor—critic-identifier learning rates are selected within a stable range
to ensure bounded online adaptation while maintaining satisfactory
convergence performance. Notably, the designed parameters need to
be positive. Therefore, the control parameters are chosen as: the
cyberattack-based gain is y,; = [541,556,572,581,603,617]" ; the
inertial lag parameter is A; = [1.01,1.07,0.96, 1.01, 1.03, 0.96]"; the
observer gains are u! = 4u;, p? = 6p;%, uf = 4 and pf = p;* with
the basis gain p; = [10,10.1,10.5,10.7,10.7, 11]7; the differentiator
parameters are €;; =24 and r;; = 20 ; the actor-critic-identifier
neural-network-based parameters are L=l =
[1.2,0.8,0.8,06,06,05]" and I;; = [08,10,1.1,0.9,0.6,08]" . In
addition, the duration of the simulation experiment is 100 s, with a
time-step of 0.0025 s. It should be emphasized that the parameter
settings in this simulation are selected to verify the effectiveness of
the proposed control framework under the considered platoon
scenario. The objective of parameter selection is to satisfy the
theoretical stability requirements and provide a representative
evaluation environment, rather than to obtain a universal parameter
configuration for all possible vehicle dynamics and operating

conditions.
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Fig. 2. The position, velocity and acceleration tracking performance of
AVs under the proposed optimal platoon control framework.

4.2. Results Analysis

Fig. 2 presents the position, velocity, and acceleration tracking
performance of the vehicle platoon. As shown in Fig. 2(a), the
follower AVs start from different initial positions and gradually form
the prescribed platoon configuration. The position trajectories
subsequently evolve in paralle] with the leader trajectory while
maintaining the desired spacing. The enlarged views show that the
position responses remain continuous and bounded during the initial
transient, the cyberattack occurring at 33 s, and the subsequent
control process. Fig. 2(b) shows that all follower AVs accurately track
the multiple acceleration, constant-velocity, and deceleration stages
of the leader. The initial velocity errors converge rapidly, and the
follower velocities remain close to the leader velocity over the entire
operating range. After the cyberattack is activated, short-duration
oscillations appear in the velocity responses. These oscillations are
quickly attenuated, and velocity coordination is subsequently
recovered. Fig. 2(c) further shows that the acceleration trajectories
remain bounded during the entire simulation. Relatively large
adjustments occur during initialization and immediately after the
attack, reflecting the compensation action required to restore the
platoon states.

Table 1. Quantitative evaluation of ultimate tracking errors.

Errors
Statistic Position Velocity Acceleration

(m) (m/s) (m/s?)

Overall mean 0.03966 0.06335 0.21198
10-30 s max 0.03267 0.03111 0.05433
10-30 s mean 0.00785 0.00460 0.01154
40-80 s max 0.06936 0.11727 0.25730
40-80 s mean 0.01598 0.02316 0.04854

To quantitatively validate the ultimate boundedness guaranteed
by the Lyapunov analysis, the practical ultimate tracking errors are
evaluated under the simulation conditions. As summarized in Table
1, the proposed controller achieves small bounded errors in position,
velocity, and acceleration throughout the entire platoon operation,
including the pre-attack steady-state interval (10-30 s) and the post-
attack recovery stage for all follower vehicles (40-80 s). The obtained
ultimate tracking errors remain small and bounded over the

evaluated operating intervals, indicating that the proposed controller
effectively prevents persistent error growth under the simultaneous
influence of system uncertainties and cyberattacks. After the transient
responses, the position, velocity, and acceleration tracking errors are
confined within compact neighborhoods around zero and exhibit no
tendency toward divergence. This behavior is consistent with the
ultimate boundedness predicted by the Lyapunov analysis.
Therefore, the quantitative results provide numerical evidence
supporting the SGUUB property established in Theorem 1 and
further demonstrate the capability of the proposed RL-enabled
optimal platoon control framework to preserve accurate and stable
platoon tracking under uncertain and adversarial operating

conditions.
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Fig. 5. The inter-vehicle distances between consecutive AVs.

Fig. 3 illustrates the evolution of the actor, critic, and identifier
neural-network weight norms. The actor and critic weights decrease
smoothly from their initial values and remain bounded throughout
the simulation. The identifier weights rapidly approach a small
neighborhood during the initial learning stage. A bounded
adjustment appears after 33 s because the cyberattacks change the
transformed error dynamics. The weights subsequently remain
bounded without divergence, confirming the stable online
adaptation of the actor—critic-identifier structure.

Fig. 4 evaluates the resilience of the proposed framework under
time-varying cyberattacks. The wupper panel shows that
heterogeneous attack signals are injected into the six follower AVs at
33 5. These signals contain different biases and time-varying
components while remaining bounded. The lower panel presents the
corresponding velocity tracking errors. The errors converge rapidly
during the initial stage and exhibit only transient increases after
attack activation. Under the projection-based compensation
mechanism and fuzzy logic based composite observer, the attack-
induced deviations are attenuated and the velocity errors return to
small neighborhoods. The later bounded oscillations are associated
with changes in the leader trajectory, nonlinear dynamics, and
external uncertainties.

Fig. 5 presents the distances between consecutive vehicles. Owing
to the non-equilibrium initial positions, the initial inter-vehicle
distances differ from the desired value. Under the proposed
controller, all spacing trajectories rapidly converge to the prescribed
distance of 19.2 m. Small transient deviations occur near the
cyberattack instant, after which the distances return to the desired
neighborhood. Throughout the simulation, all inter-vehicle distances
remain above the 10 m safety boundary. This result demonstrates that
the proposed framework maintains collision-free platoon operation
during initial convergence, cyberattack activation, and leader-
velocity variations.

Table 2. Comparison of the proposed method with related works.

Considered aspects

References Optimal

Uncertainty
control

X

Cyberattack

[1]in 2017
[2]in 2018
[3]in 2019
[4] in 2020
[5]in 2021
[6] in 2022
[7]in 2023
[8] in 2024
[9]in 2025
[10] in 2026
This paper
Note: [1] is (Mirzaei and Mirzaeinejad, 2017); [2] is (Ji et al.,
2018); [3]is (Ferdowsi et al., 2019); [4] is (Dong et al., 2020); [5]
is (Liu et al., 2021b); [6]is (Xie et al., 2022);[7]is (Liu et al., 2023);
[8]is (Wen et al., 2024); [9] is (Tajdari et al., 2025); [10] is (Chen
et al., 2026).
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Fig. 6. The comparison of tracking performance of AVs under
cyberattacks at different attack instants.
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Fig. 7. The comparison of velocity tracking performance between
optimal and non-optimal controllers under cyberattacks.
4.3. Comparisons with Existing Literature
Table 2 compares the proposed method with representative studies in
terms of optimal control, uncertainties, and cyberattacks.

Early studies primarily concentrated on individual performance
objectives, such as optimal motion regulation or uncertainty
compensation, under comparatively structured operating conditions
(Dong et al., 2020; Mirzaei and Mirzaeinejad, 2017). As
connected and autonomous vehicle systems became more dependent on
communication and sensing, subsequent research gradually
incorporated cyberattack detection, resilient estimation, heterogeneous
dynamics, and robust platoon coordination. Recent studies have further
combined multiple practical factors, particularly uncertainties and
cyberattacks, within unified control frameworks (Liu et al., 2021;
Tajdari et al., 2025; Xie et al., 2022). Nevertheless, the simultaneous
consideration of RL enabled optimal control, nonlinear uncertainties, and
cyberattack resilience remains limited. This progression indicates that
current research is moving from isolated performance enhancement
toward comprehensive optimization and security-aware control for
vehicles operating in uncertain and adversarial environments.

Specifically, compared with (Dong et al., 2020; Mirzaei and
Mirzaeinejad, 2017), the proposed optimal control strategy
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simultaneously considers system uncertainties and cyberattacks, thereby
enhancing the robustness of the optimal control framework. Moreover,
compared with (Chen et al.,, 2026; Liu et al., 2023), this paper
further performs a comprehensive optimization of the control process.
Hence, the proposed platoon control framework simultaneously
integrates RL based optimal control strategy, cyberattack compensation,
and uncertainty estimation. The actor-critic-identifier structure optimizes
the virtual and actual control policies, while the projection based
compensation mechanism and fuzzy logic based composite observer
recover reliable state information under unknown nonlinear dynamics,
uncertainties, and corrupted measurements. Therefore, the proposed
method provides a more comprehensive solution for high-order vehicle
platoons operating in uncertain and adversarial environments.

Fig. 6 further demonstrates the robustness of the proposed optimal
platoon control framework against cyberattacks occurring at different
instants. When cyberattacks are launched att = 33 sand t = 66 s, the
velocity tracking errors experience short-duration transient fluctuations
but rapidly recover to small bounded neighborhoods. This indicates that
the proposed projection-based compensation mechanism and fuzzy logic
based composite observer can effectively attenuate attack-induced
disturbances and maintain stable platoon tracking performance.
Therefore, the proposed framework exhibits strong resilience under time-
varying cyberattack scenarios. Fig. 7 compares the velocity tracking
performance of the optimal and non-optimal controllers under
cyberattacks. Notably, optimal control strategy refers to the control
framework proposed in this paper, while non-optimal control strategy
denotes the backstepping-based adaptive control strategies presented in
(Wang et al., 2025; Xie et al., 2022). Before the occurrence of
cyberattacks, both controllers achieve small velocity tracking errors,
indicating accurate platoon tracking performance. After the cyberattacks
are activated, the tracking errors increase sharply due to the corrupted
information, but they rapidly converge back to bounded neighborhoods.
Compared with the non-optimal controller, the proposed optimal
controller consistently achieves smaller tracking errors and reduced
oscillations throughout the attack scenario. These results demonstrate the
effectiveness of the actor-critic-identifier based optimization mechanism
in improving tracking accuracy and enhancing the robustness of the
proposed platoon control framework.

5 Conclusion and Future Research Directions
This paper developed an RL enabled optimal platoon control
framework for third-order AVs subject to uncertainties and
cyberattacks. A projection-based compensation mechanism and a
fuzzy logic based composite observer were designed to recover
reliable state information and estimate system uncertainties and
cyberattacks. tracking
incorporated into the optimized backstepping procedure to reduce
recursive differentiation, while the RL based actor-critic-identifier
structure enabled online optimization of the virtual and actual control
policies. Composite Lyapunov analysis established the SGUUB
property of all closed-loop errors within the vehicular system.
Numerical results further demonstrated accurate position, velocity,
and acceleration tracking, bounded learning parameters, and safe
inter-vehicle spacing under uncertainties and cyberattacks.

Future work will focus on three practical extensions. First,
communication and information transmission delays will be

Second-order differentiators ~ were

incorporated into the distributed platoon control framework to
improve robustness under realistic vehicle-to-vehicle (V2V)
communication conditions. Second, coupled longitudinal and lateral
vehicle dynamics will be considered to support coordinated
platooning, lane changing, and formation reconfiguration in complex
traffic scenarios. Third, constrained control strategies will be
developed to explicitly enforce velocity and acceleration limits,
thereby improving driving safety, passenger comfort, and the
practical feasibility of the proposed framework.
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