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Abstract: Widespread deployment of connected autonomous vehicles (CAVs) is hampered by
road-vehicle safety concerns rooted in the intrinsic complexity of CAV systems and in the
unpredictability of operational environments, spanning functional safety (FUSA), the safety of the
intended functionality (SOTIF), and cybersecurity. To confront these complexity-driven
challenges in a unified manner, this paper re-examines road-vehicle safety through a
functionality-centered resilience lens. The classical risk triplet (events 4, consequences C,
uncertainties U) is recast as a resilience triplet (4, F, U), in which F denotes the set of system
functionalities to be preserved under adversity. This re-framing moves the focus from
after-the-fact consequence angle toward the real-time safeguarding of critical functions
throughout an adverse event. Building on this view, the interrelation between resilience and
road-vehicle safety is elaborated across FUSA, SOTIF, and cybersecurity, and recent advances in
CAV resilience within each domain are systematically surveyed. The conceptual demarcation
between resilience and related notions such as robustness, recovery, and fault-tolerance are then
clarified, showing that a functionality-centered stance absorbs these attributes as complementary
phases of one unified objective. The paper closes with an open-issue discussion and future
research avenues toward engineering resilient CAV systems.
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1 Introduction

The Connected autonomous vehicles (CAVs) are widely regarded as a transformative force
for transportation, with expected benefits that include higher traffic efficiency, reduced
congestion, lower crash rates, improved energy economy, and greater sustainability of mobility
systems [1-3]. At the same time, realizing these benefits in practice is impeded by persistent
road-vehicle safety concerns, notably the difficulty of guaranteeing reliable perception and
decision-making in complex real-world settings, the unpredictability of vulnerable road users and
other traffic participants, and the susceptibility of mission-critical on-board systems to
cyber-attacks. These technological, regulatory, and social-acceptance barriers slow the broad
roll-out of CAV technology. In this paper, road-vehicle safety is interpreted as the condition in
which road vehicles in use do not impose unreasonable hazards of harm on people or property [4].
This umbrella notion groups together functional safety (FUSA), the safety of the intended
functionality (SOTIF), and cybersecurity. FUSA, as defined in ISO 26262, addresses the
elimination of unacceptable hazards that stem from malfunctioning electrical and electronic (E/E)
systems [5], and is concerned with faults, failures, and design shortcomings of components.
SOTIF, as defined in ISO 21448, complements FUSA by targeting hazards that arise from
limitations of the intended functionality itself or from reasonably foreseeable misuse [6], thereby
highlighting the residual risk that remains even when no fault is present. Cybersecurity, as
defined in ISO 21434, gathers the safeguards that protect information, communication networks,
and on-board data from internal and external threats [7]. CAVs routinely operate in environments
that are simultaneously complex internally and variable externally, and these complexities give
rise to road-vehicle safety risks that manifest along three principal strands [8, 9]. First, a CAV is
itself an assembly of tightly coupled components, modules, and subsystems, whose scale and



interconnections generate intrinsic complexity. Second, the driving environment is highly
dynamic, with unanticipated events and uncertainties that create external complexity. Third, the
intricate interactions among modules and with the surroundings generate combinatorial event
patterns whose outcomes can easily outrun the system’s response capacity, producing interaction
complexity. As emphasized by Dekker et al. [10], safety risks in complex systems almost always
originate from the unexpected coupling of many events, namely the complexity of the system,
that of its environment, and that of the countless interactions between them, which calls for
holistic mitigation rather than piecemeal fixes.

The resilience of a system, in the present literature, denotes its capacity both to absorb the
impact of adverse events and to recover its expected operating state within a bounded time [11],
so that safety is regarded as the combined result of resistance to adverse events and adaptation to
environmental change. Operating against highly dynamic, highly complex, and highly uncertain
surroundings, CAVs inevitably encounter internal functional limitations and failures as well as
external disturbances during their mission. Embedding resilience into CAVs offers an integrated
way of coping with both internal and external complexity and of containing the potential damage
caused by road-vehicle safety risks. A representative example is the failure of a communication
link inside a vehicle platoon. Current fragmented remedies, such as re-weighting the
communication graph based on isolated indicators like inter-vehicle distance or acceleration [12,
13], address only the immediate symptom of the hazard. By contrast, a resilience-oriented
treatment spans every phase of the disruption, including anticipation (e.g., monitoring link
stability through predictive analytics), adaptive response (e.g., dynamically rebalancing
communication while preserving platoon stability), and recovery validation (e.g., confirming the
restoration of nominal performance) [14]. Such a full-event-phase view of adversity handling is,
however, still rare in CAV research.

A growing body of literature implicitly addresses pieces of the resilience problem, ranging
from vulnerability analysis (e.g., modelling failure likelihood or isolating faults) to robustness
enhancement (e.g., fault-tolerance mechanisms that limit failure impact), yet these efforts remain
fragmented and lack a unifying conceptualization of resilience. To close this gap, the present
paper formalizes CAV resilience research across the FUSA, SOTIF, and cybersecurity domains
by proposing a unified, risk-grounded, functionality-centered framework that builds upon the
conceptual work of Logan et al. [15]. The paper first reviews the connotation of resilience in a
CAV context. It then introduces a formal definition of resilience as a triplet (4, F, U), in which
the resilience of a system, conditioned on given events 4, is described by the functionalities F to
be preserved and the associated uncertainties U. This definition is then interpreted from the
perspective of road-vehicle safety, spanning the three strands FUSA, SOTIF, and cybersecurity.
After that, recent progress on CAV resilience is examined systematically within each strand, with
attention to how published strategies address specific adverse events (4), maintain critical
functionalities (F), and cope with the relevant uncertainties (U). Two open issues are then
discussed in depth, namely the differences and similarities between resilience and its close
concepts, i.e., robustness, recovery, and fault-tolerance, and the practical challenges that SOTIF
risks pose to resilience enhancement.

The principal contributions of this study are summarized as follows:



1) Formalized definition of resilience derived from the concept of risk, in the form of a
triplet consisting of events 4, functionalities £, and associated uncertainties U.

2) Elaboration of the nexus between resilience and road vehicle safety, i.e., clarifying the
connotations of resilience in terms of the three strands of road vehicle safety.

3) Structured review and critical assessment of recent CAV resilience literature within each
domain, identifying cross-cutting gaps and opportunities for integration.

4) An in-depth discussion on resilience and similar concepts, e.g., robustness, recovery, and
fault-tolerance, and the potential benefits of using the former as an integration of these, as well as
the challenges posed by SOTIF risks for resilience enhancement.

The remainder of the paper is organized as follows. Section 2 lays out the problem statement,
introducing the connotation of CAV resilience, the functionality-centered definition of resilience,
and the interrelation between resilience and road-vehicle safety. Section 3 provides a structured
review of recent advances in CAV resilience, with the aim of operationalizing the proposed
framework. Section 4 then discusses two major open issues surrounding CAV resilience. Section
5 concludes the paper and outlines promising research directions.

2 Problem statement

In this section, connotation of resilience in literature is first discussed given a CAV
background, where key terms (adversity, functionality) and traits (resistance, recovery) are
remarked. In terms of this, a formal risk-based definition of resilience is established, i.e.,
resilience being framed as a triplet (4, F, U), which represents that resilience, related to given
events 4, is the functionalities F'and associated uncertainties U of a system. Further, based on this
definition, the nexus between resilience and road vehicle safety is elaborated across FUSA,
SOTIF, and cybersecurity domains.

2.1 Is there resilience in CAVs?

The concept of resilience has appeared in many disciplines, and its definition varies
considerably from one field to another, and readers interested in the broader cross-disciplinary
discussion are referred to Martinez-Pastor [16]. In essence, resilience is treated here as an
intrinsic property of a system that allows it to (i) withstand external disturbances and other
adverse influences and (ii) return to its expected operating state within a bounded time once the
disturbance has passed. Resilience is closely related to, but distinct from, the related properties of
reliability, robustness, adaptability, and recoverability, which are contrasted in Table 1.
Compared with reliability and robustness, resilience explicitly incorporates a recovery capability,
while compared with adaptability and recoverability, it additionally captures the capacity to resist
adverse events rather than only to react to them.

Although these related notions occasionally surface in CAV research and engineering
practice, the literature still lacks a widely accepted, unified definition of resilience, and the use of
resilience in the CAV context is itself an emerging concept. Even so, the overview provided in
Table 1 makes it clear that the constituent ideas of resilience are routinely examined within CAV
systems, so that a resilience perspective is both timely and pertinent for the CAV domain.



Table 1 Concepts of resilience, reliability, robustness, adaptability, and recoverability.

Concepts Meaning

The capacity of a system to withstand external disturbances and other adverse influences, and to return to its

Resilience . I . . .
expected operating state within a bounded time horizon after the disturbance has passed.
C The capacity of a system to deliver its intended functions over a specified time horizon under given conditions
Reliability . . . . .
[17-19], which addresses the failure probability following a particular adverse event.
The capacity of a system to absorb stresses, pressures, perturbations, unpredictable changes, or variations in its
Robustness operating environment without losing functionality [17], which addresses the maintenance of its initial state
both during and after a specific adverse event [18].
Adaptability The capacity of a system to adapt its state so as to deliver its intended functions in a new operating environment.

Recoverability  The capacity to bring a system back to its expected operating state [17].

It should be acknowledged that the definition of resilience is intrinsically
application-dependent and reflects the characteristics of the system under consideration. Eigner
et al. [20] treat the resilience of information systems as the capacity to reduce the impact of
disruptive events by (a) anticipating and preparing for such events, (b) withstanding them when
they occur, and (c) restoring the affected functionality within a specified time window. In the
cyber-physical systems (CPS) literature, resilience is commonly cast as the ability to withstand
and recover from attacks, with a particular emphasis on security [21, 22]. Berger et al. [11]
characterize resilience as the property of preserving the dependability and security of a system
that is subject to change, with explicit reference to the Internet of Things (IoT). Prorok et al. [23],
working on multi-robot systems, argue that resilience is the capacity to overcome adversity by
exploiting system-wide complementarity, diversity, and redundancy in order to preserve
functionality or to minimize the time intervals during which functionality is compromised. In the
transportation literature, resilience is typically described as the capacity to maintain the basic
functions and structure of a system through resistance, mitigation, and absorption under extreme
conditions, and to return to the original equilibrium, or to a new stable equilibrium, within an
acceptable time and cost [24-26]. CAV systems can be viewed as an instance, or a combination,
of the systems mentioned above, and across these explanatory definitions two recurring
keywords and two recurring traits can be identified, i.e.,

key word 1. adversity
key word 2: functionality

key trait 1: the ability to withstand the negative impact in adversity
key trait 2: the ability to recover to the expected status after the adverse event

The first keyword, adversity, refers to adverse internal or external operating conditions (e.g.,
component faults, severe weather) or to challenging operational scenarios (e.g., tunnel driving for
GNSS-based localization). A CAV may be exposed to numerous adverse events, and it is
regarded as resilient when it overcomes the negative impact of such stressors and continues to
deliver, or even to optimize, its intended functionality. Prorok et al. [23] describe two principal
dimensions that delineate a stressor, namely whether it is stochastic or out-of-distribution, and
whether it is targeted. Stochastic stressors are pervasive but tractable through established
knowledge, as in the case of measurement noise, which can be characterized from prior
knowledge in the relevant field. Out-of-distribution stressors, by contrast, are disturbances that
the system has not been prepared for, such as those caused by unknown faults. Targeted stressors



usually affect particular subsystems or functions and can be goal-oriented, with adversarial
attacks against specific sensors or algorithms being representative examples. Broadly speaking,
adversity acts as the trigger that may cause significant functionality degradation if no
corresponding measure is taken to enable the system to adapt to the changing environment.

The second keyword, functionality, quantifies the performance of a designated function for
a given system (e.g., the localization accuracy of a positioning module). In general, system
functionality encompasses the specific tasks, operations, or activities that the system is designed
to carry out and reflects the system’s ability to deliver its intended functions against stated
requirements, as expressed by the system’s observable features and behaviors. In the resilience
discourse, Davis [27] defines functionality as the condition in which a system continues to
operate properly and to provide a regular and reliable service at, or as close as possible to, the
level delivered prior to the adverse event. Realizing the required functionality of a CAV requires
not only the full implementation of the necessary functions within each subsystem but also the
coordination, cooperation, and collaboration of all the subsystems and agents involved [23].
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Fig. 1 A typical performance curve of a system under a disruption, given a specific adverse event, which
forms the triangle of resilience characterized by its absorption and recovery phases.

The two key traits identified above capture how a system reacts to adversity, with the level
of specific functionalities serving as the natural metric. A representative performance curve that
traces the functionality of a system in response to an adverse event is sketched in Fig. 1. It
exhibits two distinct phases after the event, namely the absorption phase and the recovery phase.
The triangular shape of the curve is the origin of the term triangle of resilience, and its form
characterizes the response to a given pair of adversity and functionality. The first trait concerns
how a system reacts in the absorption phase, where a resilient system is expected to withstand the



negative impact of the adversity, to resist or accommodate the perturbation, and to preserve
functionality so as to avoid downtime. The second trait concerns the recovery phase, where a
resilient system should restore, return to, or recover at least its nominal performance after the
perturbation [16, 28], with explicit attention to mitigating the negative impact through
functionality optimization. Taken together, the two traits describe the capacity of a system to
maintain and optimize specific functions when faced with adversity and the associated
uncertainties.

Even though the two traits of withstanding and recovering are widely accepted, the
prevailing definitions of resilience in the CAV literature suffer from two persistent shortcomings.
First, they are typically domain-specific and qualitative, treating resilience as a desirable property
without offering a common basis for measurement or for cross-system comparison. Second, they
tend to merge the absorption and recovery phases into a single notion of “ability”, obscuring the
distinct mechanisms required for resistance versus for restoration. The functionality-centered
framework presented in the next section addresses both shortcomings by grounding resilience in
the formal structure of risk and by explicitly separating the two temporal phases of the system
response.

2.2 Functionality-centered definition of resilience derived from risk

Although some disagreement remains [29], it is broadly accepted that the concept of
resilience is intrinsically related to risk [30], or at the very least should be informed by it [15]. In
general, risk can be regarded as the combination of the severity and the likelihood of an undesired
outcome [31]. Risk expresses the possibility that an activity will produce unwanted consequences
[32]. Formally, risk can be described as a triplet composed of events 4, consequences C, and the
associated uncertainties U, as formulated in Eq. (1).

Risk =(4,C,U) (1)

It means that risk, related to given events A, is the consequences C and associated
uncertainties U. Here, the consequences C can be understood as the impacts that are considered
given events 4 and the associated uncertainties U [15, 33]. It is quantified and is inherently
related to safety, where a safe system can be understood as a system where risk is acceptably low
[34] or free from unacceptable losses.

As remarked previously, resilience is often described as an ability or a set of abilities to
achieve desired functionality in a specific environment given specific events, usually adverse.
Higher resilience of a system indicates that the system is more suited to maintain and recover the
desired functionality in adversity, hence, reducing negative consequences. As such, the measures
that attempt to enhance system resilience can also influence the consequences C. Hence, Logan e?
al. [15] argue that resilience should leverage the concept of risk instead of defining it as an ability
or a set of abilities:

The [un]resilience of a system equals the risk of [not] attaining the desired functionality,
over a specific time window, following an event.

This statement can be challenging to understand since the concept of risk is usually related
to undesirable, unwanted, negative consequences [31, 32, 35]. Nevertheless, the consequences of



an activity, as defined by Logan ef al. here, can be either positive or negative, as addressed in
another paper related to this issue [35]. The purpose of Logan et al. is to demonstrate the tight
correlation of these two concepts, and the authors then gave a corollary to clarify the connections
between risk and resilience, consistent with the definition of safety as acceptable risk [15]:

A system is considered resilient when the risk of failing to achieve the desired functionality
is judged to be acceptably low.

While Logan et al. [15] established the foundational link between resilience and risk, their
formulation remains at the conceptual level. It defines resilience as a type of risk but does not
specify how that risk should be tracked or managed in practice. Risk highlights the consequences
of being unable to deal with adverse events, while resilience focuses on specific functionalities to
handle adverse events [36]. Therefore, if resilience of CAV is considered, functionalities F
should be adopted instead of consequences C in Eq. (1) in the formalization of the concept of
resilience, i.e.,

Resilience = (A, F, U) (2)

In this context, resilience, relates to given adverse events A4, is the functionalities ' and
associated uncertainties U of a system. By substituting the abstract notion of
“consequences” C with the measurable construct of “functionalities” F, the framework anchors
resilience in observable performance indicators that can be monitored continuously over time.
Consequences are typically binary and observable only after an event concludes. Functionalities
are time-varying signals that reflect the system's state throughout the event. Furthermore, the
explicit retention of the adverse event 4 and the uncertainty U alongside the time-varying
functionality F' provides a structure that enables phase-aware analysis. While the framework
itself does not prescribe how to segment the temporal response, it naturally accommodates the
examination of how F evolves under 4 and U, including the distinct stages of degradation and
restoration that are empirically observed in resilient systems. This temporal perspective is
essential for diagnosing the root cause of insufficient resilience and for guiding targeted design
improvements.

It should be noted that not all system functionalities are directly safety-relevant. In this
work, F specifically denotes those core functions whose degradation or loss could lead to
unacceptable road vehicle safety risks in the sense of FUSA, SOTIF, or cybersecurity. Therefore,
as long as the uncertain functionality behavior in adversity does not generate unacceptably low
road safety risks, then that system is resilient. In this formulation, the dip in functionality during
adversity may elevate risk exposure. However, a resilient system maintains risk at an acceptable
level through one of two mechanisms: either the functional degradation is small, or the
degradation is larger but recovery is sufficiently rapid that cumulative risk remains bounded. The
(4, F, U) framework captures this dynamic by treating functionality /" as a real-time proxy for
risk: monitoring F over time enables proactive assessment of whether the system remains within
acceptable risk boundaries. The framework prompts the question: can the system maintain or
recover F quickly enough to keep risk acceptably low? This functionality-centered perspective
shifts the focus from static failure analysis toward dynamic risk containment, uniting fragmented



concepts such as robustness and recovery under a common objective: preserving essential
functionalities across all phases of an adverse event.

The formalization of resilience as (4, F, U) raises a natural question: how can this
framework be operationalized in practice? While the framework itself is conceptual, it provides
a structured lens through which quantitative evaluation can be developed. Specifically, the
functionality F' can be associated with one or more observable performance indicators that reflect
the degree to which the intended function is achieved over time. The temporal profile of such an
indicator, often represented as a performance measure, typically exhibits a phase of degradation
(absorption) followed by a phase of restoration (recovery), shown in 45! AR5 FHIR. .
From this profile, various quantitative metrics, e.g., cumulative functional deficit, recovery
duration, can be defined according to the application context [37, 38]. Regarding the uncertainty
dimension U, both measurement and modeling approaches have been extensively studied in the
literature. The choice of appropriate techniques depends on the nature of the adverse event 4 and
the available knowledge about the system. A detailed treatment of these methods is beyond the
scope of this conceptual paper, and interested readers are directed to recent surveys and
foundational texts in this area [39-44].

To compare resilience across different systems or design alternatives, the (4, F, U)
framework suggests a structured comparison along three dimensions: (i) the severity of
functional degradation under the same adverse event 4 (reflecting resistance), (ii) the speed and
completeness of recovery, and (iii) the sensitivity of F to irreducible uncertainties U. A system is
considered more resilient if it exhibits smaller functional degradation, faster recovery, and lower
sensitivity to uncertainty, given the same A. For systems with multiple critical functionalities,
aggregation can be performed via weighted combinations that reflect the relative safety criticality
of each function, or via multi-objective analysis when functionalities compete. The specific
aggregation approach is application-dependent and should be guided by safety requirements and
operational context.

2.3 Nexus between resilience and road vehicle safety

Road-vehicle safety, in this paper, refers to the condition in which road vehicles in use do
not impose unreasonable risks of injury or damage on people or property [4]. CAVs operate in
complex and dynamic environments in which FUSA, SOTIF, and cybersecurity risks are deeply
intertwined, and the motivation for developing the functionality-centered resilience framework
(4, F, U) within road-vehicle safety research is precisely to address the inherent complexity and
the interconnected risks of CAVs in a holistic way. In this subsection, the nexus between the
proposed framework and road-vehicle safety is elucidated by aligning the framework with the
three strands of road-vehicle safety, namely FUSA, SOTIF, and cybersecurity.

The events 4 in a CAV setting denotes the situations or stressors that a system may
encounter. They are variously labelled in the literature as disturbances, perturbations,
interferences, errors, anomalies, faults, threats, or trigger conditions, among others. Within
FUSA, the focus is on preventing or mitigating the impact of hazards produced by the
malfunctioning of electrical and electronic (E/E) systems, where the underlying stressors include
hardware/software faults, component ageing, and similar phenomena. Within SOTIF, attention



shifts to hazards that originate from functional insufficiencies of the intended functionality.
These insufficiencies are linked to many aspects and triggering factors, with representative
stressors including adverse weather, poor road conditions, and scenarios that exceed the response
capacity of a system. Cybersecurity, in turn, addresses the protection of information, networks,
and data against internal and external threats, with stressors that range across diverse
cyber-attacks and adversarial attacks. Bagchi et al. [45] summarize three common forms of
adverse events for autonomous systems: 1) faults or failures of hardware or software, including
bugs, ageing, misconfigurations, component faults, and system-level failures, 2) unexpected
inputs, where the system has to interact with the physical environment and humans and therefore
may receive unpredictable data, and 3) maliciously induced failures or security attacks
originating from outside the system. In the road-vehicle safety context, these three forms align
naturally with the FUSA, SOTIF, and cybersecurity strands. Specifically, CAV resilience
concerns adversity caused by faults and failures in FUSA, unexpected scenarios triggered by
activating conditions and the associated performance limitations in SOTIF, and attacks launched
against on-board or external assets in cybersecurity.

The consequences C, or the functionalities F, are inherently system- and context-specific.
As an illustration, a positioning system may fail to localize a vehicle inside a tunnel where GNSS
signals are unavailable. Because the intended functionality, namely the continuous and accurate
delivery of position information, is not preserved, such a positioning system is regarded as less
resilient and carries elevated risk in this scenario. The proposed functionality-centered
framework treats the functionality F as the direct proxy for road-vehicle safety, since the level of
risk is fundamentally governed by whether the core functionalities of the system remain within an
acceptable range under adversity and since any degradation of functionality translates directly
into elevated safety risk. The precise definition of the desired functionality differs across the three
road-vehicle safety domains. In broad terms, FUSA and SOTIF emphasize the full realization of
the foundational functions of a CAYV, including perception, localization, planning,
decision-making, control, and intra- and inter-vehicle communication. Within FUSA, F refers to
the correct execution of the functions of the electrical and electronic systems. Within SOTIF, F
extends beyond the component level to the holistic performance of the vehicle in complex
scenarios, such as the maintenance of adequate situational awareness under adverse weather.
Within cybersecurity, F' relates to the confidentiality, integrity, and availability of data and
communication channels, for instance ensuring that V2X messages cannot be spoofed and that
in-vehicle network traffic remains uncompromised. Despite these domain-specific definitions,
the underlying resilience principle remains uniform: to sustain the required level of ¥ under the
corresponding adverse events 4 and the associated uncertainties U.

Uncertainty is a central concept for both risk and resilience. The formal definition of risk
given above can be understood as adding the uncertainty dimension U to the events 4 and the
consequences C [46]. More directly, ISO defines risk as the effect of uncertainty on objectives
[47]. It is the uncertainty surrounding the events 4 and the consequences C that gives rise to the
risk of the system failing to attain the desired functionality over a specific time window following
the event. Resilience can be understood analogously, by adding the uncertainty dimension U to
the events 4 and the functionalities F. It is the uncertainty on 4 and F that shapes the resilience of



a system. Across the three domains (FUSA, SOTIF, cybersecurity), uncertainties U aggravate
risk by (1) increasing the unpredictability of events (the 4 component of the triplet), (2) obscuring
the pathways of consequences (the C component), and (3) complicating the assurance of
functionality (the F' component of the triplet). Resilience is therefore achieved by trimming
epistemic uncertainty through domain-specific hardening while tolerating irreducible aleatory
uncertainty by means of safety margins. Specifically, FUSA concentrates on mitigating risks
from systematic or random hardware/software failures, and uncertainty in this domain stems
from stochastic faults/failures and from gaps in diagnostic coverage (e.g., latent faults that escape
detection because of unanticipated inter-component interactions). The uncertainty U in FUSA
therefore centers on the unpredictability of fault occurrence and of diagnostic efficacy, and is
typically bounded by redundancy. SOTIF addresses hazards from non-faulty performance
limitations, and key uncertainties arise from the dynamic and complex environment, from
algorithmic opacity (limited generalizability and explainability), and from unexplored
operational scenarios. The uncertainty U in SOTIF reflects the inadequacy of intended
functionalities and the gaps in scenario coverage, and is addressed by iterative validation through
simulated edge cases and the operational design domain (ODD).

Overall, the (4, F, U) framework is well-aligned with the three strands of road vehicle safety,
summarized in Table 2. The proposed functionality-centered resilience framework provides a
unified, risk-based approach to resilience that spans all three safety domains, reflected primarily
in the following aspects:

1) Integrating diverse domains of road vehicle safety: It bridges FUSA (component
faults), SOTIF (functional insufficiencies due to triggers), and cybersecurity (malicious attacks)
under a common structure, where A4 captures various types of adverse events, F' serves as the
universal functionality metric, and U acknowledges the epistemic and aleatory uncertainties in
each domain.

2) Enabling dynamic risk containment: Instead of static failure analysis, the framework
treats functionality (/) as a real-time proxy for risk. Fluctuations in F directly reflect risk levels,
allowing proactive measures (e.g., redundancy activation, adaptive algorithms) to maintain
functionality within an acceptably low-risk envelope.

3) Unifying fragmented concepts: It consolidates traditionally siloed attributes, e.g.,
robustness, recovery, fault-tolerance, adaptability, and among other (see discussion in Section
4.1), under the overarching goal of functionality preservation, providing a common benchmark
for evaluating resilience strategies across CAV subsystems.

To summarize, the functionality-centered resilience framework transforms road vehicle
safety research from separate hazard-mitigation efforts into a holistic, functionality-driven
pursuit of resilience, essential for achieving safety and trustworthy CAV deployment in
real-world environments. In the next section, related works of resilience will be reviewed in
terms of FUSA, SOTIF, and cybersecurity, respectively, to showcase how resilience strategies
are structured to address specific adverse events (4), the maintaining functionalities (), and the
managing of respective uncertainties (U).



Table 2 Alignment of the (4, F, U) framework with FUSA, SOTIF, and cybersecurity.

Issue Adverse events (4) Functionalities (I) Uncertainties (U) Nexus
The framework directly supports
unpredictability in FUSA by focusing on maintaining
faults or failures of core functions of fault occurrence, and recovering core functionalities
FUSA hardware/software electronic and propagation, and despite component faults, through
components software systems diagnostic coverage, strategies like fault diagnosis,
etc. fault-tolerance, and prognostic
health management
The framework addresses SOTIF
. . environmental by emphasizing functionality
trigger conditions . .. R . .
both basic and holistic ~ variability, preservation under uncertain
(e.g., adverse weather, . o . . .
. system functions (e.g., algorithmic triggers, enabling resilience
SOTIF complex scenarios) L Lo . .
. situational awareness,  limitations, and through scenario analysis,
that cause functional .. . ..
. L decision-making) unanticipated performance boundary
insufficiencies . . X . . .
interactions, etc. identification, and adaptive
responses.
. The framework enhances cyber
security-related g o S
functions like threat mutability, resilience by prioritizing the
cyber threats (e.g., - attack maintenance of security
. confidentiality, . o . .. .
Cybersecurity  spoofing, DoS attacks, integrity, and unpredictability, and  functionalities under adversarial
data injection) ey, systemic conditions, using encryption,
availability of data and e ) . . .
systems vulnerabilities, etc. intrusion detection, and adaptive

countermeasures.

3 Structured review and critical assessment of CAYV resilience from a

road-vehicle safety perspective

Building upon the formalized risk-based resilience framework (4, F, U) and its nexus with
road vehicle safety through FUSA, SOTIF, and cybersecurity, recent advances in CAV resilience
research are structurally investigated. This section critically examines how resilience strategies
manifest across these three critical safety domains, structured according to the triplet dimensions.
Concrete implementations of resilience mechanisms are explored, highlighting desired
functionalities (F), addressed stressors (A4), and associated uncertainties (U), to assess both the
progress made and the significant opportunities that remain for enhancing system-wide resilience
in CAVs. This structured review serves to operationalize the theoretical framework while
identifying gaps for future research.

3.1 CAYV Resilience given FUSA Background

As already noted in Section 2.3, FUSA is concerned with the absence of unreasonable risks
that result from malfunctions of E/E systems. In this setting, the desired functionality F is defined
as the correct operation of the electronic and software components, and resilience is aimed at
preserving these functionalities in the presence of component faults or failures. Fault diagnosis,
fault-tolerance measures, and prognostic health management (PHM) constitute the most widely
deployed countermeasures against the negative impact of faults and failures in electronic and
software components. The meanings of fault diagnosis, fault-tolerance, and PHM are
summarized in Table 3. From the discussion of fault diagnosis, fault-tolerance, and PHM, the
following points can be drawn.



1) Fault diagnosis emphasizes the detection and analysis of the characteristics of the adverse
factors to provide required information for subsequent measures (e.g., active fault-tolerance
measures, PHM measures).

2) Fault-tolerance is another important facet of system resilience. Passive fault-tolerance is
akin to robustness in that it emphasizes resisting the adverse effects of known faults or
disturbances and maintaining basic functionality. Active fault-tolerance, in contrast, improves
the adaptability of a system in the presence of faults/failures by exploiting the information
provided by the fault diagnosis module, so that functionality can be progressively recovered after
faults/failures have occurred through active reconfiguration of the system.

3) PHM can be regarded as the integration of preventive measures for functionality
maintaining, which emphasizes improving the functionality of the system itself to avoid possible
hazards.

Table 3 Illustration of fault diagnosis, fault-tolerance, and PHM [9].

Concept Illustration

- The activity of identifying which faults or failures occur and in which components or subsystems,
comprising three core tasks: fault detection, fault isolation, and fault identification, with the goal of
supplying actionable information about the faults or failures [48].

- Fault detection: monitoring the status of the relevant systems and detecting any malfunctions or faults that
appear in them.

- Fault isolation: locating the faulty components or subsystems, or the faulty variables in the monitored
process [49].

- Fault identification: determining the type, severity, and/or root causes of the faults [49].

Fault diagnosis

- The capacity of a system to keep operating despite the presence of faults [50], where the system can
automatically compensate for the impact of faulty components while preserving the intended functionality
at the desired level of overall performance [51].

- Passive fault-tolerance: design-time measures aimed at robustness enhancement, where the system is
pre-engineered to withstand predefined faults.

- Active fault-tolerance: runtime measures that adapt the parameters and structure of the system, select
appropriate strategies, and schedule available resources to compensate for the impact of an occurred fault,
based on the fault/failure information supplied by the fault diagnosis module.

Fault-tolerance

- A holistic approach to managing the health and maintenance of components, equipment, and systems

Prognostic health throughout their lifecycle, in order to: 1) detect equipment and process anomalies, 2) diagnose degradation
management states and faults, 3) predict the future health state of the system, estimate its remaining useful life (RUL),
(PHM) and anticipate potential failures, and 4) take proactive measures to prevent or mitigate the negative impact

of functional degradation [52, 53].

Related works on fault diagnosis, fault-tolerant control, and PHM for CAVs have been
surveyed in an earlier paper [9], and the concept of fault-tolerant control is here extended to a
more general notion of fault-tolerance. Given that fault-tolerance is tightly coupled with
resilience in the face of faults under the FUSA background, the remainder of this subsection
briefly discusses fault-tolerance in CAV applications. In abstract terms, a CAV can be modelled
as a feedback control system that gathers the status information of the ego-vehicle and the
situational information of the surrounding environment and then adjusts the system states
through decision-making algorithms on the basis of the available information, as illustrated in Fig.
2. In this context, faults can originate from data sources, actuators, and the object/process in
operation [54]:

Faults originate from data sources: the data gathered have substantial errors and cannot
represent the real status of the object/process being observed.



Faults originate from actuators: the actuators failed to adjust the states of the object/process
in operation as expected.

Faults originate from the object/process in operation: the dynamic input/output properties of
a system change owing to this kind of fault.

—O—» Actuators ——> Object/Process —— Data sources
Expected I

performance]

Observation of the
system and the
environment

Decision-making
results

Decision-making algorithms <

Fig. 2 A simplified CAV system architecture from a feedback control perspective.

Designing fault-tolerance strategies in operation demands domain-specific expertise in the
mechanical structure and the electrical and electronic (E/E) architecture of the vehicle, and most
fault-tolerance research on CAVs therefore concentrates on these two aspects. Redundancy is one
of the cornerstones of fault-tolerance, alongside diversity and independence. For faults that
originate in data sources such as on-board sensors and V2X links, the priority is to safeguard data
quality through redundancy. Common remedies include multi-source data fusion [55-59] and
system-state prediction (e.g., leveraging redundancy supplied by vehicle kinematic/dynamic
models and similar sources) [60—62]. For faults that originate in actuators, the priority is to
compensate for the degraded or faulty actuation through redundancy [63—-67].

The above illustration on fault diagnosis, PHM, and fault-tolerance is insightful and
instructive for the resilience research of CAVs in the face of component faults/failures, and these
techniques are deployed for CAV resilience enhancement given the FUSA background, shown in
Table 4. Most of these works focused on the functionality resilience of specific subsystems
against faults or failures [68-72], and some works further extend the resilience research to the
case of cooperative driving of a group of CAVs, primarily tackling with the negative effects
caused by communication failures [14, 73]. Most of the works highlight the strategy design for
resilience enhancement against faults or failures, but only some of them clearly define the
concept of resilience [14, 69, 71, 72]. Connotations of resilience in several works are ambiguous
and reminiscent of robustness or fault-tolerance [68, 70, 73]. These works emphasized the
functionality enhancement of specific systems in response to faults or failures, but few of them
studied the characteristics of specific adverse events and involved uncertainties. Thus,
pinpointing the concept of resilience should be the primary work in future studies for system
resilience in CAV applications given the FUSA background, and paying attention to the
characteristics of specific adverse events (e.g., faults, failures, errors, etc.) and involved
uncertainties will facilitate the strategy design for resilience enhancement and mitigate FUSA
risks.



Table 4 Some recent advances in resilience given FUSA background for CAV applications.

Work Desired functionality (F) Stressors (4) Uncertainties involved (U)

. . - . . . rtai i ti t
Monteuuis fundamental perception ability perception failures, threats against the uncertainty in perception data,
68] of a CAV perception system vehicle operating environment,

and various threats
. required functionality of uncertainty in sensor
Moosavi et . .
al. [69] multiple sensors for autonomous  sensor failures measurement, sensor health
) driving uncertainty

Leach et al. . faults, software errors, system failures, uncertainty of the embedded

secure operation of the software . . )
[70] cyberattacks, or environmental changes  systems and failure scenarios
Wan et al. required functionality of an uncertainty of various faqlts and

faults, random errors errors, and their propagation
[71] autonomous system
process

required functionality of a CAV ~ component or system-level failures,

Krecht et al.  like perception, localization, factors that can cause physical damage . . .
) 0 . o . uncertainty of failure scenarios

[72] planning, decision-making, or malfunctions in electronic and

control, etc. mechanical components
Fang et al. platoon oscillation dampening . . . . uncertainty of the status of the

. o termittent link fail .

[14] and string stability fntermitient i fatfures V2X links

formation keeping, individual uncertainty in the heterogeneous
Liuet al. vehicle stability, and string heterogeneity of vehicles, vehicle parameters,
[73] stability for autonomous vehicle =~ communication failures communication failures, and

platoons

measurement noise

Critical Assessment. The works reviewed above demonstrate that resilience strategies in
the FUSA domain are relatively mature, with fault diagnosis, fault-tolerance, and PHM being
well-established methodologies. However, several limitations persist. First, maturity and
scalability: While fault-tolerance for individual subsystems is well-studied, holistic resilience at
the vehicle level, i.e., integrating multiple fault sources across perception, planning, and control,
remains underexplored. For instance, Monteuuis [68] proposes a perception resilience framework
but limits evaluation to specific failure modes. Krecht et al. [72] discuss military UGV resilience
conceptually but do not provide scalable algorithms. The computational overhead of real-time
fault diagnosis and reconfiguration also poses scalability challenges for deployment on
resource-constrained automotive platforms. Second, validation rigor: The majority of studies
rely on simulation-based validation, and real-world testing under injected faults is rare due to
safety and cost constraints. Leach et al. [57] is a notable exception, reporting practical experience
with a trusted and resilient AV framework, though the evaluation is qualitative. Third, treatment
of uncertainty: Most works assume known fault models and treat uncertainty as bounded
disturbances or Gaussian noise without empirical validation of these assumptions. Fourth, phase
coverage: The reviewed works predominantly address the absorption phase (robustness against
faults) but seldom evaluate recovery dynamics, i.e., how quickly and completely functionality is
restored after fault occurrence. Only Fang et al. [14] explicitly considers recovery validation.
This leaves an important gap in understanding full-event-phase resilience.

3.2 CAV resilience from SOTIF perspective

As already mentioned in Section 2.3, SOTIF targets hazards arising from functional
insufficiencies of the intended functionality, as well as from reasonably foreseeable misuse. Here,
functional insufficiency denotes the incomplete specification or insufficient implementation of
the intended functionality, where the resulting risk is unreasonable [6]. SOTIF can be viewed as a
complement, or extension, of FUSA, and it is particularly relevant in autonomous-driving
applications, where it addresses the safety of the vehicle behavior under normal operation and



under reasonably foreseeable misuse, rather than only under explicit failures or malfunctions [74].
The SOTIF concept conveys the expectation that a system should perform as intended under
diverse conditions and use cases, including hazards caused by design deficiencies or by
performance limitations. This in turn requires the system to handle complex scenarios, to fuse
information from multiple sources correctly, and to respond to unexpected events in a way that
avoids potential hazards [75]. Consequently, under the SOTIF lens the desired functionality is
defined not only at the level of individual modules or subsystems but also at the level of the
holistic system, and resilience here emphasizes the preservation of the holistic functionality in the
face of the factors and events encountered during operation, such as unfavorable weather and
complex driving scenarios. According to Wang et al. [76], SOTIF concerns can be decomposed
into two essential aspects, namely trigger conditions and performance limitations. Trigger
conditions denote specific scenarios or events that can activate latent functional insufficiencies of
a system, including environmental factors, user behavior, system performance limits, and other
elements that may push the system into hazardous behavior. Performance limitations refer to the
inherent boundaries or constraints of a system’s capabilities that may prevent it from functioning
as intended under certain conditions. Risks in the SOTIF background derive from the uncertainty
of the trigger conditions and the uncertainty of performance limitations in specific scenarios or
certain conditions, leading to the uncertainty of the consequences. Antona-Makoshi et al. [77]
directly define trigger conditions as the events that cause risks. System resilience in the context of
SOTIF is the complement to the mentioned risks of the system not achieving desired
functionality, during a specific time, following specific threats. Therefore, studies on resilience
given SOTIF background should highlight the analysis of trigger conditions and performance
limitations in specific scenarios or certain conditions. Analysis of trigger conditions facilitates to
understand under what circumstances a system may fail, for instance, adverse weather conditions,
sensor contamination, electromagnetic interference, and other factors that degrade the
performance or lead to improper actions by the system, and taking corresponding measures to
operate safely as intended. Performance limitations are tightly related to scenarios and arise due
to various triggers, and Kinalzyk [78] regarded trigger conditions as causes for performance
limitations and functional insufficiencies. Some of these triggers are illustrated in Table 5.

Functional insufficiencies vary across CAV systems, so that trigger conditions are
inherently system-dependent. Fig. 3 illustrates the chain through which a trigger condition can
eventually lead to an accident, in which the concept of hazard plays a central role. Within ISO
21448, hazard denotes a potential source of harm caused by hazardous behavior at the vehicle
level [6]. Zhu et al. [81] describe hazardous behavior under ISO 21448 as an external, observable,
and unintended vehicle behavior, and hazardous event as an incident in which a hazardous
behavior of the ego vehicle, combined with specific scenario conditions, brings a hazard into
reality. This chain highlights the pivotal role of trigger conditions in SOTIF studies, with existing
solutions for trigger-condition identification grouped by Zhu et al. [81] into knowledge-driven,
data-driven, and combined approaches. Knowledge-driven approaches draw on the expertise and
experience of domain specialists [82], and representative methods include hazard analysis and
risk assessment (HARA) [83, 84] and system-theoretic process analysis (STPA) [85].
Data-driven approaches rely on data collected from the real world [86, 87] and require diverse
naturalistic driving data sets covering accidents and near-miss incidents.



Table 5 Some triggers that may lead to performance limitations, given SOTIF background [76, 79-81]

Trigger

Illustration

Sensor limitations

The range, accuracy, or resolution of sensors may not be sufficient to detect or interpret the
environment correctly in all situations.

V2X limitations

Limitations on V2X ability can lead to a lack of situation awareness and trigger potential
hazards.

Data quality and integrity

Poor data quality or integrity issues can be a trigger condition for SOTIF concerns for those
applications that rely on high-quality data.

Dataset bias

Bias in the data used for training and validation can cause the system to perform suboptimally
in real-world scenarios.

Actuator capabilities

The physical components that execute actions, such as motors or brakes, may have limitations
in their speed, force, or precision.

Algorithmic constraints

The algorithms used for processing sensor data and making decisions may have limitations in
their logic or capability to handle complex or unexpected scenarios.

Computational source
limitations

The system may lack the necessary computational resources to process information quickly
enough to respond to dynamic situations.

Hardware and software
reliability

The system may have bugs or defects that affect its performance, or hardware may fail or
degrade over time.

System integration

The way different components of the system work together may introduce limitations, such as
delays in data transmission or integration deficiencies.

Human-machine interface

Limitations in how information is communicated to the user or how user inputs are
interpreted can affect system performance.

Environmental conditions

The system may not perform expectedly under adverse environmental conditions, like

extreme temperatures, bad illumination, adverse weather conditions, and among others.

The state of the roads, including wet, icy, or uneven surfaces, can impact the stability and

Road conditions control of CAVs, potentially leading to safety incidents.

High-density traffic, merging lanes, or construction zones can present complex situations that

Complex traffic scenarios challenge the decision-making capabilities of the CAV system.

Unexpected behaviors of other
traffic participants

The behaviors of other road users or objects that are not in line with expected patterns can
trigger SOTIF issues if the system does not respond appropriately.

The system may be designed to follow certain ethical principles or legal regulations that

Ethical and legal constraints . .
constrain its actions or responses.
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Example: the crash accident of Tesla Model S happened in Florida in 2016

Ego vehicle saw a white truck® against a bright sky® and mis-recognized the white
truck as a cloud in the sky®. Thus, it did not start the brake® in this situation® and drove
'straight to the truck®. As a result, a fatal road traffic accident happened®.

Fig. 3. Demonstration of the chain from trigger conditions to accidents given SOTIF background.

The above investigation on the common triggers that can result in performance limitations in
CAYV applications and the demonstration of the chain from trigger conditions to accidents inspire
resilience research from the SOTIF perspective. Recent advances in literature that involve CAV
resilience given the SOTIF background, listed in Table 6, further verified the key roles that
trigger conditions play in resilience enhancement (see the third column). Functionality of specific
systems [88-91] and situation awareness of the operating conditions [92-96] are two fundamental
focuses for SOTIF risk mitigation and resilience enhancement, no matter for an individual
intelligent vehicles or for a group of CAVs of cooperative driving [97-100]. There also exists the
problem of ambiguity for the concept of resilience in several works [88-90, 97, 98]. It should be
noted that SOTIF risks tightly depend on trigger conditions, i.e., specific scenarios or events that
can activate the potential functional insufficiencies of a system, while it is the unanticipated
interaction of a multitude of events that results in the unexpected behaviors or results [10],
leading that there involve numerous adverse events and various types of uncertainties given



SOTIF background. Therefore, research on resilience in the context of SOTIF can be quite
challenging since some adverse events can be unknown and unpredictable, leading that the
potential SOTIF risks are difficult to capture and the involved uncertainties are hard to describe
(see discussion in Section 4.2).

Table 6 Related works on resilience given SOTIF background for CAV applications.

Work Desired functionality (F) Stressors (4) Uncertainties involved (U)
. i tionality of th . tai fthe h
Grimm et required functionality of the malfunctions of software or hardware, uncertainty of the ardware,.
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Angskog et vehicular electronic systems intentional electromagnetic . . .
. . impact of the intentional
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[90] e.g., obstacles actions uncertainty
Hajdu et required functionality of the adverse factors in a military M mpdellmg complexlty,
) uncertainty of the military
al. [91] software or hardware environment )
environment
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Pirani et al.

operational stability of a vehicle
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[99] in a platoon anomalies and vehicle model
Khan et al. latoon string stabili sustained communication delays and uncertainty in the communication
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Critical Assessment. Resilience research in the SOTIF domain is less mature than in FUSA,
reflecting the inherent difficulty of characterizing trigger conditions and performance limitations.
Key observations from the reviewed literature include: Maturity and scalability:
Knowledge-driven approaches (e.g., HARA, STPA) are systematic but labor-intensive and may
miss unknown triggers. Data-driven approaches can uncover hidden scenarios from naturalistic
driving data but require vast, diverse datasets that are expensive to acquire and annotate. The
scalability of SOTIF resilience strategies to the long tail of rare but critical scenarios remains an
open challenge. Validation rigor: Validation is predominantly simulation-based, with a growing
emphasis on scenario-based testing. However, the fidelity of simulated sensor models and
environmental conditions often limits the transferability of results to real-world operation.
Exceptions include Rojas et al. [93, 94] and Patil et al. [95], the former demonstrate real-vehicle
tests of resilience assessment for lateral path tracking and lane-keeping, and the latter report
real-vehicle tests for lane detection under hazardous conditions. However, these tests cover only
a limited set of pre-defined scenarios and are not easily generalized. Treatment of uncertainty:
Epistemic uncertainty is central to SOTIF, yet few works quantify it explicitly. Most studies



identify trigger conditions but do not estimate the confidence or bounds of system performance
under those conditions. Exceptions include Peng et al. [79], who propose an online SOTIF
entropy metric, but such quantification is not yet mainstream. The epistemic uncertainty inherent
in trigger conditions and system limitations is acknowledged but not formally
characterized. Phase coverage: Similar to FUSA, SOTIF studies emphasize the identification
and mitigation of triggering events but rarely assess recovery behavior. The temporal dynamics
of how a system returns to safe operation after a SOTIF-related degradation are largely neglected.

3.3 CAV resilience under cybersecurity considerations

Cybersecurity denotes the practice of safeguarding networks, devices, programs, and data
against various cyber threats, with the explicit goal of ensuring the confidentiality (protection of
data against unauthorized access and disclosure), integrity (preservation of the accuracy and
completeness of data), and availability (assured access of authorized users to the required
resources) of information and systems in the face of threats [101]. In the cybersecurity context,
the desired functionality is therefore expressed in terms of these three properties, and resilience
here amounts to maintaining the confidentiality, integrity, and availability of information and
systems to a satisfactory extent under cyber threats and to recovering, or even strengthening,
these properties once an adverse event has occurred. According to Eq. (1), the cyber risks arise
from the uncertainty surrounding the threats, the system itself, and the various interactions among
these factors, leading to uncertainty in the final consequences when faced with diverse cyber
threats. From the resilience perspective, cybersecurity resilience is the complement to the risk of
the system failing to achieve the desired functionality, over a specific time window, following a
given threat. Numerous works have examined cyber threats against CAV applications [8, 9, 102—
123]. Several commonly observed attack surfaces (the specific attack points through which
adversaries attempt to compromise vehicle security) and attack types are summarized in Table 7
and Table 8, respectively, drawing on recent CAV cybersecurity surveys. Han et al. [114]
systematically enumerate the principal security threats as false data, information theft, privilege
escalation, blocked communication, and time delay. Qurashi et al. [121] categorize resilience
techniques in the cybersecurity context into method-based and model-based approaches. The
former focus on enhancing cybersecurity mechanisms and the latter on strengthening the
system’s resilience through modelling and analysis. Niroumand et al. [116] proposed a
generalized attack function z, formulated as

(.ym’hm’km’Cm7')(:;1192;1171’lm7}/';/;131‘;/,1)é ﬂ-(y7h)kﬂcaxaz)u9r7t) (3)

in which the authors show that cyber-attacks can alter the system output y, the controller behavior
h, the decision-making result k, the communication channel ¢, the system states x, the sensory
information (observation) z, the control signal u, the reference signal », and the time ¢, with
superscript “m” denoting the modified counterparts. For example, the false data injection attack
(a member of the data-falsification family) targeting the state x can be expressed by Eq. (4), using
Eq. (3) as the basis:

7 (x,t)=x(t)+¢.(¢) (4)

where &x(¢) represents the false data injected into the system states. Similarly, spoofing attack
function 7z can be formulated by Eq.(5) in terms of Eq.(3):



7, (z,t)=z(t)+&,(1) (5)

where ¢-(¢) represents the false data injected into the observations provided by the sensors.

Table 7 Several attack surfaces in CAV applications.

Attack surfaces

Illustration

Sensors

Exteroceptive sensors like cameras, LIDAR, radar, and ultrasonic sensors used for environmental
perception, and proprioceptive sensors like localization sensors (e.g., GNSS receiver), inertial sensors,
wheel speed sensors employed for system status monitoring, are vulnerable to attacks that can affect
the vehicle’s ability of situation awareness and state assessment.

Actuators

Components like throttle control, steering, and braking systems can be compromised to manipulate the
vehicle’s physical behavior.

In-vehicle networks

In-vehicle networks such as the Controller Area Network (CAN), which connect various Electronic
Control Units (ECUs), can be attacked, leading to compromised control, physical damage, breaches of
data integrity, service disruption, privacy violations, and similar consequences.

Telematics units

These units, which link vehicles to cellular networks and the Internet, can be compromised through
Bluetooth, Wi-Fi, or cellular connections, allowing attackers to penetrate the vehicle’s internal
network.

V2X networks

V2X communication systems can be targeted to disrupt the exchange of information and control
commands.

Edge computing and
cloud infrastructures

Since CAVs rely on edge and cloud computing for processing and data storage, these infrastructures
can be targeted for cyber-attacks and further impair the cybersecurity of CAVs.

Machine learning
models

The machine learning algorithms in CAVs can be targeted with adversarial attacks that aim to deceive
the Al systems into making incorrect decisions.

On-board diagnostics

The OBD port is a common physical access point that can be exploited to intercept data, inject

(OBD) port malicious data frames, or even modify the software embedded in the vehicle’s ECUs.
. Over-the-Air (OTA) firmware updates can be exposed to attacks involving the interception,
Firmware . . L -
modification, or injection of malicious firmware.
Table 8 Several attack types in CAV applications.
Attack types Meaning

Injecting false data into sensor observations to manipulate the vehicle’s

Sensor attacks

Spoofing attacks

perception of its environment.

Jamming attacks

Overwhelming sensors with noise or interference, impairing their ability to detect
objects or receive signals.

Blinding attacks

Temporarily or permanently disabling sensors, particularly cameras, with intense
light sources.

In-vehicle
network attacks

CAN bus attacks

Dropping data packets to disrupt network communications.

ECU compromise

Compromising Electronic Control Units through various means, including
physical access or network vulnerabilities.

External
communication
network attacks

Man-in-the-middle
(MitM) attacks

Intercepting and altering communication between vehicle components or external
entities.

Denial of service (DoS)
attacks

Disrupting the availability of communication services by overwhelming the
network with traffic.

Sybil attacks

Creating multiple fake identities to manipulate consensus or reputation systems.

Impersonation attacks

Masquerading as legitimate entities within the network to inject false information
or commands.

Blackhole attacks

Dropping data packets to disrupt network communications.

Firmware and
software attacks

Firmware manipulation

Altering or replacing firmware during OTA updates in order to introduce
malicious functionality.

Malicious code
injection

Injecting malware or viruses into the vehicle's software to gain control or disrupt
operations.

Physical access
attacks

OBD port attacks

Exploiting the OBD port for unauthorized access to vehicle systems.

Hardware tampering

Physically altering or manipulating hardware components to cause malfunctions
or introduce vulnerabilities.

Machine
learning and Al
attacks

Adversarial attacks

Using specially crafted inputs to deceive machine learning models, leading to
incorrect decision-making.

Data poisoning

Corrupting the training data of Al systems to affect their behavior or performance.

Side-channel attacks

Exploiting information leaked through side channels, such as power consumption
or electromagnetic emissions, in order to infer cryptographic keys or other
sensitive data.

Replay attacks

Recording and retransmitting valid data packets to deceive the system.

Data falsification

Altering or injecting false data into the vehicle’s systems to cause misbehavior.

Timing attacks

Exploiting the timing of cryptographic operations or system responses in order to
extract sensitive information or to manipulate system behavior.




The summary of the characteristics for attack surfaces and attack types adds prior knowledge
on the commonly seen cyber threats in CAV applications, decreasing the epistemic uncertainty of
potential adverse events (corresponding to the events A defined in the triplet by Eq. (1) and Eq.
(2) in the context of cybersecurity, so that countermeasures can be pertinently designed and
employed to deal with these cyber threats and enhance system resilience. Some countermeasures
are concluded based on the surveys or reviews on cybersecurity in CAV applications [8, 9,

102-120], shown in Table 9.

Table 9 Several countermeasures for guaranteeing cybersecurity in CAV applications.

Countermeasures

Illustration

Encryption and
cryptographic techniques

Using symmetric and asymmetric encryption methods to secure data transmission and storage,
preventing unauthorised access, and safeguarding data integrity.

Intrusion detection

Deploying signature-based and anomaly-based detection systems in order to identify and respond
to malicious activities by comparing traffic against known attack signatures or detecting
anomalous behavior.

Multi-factor authentication

Implementing multi-factor authentication mechanisms to add layers of security, making it more
difficult for attackers to gain unauthorised access.

Secure communication
protocols

Developing and using secure communication protocols for in-vehicle networks.

Secure OTA

Ensuring secure OTA updates for firmware and software with integrity checks, authentication,
and encryption to prevent firmware tampering and control override attacks.

Role-based access control
(RBAC)

Applying RBAC to limit access to sensitive vehicle systems, ensuring only authorized entities can
perform critical operations.

Physical security measures

Enhancing the physical security of components like OBD ports to prevent unauthorized physical
access and tampering.

Network Segmentation and
Isolation

Segmenting vehicle networks to limit the spread of attacks and isolating critical systems from less
critical ones.

Security audits and
penetration testing

Regularly conducting security audits and penetration tests to identify vulnerabilities and test the
effectiveness of defence mechanisms.

Formal verification methods

Employing formal verification methods to mathematically prove the correctness of security

mechanisms and identify potential vulnerabilities during the design phase.

Creating real-time threat profiles in order to enable deeper analysis and provide greater

Threat profiling transparency for dealing with uncertain system behaviors and common security problems.

Developing and adhering to industry standards and regulations for automotive cybersecurity, such

Standards and regulations as ISO/SAE 21434,

The attack surfaces, attack types, and countermeasures surveyed above provide informative
and insightful viewpoints of the resilience studies, given the background of cybersecurity in CAV
applications. Items listed in Table 10 are several recent advances of CAV cyber resilience in
literature, involving the functionality of basic CAV systems [124-126], functionality of the
communication network [127, 128], the resilient strategies of maintaining cooperative driving
against the threat of cyber-attacks [129-134], and cyber resilience of CAVs in traffic and
transportation backgrounds [135-138]. Some works consider to establish the dimensions to
describe and evaluate resilience in the background of cybersecurity. For example, in [139], a
method for evaluating the cybersecurity risks associated with CAVs was proposed, where the
method incorporated cyber resilience into the risk assessment process by introducing criteria
including probability (of adverse events), impact (of adverse events), exposure (of the system in
threats) and recovery. Some scholars also studied the trust model to enhance resilience against
cyberattacks, which involves the analysis of critical nodes or links, like the works conducted by
Wang et al. [140] and Ahmad et al. [141]. Most of the works above illustrate the strategies to
enhance cyber resilience but fail to clearly define the concept of resilience in specific applications.
Besides, the word “resilience” (or “resilient”, “resiliency”, etc.) is often misused with
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“robustness”, “resistance”, “recovery”, “fault-tolerance”, and among others. In regard to adverse



events in the context of cybersecurity, most of the works above analyzed the types and

characteristics of attacks in detail and proposed corresponding strategies in response to the

adversity. Nevertheless, studies on the involved uncertainties should be further and structurally
investigated to provide insights for cyber resilience enhancement.

Table 10 Some recent advances in cyber resilience in CAV applications.

Work Desired functionality (F) Stressors (4) Uncertainties involved (V)
Wane ef al. uncertainty of vehicle models,
[12 4]g ) tracking a desired path intermittent DoS attacks ~ DoS attacks, and vehicle

operations

Qurashi et al.
[125]

safety operation and required functionality of a
CAV like perception, localization, planning,
decision-making, control, etc.

cyber-attacks

uncertainty of data availability
and quality, attacks, and
environmental factors

Ayrault et al.
[126]

quality of service of the embedded systems

cyber-attacks

uncertainty of input parameters
and various types of attacks

Li et al. [129]

individual vehicle stability and string stability
for autonomous vehicle platoons

actuator attacks

uncertainty of actuator attacks,
communication delay, and
system disturbance

Caiazzo et al.
[130]

individual vehicle stability and string stability
for autonomous vehicle platoons, safe
inter-vehicle spacing, and speed
synchronization

DoS attacks and
communication delays

uncertainty of communication
delay and DoS attacks

individual vehicle stability and string stability

uncertainty of the vehicle states,

etal. . . . . )
[(iz 1] for autonomous vehicle platoons, collision intermittent DoS attacks ~ measurement noise, and status
avoidance of the leader
D, . . uncertainty of malicious vehicle
Safi et al. o . : malicious agents in a .
consensus on longitudinal position and velocity . behavior, network topology,
[132] network of vehicles .
and communication delays
Khoshnevisan  COnSensus on velocity/acceleration and deception attacks and unknown vehicle nonlinearities,

and Liu [133]

maintaining safe inter-vehicle distances for
heterogeneous platoons

external disturbances

uncertainty of the deception
attacks and disturbance

individual vehicle stability and string stability

Wei et al. for autonomous vehicle platoons, safe FDI attacks uncertainty ofthe.FDI attacks
[134] . . ) and human behaviors
inter-vehicle spacing
uncertainty of various attacks
Mahbub et al. reliable in-vehicle communication spooﬁng, replay, and and the coupling of different
[127] side-channel attacks
components and subsystems
Vo R T w Y pusand pion i) ot ol
[128] ; > platoons, quality attacks » €O \
service of the communication delay, and vehicle dynamics
Wang et al. to maintain safe following distances and restore uncertainty of the car-following
. cyber-attacks model, cyberattack types, and
[135] traffic flow stability sensor data
optimizing the signal timings at intersections to
Al Mallah et reduce delays, minimize congestion, and dinated svbil attack uncertainty of the status of
al. [136] improve traffic flow efficiency, and being coordinated sybrl attac traftic flow and threat model
responsive to traffic demands
. uncertainty of data collection
aBlO(E(liggT Ili et traffic safety and efficiency cyber-attacks and processing process, and
) adversarial attacks
vehicle level: basic functions like perception,
Zou et al. localization, planning, control, etc. cvber-attacks uncertainty of attack forms and
[138] traffic-system-level: proper traffic conditions Y system status
and accident avoidance
uncertainty of real-world
fla ;1;]& Park secure OTA and collision avoidance cyber-attacks scenarios, various attacks, and
human factors
Wang et al. . L uncertainty of the trust model
[140] security and reliability of the IoV networks cyber-attacks and data collection process
Ahmad ef al adversarial attacks and uncertainty of the trust model

[141]

collision avoidance, congestion mitigation

uncooperative behavior
of other vehicles

and the behavior of adversarial
agents




Critical Assessment. Cyber resilience for CAVs has attracted substantial research attention,
resulting in a rich body of countermeasures. Nevertheless, the reviewed literature reveals several
critical gaps. Maturity and scalability: While cryptographic and intrusion detection techniques
are relatively mature, their real-time performance on automotive-grade hardware with limited
computational budget remains a concern. Moving target defense and adaptive countermeasures
show promise but are still at early stages of maturity. Validation rigor: Many proposed cyber
resilience strategies are validated only in simulation or on small-scale testbeds, and full
vehicle-level validation under realistic attack scenarios is scarce. The effectiveness of defenses
against adaptive adversaries that evolve their attack strategies is rarely evaluated. Treatment of
uncertainty: Uncertainty in cybersecurity is predominantly epistemic, stemming from unknown
attack vectors and adversary behaviors. Most works model attacks as deterministic or bounded
disturbances, with limited attention to probabilistic threat modeling or uncertainty quantification.
Trust-based approaches [140, 141] partially address this by incorporating belief degrees, but
systematic uncertainty management remains underexplored. Phase coverage: Cyber resilience
research often focuses on attack detection and prevention, with comparatively less emphasis on
recovery and post-attack system restoration. The speed and completeness of recovery after a
successful intrusion are critical metrics that deserve more attention.

FUSA, SOTIF, and cybersecurity issues can be interrelated and some works studied system
resilience across FUSA, SOTIF, and cybersecurity. To instantiate, Kahlert et al., [142]
comprehensively reviewed resilience in spatial environmental perception systems for fully
automated driving. It defined resilience as the system’s ability to dependably generate an
accurate model of the wvehicle's surroundings despite internal disturbances (e.g.,
hardware/software failures) and external disturbances (e.g., adverse weather, sensor interference).
The work systematically analyzed the strengths and weaknesses of core sensor technologies,
explores sensor fusion strategies to mitigate individual sensor limitations, and examines
fault-tolerant E/E architectures incorporating redundancy topologies and safety standards (ISO
26262, 1SO 21448, ISO 21434). Based on this analysis, the authors proposed a holistic
framework for resilient spatial perception, integrating robust sensing, data processing,
architectural design, and countermeasures against disturbances. The authors finally concluded by
highlighting key research challenges, including managing increasing sensor complexity,
ensuring cybersecurity, and enabling reliable operation in all conditions.

The structured review and critical assessment across FUSA, SOTIF, and cybersecurity
highlights several cross-cutting research gaps. First, recovery-phase resilience remains
underexplored in all three domains, since most existing works focus on resisting or absorbing
adversity but provide limited insight into the restoration dynamics that follow. Second,
uncertainty quantification is still rudimentary: uncertainty is acknowledged but rarely leveraged
for resilience enhancement. Third, validation practice is heavily skewed towards simulation, with
scarce real-world testing under fault injection, rare SOTIF scenarios, or live cyberattacks. Fourth,
there is a notable lack of cross-domain integration, as resilience strategies developed for FUSA,
SOTIF, and cybersecurity are rarely examined for their interactions or combined effects. The (4,



F, U) framework proposed in this paper is designed to address these gaps by providing a unified
language and evaluation structure that spans domains and phases.

To summarize, this section has reviewed resilience strategies across FUSA, SOTIF, and
cybersecurity through the lens of the risk-based, functionality-centered triplet (4, F, U),
highlighting empirical implementations, knowledge gaps, and domain-specific challenges.
FUSA resilience centers on the preservation of core functionalities (¥) against component faults
and failures (A4) through fault diagnosis, fault-tolerance, and prognostic health management, with
redundancy as the main measures for resilience enhancement, and the principal uncertainties (U)
concern the unpredictability of fault propagation and gaps in diagnostic coverage. SOTIF
resilience addresses functional insufficiencies triggered by environmental or operational
stressors (A4) through trigger-condition analysis and performance-boundary identification, and
epistemic uncertainties (U) rooted in black-box algorithms and incomplete scenario coverage
remain major obstacles to maintaining the holistic system functionality (). Cybersecurity
resilience preserves the confidentiality, integrity, and availability of information (F) against
attacks (4) by means of encryption and intrusion detection, with threat mutability as the principal
uncertainty (U).

4 Discussion

4.1 Functionality resilience: beyond robustness, recovery, and fault-tolerance

%% ¢¢

In literature, the word “resilience” (or “resilient”, “resiliency”, etc.) is increasingly used but
connotations of resilience in many situations are ambiguous and reminiscent of the concepts like
“robustness”, “resistance”, “recovery”, “adaptability”, “fault-tolerance”, and among others. In
fact, all these concepts depict how a system responds to events (usually adverse or negative).
Review of the concept of resilience in Section 2, showed that it involves the characteristics of
withstanding the negative impact in adversity and recovering to the expected status after the
adverse event. The former is reminiscent of robustness or resistance, and the latter is reminiscent
of recovery or adaptability. In addition, the trait of responding to adverse events is reminiscent of
fault-tolerance. Therefore, the terminology “resilience” is often interchangeably used with these
mentioned terms in many works to describe the characteristics of a system responding to (adverse
or negative) events. However, the concept of resilience should be beyond robustness, recovery,

and/or fault-tolerance and this interchangeable use has not benefited CAV deployment.

Robustness describes the ability of a system to withstand or overcome adverse conditions
without structural changes, so that the system retains its initial state both during and after a
specific adverse event [18]. It also concerns the sensitivity of the system output to parametric
changes or bounded disturbances [23]. Robustness is typically achieved by over-provisioning,
redundancy, and predictive models that account for known uncertainties and antagonistic
conditions, and is concerned with the maintenance of functionality in the presence of adverse
events [23]. By contrast, when faced with adverse events, resilience calls for system-wide
transformation through reconfiguration, adaptation, or growth in order to preserve functionality
or to minimize the time during which functionality is compromised, and therefore requires more



flexible and adaptive responses [23], opening new opportunities for resilience to complement
robustness.

Recovery refers to the restoration of a system to its expected state [17], namely the return to
a previous state or the transition to another steady state after an event has occurred. Recovery is
one of the traits of resilience (or one of the phases through which a resilient system responds to
adversity). Adaptability refers to the capacity of an agent to adjust itself in order to perform its
intended functions in a new environment. In the CAV context, adaptability is the ability of a
system to modify its functioning and structures in order to cope effectively with the complexities
of real-world traffic scenarios, including the variety of traffic conditions, the highly dynamic
driving environment, and the uncertainties surrounding the behavior of different traffic
participants. In contrast to resilience, both recovery and adaptability neglect the absorption phase
of the adversity response.

Fault-tolerance denotes the ability of a system to continue its operation regardless of faults
[50]. Works that use “resilience” and “fault-tolerance” interchangeably implicitly assume that
faults are the only source of adversity. However, as already noted in Section 3, the forms of
adverse events span at least 1) hardware/software faults or failures, 2) unexpected inputs, and 3)
maliciously induced failures or security attacks [45]. Faults and failures constitute only one class
of source of negative system impact. In CAV applications, apart from maliciously induced
failures or attacks, most road-vehicle safety risks do not originate from component or system
faults/failures but from the unanticipated interaction of several events [10] that trigger potential
functional insufficiencies of a system. According to the California Department of Motor Vehicles,
more than 90% of the takeovers during real-world CAV testing stemmed from SOTIF issues,
while takeovers owing to FUSA issues accounted for only 0.28% [143]. Although both resilience
and fault-tolerance emphasize the response to adverse events, a resilient system should tolerate a
far broader range of adversity than faults alone, namely what may be termed adversity-tolerance,
with particular attention to the uncertainty of trigger conditions that activate functional
insufficiency and lead to SOTIF risks.

Resilience integrates all these aspects in a unified form. If taken in a unified form under
functionalities, it allows to better understand how these interact such that strategies to enhance
resilience are more comprehensively designed. For example, a system may be robust and
experience a small loss of functionality when adversity impacts, but it can be less resilient than
another that experiences higher loss of functionality but that recover it very fast, if it has a slow
recovery of that functionality. This remarks that comprehensively looking in an integrated form
to all these aspects related to withstanding and recovering from adversity can lead to better
outcomes for the system resilience enhancement, and further, dynamic risk containment to
guarantee road vehicle safety. A critical distinction elevating resilience above related concepts
lies in its intrinsic reliance on functionality (F) as its primary metric. Unlike robustness (which
emphasizes structural integrity), recovery (focused on restoration timelines), or fault-tolerance
(concerned with operation continuity), resilience quantifies system performance through the
sustained delivery of intended functionalities under adversity. This functionality-centered
perspective offers three key advantages:



1) Full-event phase view: Functionality explicitly captures both the absorption (magnitude
of performance dip) and recovery (rate and completeness of rebound) phases inherent in
resilience. Robustness only addresses the absorption dip, while recovery focuses solely on the
rebound. Functionality integrates both, providing a complete picture of system response.

2) Risk-aligned quantification: As defined by the triplet (4, F, U), functionality F is
inherently linked to risk. The level of maintained/recovered functionality directly determines
whether the system operates within an “acceptably low-risk envelope” (Section 2.2 & 2.3). A
small dip or rapid recovery in F translates to contained risk, making F' a direct proxy for safety
outcomes.

3) Unified benchmark for diverse strategies: Functionality provides a common,
measurable benchmark to evaluate any resilience-enhancing strategy, whether it aims to improve
robustness (minimizing F dip), accelerate recovery (speeding F rebound), enhance adaptability
(enabling new F optimization), or ensure fault-tolerance (sustaining core F). This enables
comparative assessment of disparate techniques under a unified resilience goal.

4.2 Challenges of SOTIF Risks for Resilience Enhancement

Having delineated resilience as an integrative concept surpassing fragmented approaches
like robustness, recovery, and fault-tolerance, particularly through its functionality-centered view,
one of the most pressing challenges for resilience implementation is required further addressed:
SOTIF risks. Unlike FUSA or cybersecurity, there are no explicit “adverse events” in SOTIF, and
inherent uncertainty in trigger conditions and system limitations presents unique complexity.
This section will dissect uncertainties underpinning SOTIF-driven adversity, illustrating how
functional insufficiencies arise from environmental, algorithmic, and interaction complexities.
This analysis reveals why SOTIF demands a paradigm shift toward resilience-by-design and
resilience-by-response, fundamentally tied to functionality assurance under uncertainty.

As already noted in Section 2.2, resilience is the complement to the risk of the system failing
to achieve the desired functionality, over a specific time window, following an event.
Functionality was highlighted as an avenue for replacing consequences C, providing a foundation
for resilience in the CAV field. The challenge posed by SOTIF risks to resilience enhancement
stems from the highly intricate uncertainty surrounding events 4 in the SOTIF context: in
practice the system may believe it has preserved its functionality, yet the residual risks in the
SOTIF background arise from the uncertainty of the trigger conditions and from the uncertainty
of the performance limitations activated by those trigger conditions in specific scenarios.
Analyzing the uncertainty of trigger conditions is therefore far from trivial. Several triggers that
may lead to functional insufficiency are listed in Table 5 in Section 3.2. Roughly speaking, the
uncertainty of trigger conditions stems from (but is not limited to) the following sources.

1) inherent limitations or constraints of a system (or its subsystems). Limitations or
constraints of a system (or its subsystems) can be a relative concept in relation to the tasks that a
system is required to conduct and the complexity of the operational environment. All systems
have limitations or constraints, and the difficulty lies in what adversities the limitations or
constraints do affect the system and lead to SOTIF risks, i.e., how sufficient of specific
functionalities is sufficient? To accommodate to all situations is extremely challenging and the



key is to know the performance boundaries of a system in specific scenarios (that translate in
functionalities) so that the probability of limitations or constraints triggering functional
insufficiency is sufficiently or acceptably low.

2) driving environments and other traffic participants. The complexity of the driving
environment generates a number of trigger conditions that activates functional insufficiency,
including but not limited to weather conditions, illumination, road conditions, various traffic
scenarios, among other. Besides, the behaviors of diverse traffic participants can be unanticipated.
Owing to the highly dynamic nature of the driving scenarios, how these environmental factors
and participants interact with each other is quite uncertain and such interactions will generate
countless events that exceed the response ability of the system and leads to SOTIF risks. As such,
functionalities should be known for their operational boundaries.

3) algorithms/models and data (with particular attention to black-box models such as
deep neural networks). Model uncertainty may originate from incomplete requirement analysis,
insufficient or biased training data, improper model design, and inadequate training, all of which
leave gaps and ambiguities in the understanding of the system status diagnosis and the situation
awareness of the driving environment [76]. Data uncertainty concerns the quality of the data used
to train and to operate an algorithm. Inaccurate labelling of training data, noisy sensor data, and
variations in real-world conditions not anticipated during model training all contribute to data
uncertainty, which in turn produces incorrect and unstable perceptions and decision-making [76].
In addition, the widespread use of artificial intelligence (AI) algorithms, particularly deep
learning models, in CAV applications means that the black-box behavior exhibited by many
machine-learning models makes it difficult to follow the underlying reasoning and
decision-making processes. This opacity creates challenges for the analysis of critical safety
requirements and for model validation, as well as for comprehending the logic underlying
decisions [76], thereby contributing to the uncertainty of the results and undermining the
confidence that one can place in the outputs of Al algorithms.

4) the way in which all of the above factors interact. As pointed out by Dekker et al. [10],
safety risks, and even accidents, primarily arise from the unanticipated interaction of a multitude
of events, and a consequence (such as an incident or an accident) is an emergent behavior that
cannot be reduced to a description of independent factors. It is the outcome of complex
interactions and relationships among the involved factors and the environment in which they
operate [15, 35].

SOTIF research can be partitioned into three key phases: the development phase, the
verification and validation (V&V) phase, and the operation phase. For resilience enhancement
under the SOTIF background, the first two phases correspond to resilience-by-design while the
operation phase corresponds to resilience-by-response. Wang et al. [76] summarize several
measures to mitigate SOTIF risks across these phases, which provide useful guidance for
resilience enhancement in the SOTIF context. In the development phase, key measures include
hazard analysis and risk assessment (HARA) using safety-analysis tools such as fault tree
analysis (FTA), failure mode and effects analysis (FMEA), hazard and operability analysis
(HAZOP), and system-theoretic process analysis (STPA) to identify and assess potential hazards
and risks, together with the development of explainable Al algorithms and the reduction of



uncertainty at every stage of the pipeline, including requirement analysis, data acquisition and
processing, and model design and training. In the V&V phase, techniques of verification,
falsification, and testing can be deployed to ensure that components satisfy the functional
requirements and that the residual risk is acceptable. In the operation phase, runtime monitors for
system-status diagnosis and situational awareness of the surroundings should be employed, with
strategies such as anomaly detection and uncertainty quantification.

In summary, enhancing resilience against SOTIF risks requires confronting multifaceted
uncertainties: 1) the stochastic interplay of system limitations, environmental dynamics, and
unpredictable traffic participants, 2) the black-box opacity of Al-driven perception and
decision-making, and 3) risks arising from unanticipated interactions within complex scenarios.
Crucially, resilience here hinges on the quantification and bounding of the functionality (F) under
adversarial trigger conditions (A), while explicitly modelling the uncertainty (U). As depicted in
Fig. 3 in Section 3.2, resilience must proactively break the trigger-to-accident sequence by
anchoring safety to the sustained delivery of functionality throughout the adversity lifecycle.
Across the three SOTIF phases, namely the development phase, the V&V phase, and the
operation phase, functionality-centered resilience should be embedded into SOTIF management,
shifting the focus from isolated tactics aimed at guaranteeing specific system properties
(robustness, recovery, fault-tolerance, and so on) towards holistic risk containment. Moreover,
functionality-centered resilience, with uncertainty treated explicitly, establishes a direct
relationship with the issues that produce SOTIF shortcomings. Resilience with respect to SOTIF
can use functionality as a matter of belief regarding the uncertainty attached to the functionality,
in a manner highly compatible with a risk-based approach in which beliefs play a central role.
Empirically, this means that the resilience of the system under adversity can be ensured by
combining the targeted functionality with the contextual uncertainty surrounding it.

5 Conclusion

The safe large-scale deployment of CAVs remains critically impeded by unresolved road
vehicle safety challenges. This paper has argued that functionality-centered resilience,
formalized through a risk-based triplet (4, F, U) encapsulating adverse events, functionalities,
and associated uncertainties, offers a unified lens for addressing these challenges across the
domains of FUSA, SOTIF, and cybersecurity. Innovative works are threefold:

1) Formalizing resilience: The functionality-centered resilience framework is established,
explicitly linking it to risk through the (4, F, U) framework. The framework shifts the emphasis
from avoiding negative consequences to sustaining critical functionalities under adversity,
thereby enabling a more proactive and phase-aware approach to risk management.

2) Bridging resilience and road vehicle safety: How resilience manifests across the three
strands of road vehicle safety are demonstrated, i.e., mitigating risks via the measures of fault
diagnosis, fault-tolerance, and prognostic health management given FUSA background,
addressing functional insufficiencies triggered by environmental/operational uncertainties in
SOTIF context, and ensuring functionality preservation against malicious threats for
cybersecurity.



3) Unifying fragmented concepts: Resilience is positioned as an integration of several
isolated attributes (robustness, recovery, adaptability, fault-tolerance, among other), emphasizing
that functionality (F) serves as the universal metric for evaluating system response across all
adversity phases (i.e., absorption and recovery).

The structured review of recent advances has shown that while resilience strategies exist in
each safety domain, they are often developed in isolation and lack a common basis for
quantification and comparison. The critical assessment further reveals that resilience in the
recovery-phase, uncertainty quantification, and cross-domain integration remain underexplored.
For future works, the benefit of an integrated studying of resilience following the triplet (4, F, U)
in different CAV applications remains to be further exploited. Application specific studies may
further unlock the potential of this rationale. Efforts should prioritize quantifying resilience using
the (4, F, U) framework to enable cross-domain benchmarking. Besides, how to validate
resilience in real-world edge cases, particularly for SOTIF-driven scenarios, is worth exploring.
By adopting functionality-centered resilience as a unified design philosophy, i.e., sustaining
functionality within an acceptably low-risk envelope, the path toward safer CAV systems can be
accelerated.
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