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Abstract: The proliferation of connected vehicles in the Internet of Vehicles (IoV) ecosystem has introduced new security challenges, particularly
in the context of internal network attacks. Traditional public key infrastructure (PKI) technologies are no longer sufficient to ensure secure
communication within a network that experiences dynamic topology changes and high vehicle density. In response, there is a growing need for a
lightweight misbehavior detection framework that offers fast computation and minimal space complexity. This paper presents a novel approach
using continuous-time recurrent neural networks for detecting misbehavior in the IoV and assesses their performance against the Vehicular
Reference Misbehavior (VeReMi) extension dataset. We compare two recently introduced models—the liquid time-constant (LTC) network and the
closed-form continuous-time (CFC) neural network —with the established convolutional neural network-long short-term memory (CNN-LSTM)
model. The results indicate that continuous-time neural networks marginally outperform CNN-LSTM on evaluation metrics. Despite LTC and CFC
having significantly fewer parameters, making them less complex and more space-efficient than CNN-LSTM, the latter proves to be more time-
efficient. Therefore, a careful balance between runtime cost and space complexity must be considered when deploying lightweight neural networks
in practical applications.

Keywords: Intelligent transport; Internet of vehicles; Closed-form continuous-time neural network; VeReMi extension dataset; Misbehavior detec-

tion

1 Introduction

IoV is an emerging cross-domain technology covering fields
such as information science, communication technologies, auto-
mobile, transportation, etc. It connects vehicles to “everything”
such as vehicles (V2V), infrastructures (V2I), pedestrians (V2P)
and clouds (V2C) empowered by either the IEEE 802.11p proto-
cols or the cellular technologies, providing low-latency, high-reli-
ability and high-throughput communications for applications in the
network. In China [1], taking advantages of the world’s largest cel-
lular network, C-V2X is superior in multiple aspects over the Ded-
icated Short-Range Communications (DSRC): a low deployment
cost due to the reusage of the widely-deployed 4G networks, a con-
tinuous technology support with an initiation of long-term evolu-
tion V2X (LTE-V2X) complemented by an evolution of new radio-
V2X (NR-V2X), and more. Despite its dominance, life-threatening
risks still exist in the network and methods against intruders are
critical. Being one of the main businesses in oV, misbehavior de-
tection schemes are exclusively designed for protecting the net-
work from internal attackers, who are authenticated by the public
key infrastructure-based mechanisms but are sending malicious
messages in the network to misguide the traffic. Common ap-
proaches include machine learning-based schemes [2], for instance
the SVM and the KNN [3], as well as the deep learning-based
schemes, for instance the CNN-LSTM [4] and the Attention-based
mechanisms [5]. The orientation of this paper is to compare the
misbehavior detection performance of the recently proposed con-
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tinuous-time recurrent neural networks, i.e., the LTC and the CFC,
with that of the discrete-time neural network, i.e., the CNN-LSTM
on the public dataset VeReMi extension. The comparisons are to
attest to the fact that the CFC and the LTC, being lightweight in
space consumption, trade time for space while the CNN-LSTM, a
time-efficient approach, trades space for time. As far as we know,
this is the first work to look into the tradeoffs of continuous-time
neural networks versus their discrete counterparts.

1.1  Continuous-time neural networks

Discrete residual learning framework Resnet [6] given by Eq.

(1):

h(t+1)=h@®)+ f[h(1),0], (1)
where, f is the residual block, and £ (z) is the output (or the hidden
state in Recurrent Neural Network, RNN), can be extended to con-
tinuous-time recurrent neural network represented by neural ordin-
ary differential equation (ODE) [7]. Rather than directly parameter-
izing the hidden state of each time point, the first-order derivative
of the hidden state is modeled as Eq. (2):

dh(t)

T—f[h(l)ﬁ], 2
where f is the neural network determining the rate of change of the
hidden state with weights 6. Given the initial value %(0), solving
the equation for any given time ¢ of the corresponding hidden state
can be implemented as a Euler approximation [8].

In 2018, Hasani et al. proposed a universal approximator [9],
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termed as liquid time-constant recurrent neural network, a subclass
of continuous-time recurrent neural network. The network is
proved capable of modeling any finite trajectory of certain dimen-
sions with a minor number of computational units (including hid-
den units and output units). The hidden state dynamics of the net-
work is given by Eq. (3) and Eq. (4):

dhi([) 1 Wi he i wijj
o _ _{;I.Jr C”:m [hj(,)]}h,-(t)+{l‘r—:k+ Cm][ o‘,'[hj(t)]Eij}a 3

1

ailhj0] = 1 e viltomm]’

(O]
where, (u;;,7:;), a function of h;(r), is a sigmoidal nonlinearity
modeling the chemical synaptic transmission from neuron j to
neuron i with w;; being its maximum weight; C,, and hy,, are
neuronal parameters; E;; indicates if the synapse transmits either an
activation or a suppression to the succeeding neuron; r; is the time
constant manifesting the speed and the coupling sensitivity of the
ODE.

Later in 2020, Lechner et al. built a compact network named
neural circuit policies (NCP) [10] with LTC neurons as its corner-
stone. The network was inspired by the wiring diagram of a small
species and was utilized for the lane keeping task of an autonom-
ous driving vehicle. The network consists of 19 neurons and is con-
structed into 4 layers. Each neuron in the network is simply a LTC
cell inside of which is a semi-implicit ODE solver employed as a
black-box to approach the real dynamics of the system. Surpris-
ingly, the proposed work has achieved a distinguishing perform-
ance than some advanced networks such as CNN and LSTM in cer-
tain aspects of an ideal autonomous controller [10].

Note that the compactness of the network is at the cost of a com-
putationally intensive ODE solver which prevents it from scaling
up to comparably sophisticated scenarios. Thus in 2022, Hasani et
al. put forward a continuous-time neural network, known as the
closed-form continuous-time neural network [11]. The authors star-
ted with a closed-form solution given by Eq. (5):

h(t) ~ (o — A)e LT HVOIOD £ 111y _p(r);07+ A ©)

to the LTC network simplified from Eq. (3), given below in Eq.
(6):

ant) _

1
o —{; +f[h(l),1(l);9]}h(t)+f[h(t),1(t);9]A, Q)

where, A is a bias vector and f is the modeled continuous-time re-
current neural network. A more general CFC network is then de-
rived as Eq. (7):

(o) = [t £ (h(@0),1(:07)| e (h (1), 1(1);60,)+
{1=o [~ f (). 1@:67) ]} rhD).1):6)), ™

where, f, g and r are neural networks to be learnt; o is for the gat-
ing mechanism mentioned in Ref. [11].

1.2 Misbehavior detection

To secure the IoV, cryptographic methodologies such as the pub-
lic key infrastructure (PKI) [12] can defend against the external at-
tackers while the internal attackers are mainly thwarted by misbe-
havior detection mechanisms. Faulty nodes and malicious nodes
are two typical misbehavior entities in the vehicular network,
where a faulty node malfunctions usually due to its broken sensors
and a malicious node generates erroneous messages to mislead its
neighbors. In this subsection, we will survey works applying deep
learning models on both faulty and malicious misbehavior detec-
tion.

Alladi et al. [13] proposed an artificial intelligence-based intru-
sion detection architecture and deployed it on the multi-access edge
computing (MEC) servers. Raw data are firstly fed into a sequence
generating preprocessing engine to form the time series. The se-

quences are later run through either the time-sequence classifica-
tion deep learning engine (DLE) or the image generation engine
followed by the sequence-image classification DLE. Considering
the attacks Denial-of-Service (DoS), Data replay, Disruptive and
Sybil, the best results were from the sequence-image classification
DLE using Convolutional Neural Network (CNN). Immediately
after the work got published, Alladi et al. [14] came up with anoth-
er model that considered both the attacks and the faulty types.

In Ref. [14], only normal data were trained on the neural net-
works, i.e., the CNN-LSTM and the stacked-LSTM, which implies
that any divergence from the normal sequence will be classified as
misbehavior. The author started with collecting position and speed
coordinates from normal vehicles. The position-speed sequences
later went through a sequence reconstruction pipeline to develop
into genuine position sequences. Next, the loss function, the Mean
Absolute Error (MAE) of each input position sequence and its re-
constructed position sequence was used for backpropagation. Fi-
nally, a threshold, which was used as an indicator whether the se-
quence would be classified as anomalous or not, was calculated as
specified in the thresholding algorithm. Results show that the one-
dimensional convolutional layer (with 20 filters) connected to a 4-
layer LSTM (with 256 units for each layer) outperforms the
stacked-LSTM of equivalent sizes.

Further at the end of the year 2021, Alladi et al. [15] put for-
ward a comprehensive deep neural network (DNN) framework tak-
ing into account the combinations of the following schemes: CNN,
LSTM, GRU and attention mechanisms. The models were trained
again only on the genuine data sequences and multiple scenarios
(fault only scenario, attack only scenario, and mixed scenario) were
tested against the sequence reconstruction unit. The thresholding
algorithm was also utilized in the framework. Evaluations metrics
were computed for each of the 6 models and the CNN-LSTM mod-
el turned out to be the best.

In 2022, Alladi et al. [16] submitted a fourth work on the deep
learning-based misbehavior classification scheme to the Digital
Communications and Networks. They introduced an idea of multi-
stage classification, where data were firstly fed to a coarse-grained
classifier and then followed by a fine-grained one. 3-LSTM, 4-
LSTM, 5-LSTM, 1-CNN-1-LSTM, 2-CNN-1-LSTM and 2-CNN-2-
LSTM were taken for performance evaluations of the 3 DLCEs and
results show that the single-stage classification wins.

2 Experimental

2.1 Models

The network architecture is given in Fig. 1, where Vehicle-to-
Vehicle (V2V) connection is adopted for beacon message broad-
casting and Vehicle-to-Infrastructure (V2I) communication is used
for misbehavior detection. Thus, the misbehavior classifier will be
deployed on the RSUs, collecting beacons from the vehicular

V2V connection
V2I connection - — —
Wired connection

Fig. 1 System model.
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OBUs.

In this paper, we consider 19 misbehaviors [17] launched at the
OBUs in the system model, where each of the misbehavior is lis-
ted with its type and a concise description:

Type 1, Constant Position: The position is fixed.

Type 2, Constant Position Offset: A constant offset is added to
the real position.

Type 3, Random Position: The position is random.

Type 4, Random Position Offset: A random offset is added to the
real position.

Type 5, Constant Speed: The speed is fixed.

Type 6, Constant Speed Offset: A constant offset is added to the
real speed.

Type 7, Random Speed: The speed is random.

Type 8, Random Speed Offset: A random offset is added to the
real speed.

Type 9, Eventual Stop: A sudden stop with the position becom-
ing constant and the speed and acceleration set to zero.

Type 10, Disruptive: Retransmit messages received from neigh-
bors choosing randomly, with the attacker’s pseudonym.

Type 11, Data Replay: Retransmit messages from a specific
neighbor, with the attacker’s pseudonym

Type 12, Delayed Messages: The real messages are delayed
sending for At.

Type 13, DoS: The frequency of messages sent surpasses the
limit in the standards.

Type 14, DoS Random: A DoS attack with message contents all
set to random values.

Type 15, DoS Disruptive: A DoS attack retransmitting messages
received from random neighbors.

Type 16, Grid Sybil: Creating a grid of fake vehicles with dis-
tinct pseudonyms in 1s.

Type 17, Data Replay Sybil: A Data Replay attack with a new
pseudonym for each chosen neighbor.

Type 18, DoS Random Sybil: A DoS Random attack with each
message sent with a different pseudonym.

Type 19, DoS Disruptive Sybil: A DoS Disruptive attack with
each message sent with a different pseudonym.

2.2 Framework

Before diving deep into the test framework, we will first elabor-
ate on the feature extraction processes. The features in work [18]
done by Joseph et al. relied mostly on the local detectors which
check for the plausibility and consistency of the raw data. Besides,
other features describing the behavior of each vehicle are available
in [19], for instance, the difference between the calculated average
velocity and the predicted one, etc. In this paper, we extract 7 fea-
tures from VeReMi extension and the features can be broken down
into three categories. The first one is the distance between the
sender and the receiver, implemented as the difference between the
X-Y coordinates of the sender’s position and the receiver’s posi-
tion [20], given by Egs. (8) and (9):

, ®

dy = |Psx — Pry

. (€)

where p is the position field in the beacon and the subscript x and y
are the coordinates of the positions of the sender and the receiver.
The 2nd feature is the counting feature, which deals with the fre-
quencies of message transmissions. The last feature is the behavior-
al dynamics with reference to [19] that an absolute value of the dif-
ference between the calculated velocity/acceleration and the aver-
aged velocity/acceleration is obtained, given as Egs. (10) to (13):

dy = |ps, = pr,

Pty —DPt=1, Sty T Si-1,
Avy = - , 10
& ] ) (10)

Pty = Di-1,  St, T 811,
Ay, = |— — 2, 11
Vy ' 1 3 ' (11)
St = S1-1 ar, +ar-
Ag. = |3 x G x 12
e (12)
Sty = St—1y,  Ap, T ar-1,
Aay = |——— - ——|, 13
dy 1 3 (13)

where s is the speed field and a is the acceleration field in the
beacon.

As shown in Fig. 2, six components constitute the test frame-
work. In the first step, a hybrid data of normal, faulty and attack
behaviors is preprocessed into time sequences per vehicle, where
each vehicular sequence is “reflectedly” padded to be an integral
multiple of a hundred and each consecutive pair of sequences is
offset by 10. Next, finer-grained sub-sequences of 10 by 7 are con-
structed for each vehicular sequence, where 10 timepoints are iden-
tified for each sub-sequence with a 7-dimensional feature vector
spanning all the features mentioned above. Apart from the vehicu-
lar sequences, the sub-sequences maintain recurrent relations in the
time dimension and each consecutive pair of sub-sequence is off-
set by 5. Thirdly, two continuous-time RNN models are utilized for
experimentation, i.e., the liquid time-constant network (model 1)
and the closed-form continuous-time neural network (model 2). Fi-
nally, a fully-connected feed-forward neural network is respons-
ible for classifying the data, followed by an output layer.

Normal data Faulty data Attack data
( Time sequence construction )
{ l
LTC CFC

( A fully-connected feed-forward layer )

l
< Output >

Fig.2 Test framework.

2.3 Datasets, settings and metrics

VeReMi extension dataset [17] has been a public dataset avail-
able for numerous works [21-24] to reproduce results and validate
effectiveness of their proposals. The dataset was extended by
Kamel et al. from the original dataset [25] with three simulations,
i.e., the high-density traffic (from 7 to 9 in the morning), the low-
density traffic (from 2 to 4 in the afternoon) and the whole-day test-
bench (from 0 to 24), and 19 misbehaviors shown in the attack
model. In each simulation, there are ground-truth files, which are
the true messages to be sent as if all the vehicles were normal be-
having, and trace-log files that record the messages received by
each vehicle in the network with faulty and attack behaviors. In this
study, we are mainly concerned with the first two simulations, i.e.,
the high-density and the low-density simulations and with fields in-
cluding receive time, sender pseudonym, and the X-Y coordinates
of position, speed and acceleration in the vehicular trace-log files.

Supported by NVIDIA GeForce RTX 3090 and 25G memory,
our test framework is deployed with Pytorch 1.13.0, Python 3.9.13
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and Cuda 11.7. In both model 1 and model 2, an NCP wiring of 10
inter-neurons, 10 command neurons and 8 motor neurons is selec-
ted as the hidden units [10]. For each of the 19 misbehaviors, a
thread is initialized with a set of parameters containing the model,
the optimizer, the loss function, the scheduler, the training and in-
ference data, etc. A complete list of parameters is given in Table 1.

Table 1 Propellant masses vs. transfer time using orbital averaging and

guidance scheme.

Attributes Model 1 Attributes Model 2

Training set: Test set 80%:20% Training set: Test set 80%:20%
Epoch 10 Epoch 10
Learning rate 0.01 Learning rate 0.01

Optimizer (weigh decay) AdamW (0.001)  Optimizer (weigh decay) AdamW (0.001)
Exponential (0.6) Exponential (0.6)
Cross entropy loss Cross entropy loss

Scheduler (gamma) Scheduler (gamma)

Loss function Loss function

Batch size Batch size
(low density: high density) 64:128 (low density: high density) 64:128
Vehicular sequence length 100 Vehicular sequence length 100
Sub-sequence length 10 Sub-sequqgence length 10
Ode folder number 6 Activation function Relu

Before introducing the performance evaluation metrics, the con-
fusion matrix shall be visited, given by Table 2.

Table 2 Confusion matrix.

Labels Misbehavior Normal
Predicted Misbehavior True Positive (Pr) False Positive (Pg)
Predicted Normal False Negative (NVp) True Negative (Ny)

The confusion matrix draws the connection between real labels
and their predicted ones. Based on the confusion matrix, accuracy
(A), precision(P), recall (R) and fl score (#]) can be defined as
Egs. (14) to (17):

Pr+N
A=— 17T (14)
PT+PF+NF+NT
P
=", (15)
PT+PF
P
R=—"1_, (16)
PT+N[:
2PR
F| = ) 1
'"“P+R (17

3 Results and Discussion

3.1 Performance comparison

For comparison purposes, the results of the CNN-LSTM model,
which is a CNN (20 filters for each convolution layer) concaten-
ated by a bidirectional LSTM (each hidden layer being of 256
units), will be displayed as a third option (model 3) [15]. In
Table 3, the averages of accuracy, precision, recall and f1 score are
tabulated for model 1 and model 2, in contrast to those of model 3
[15].

Table 3 Performance comparisons.

Models Accuracy Precision Recall F1 score

Model 1 0.992 0.997 0.992 0.994

Model 2 0.996 0.998 0.996 0.997
Model 3 [15] 0.980 0.996 0.956 0.976

The table indicates a rank of Model 2, Model 1 followed by
Model 3 according to all the metrics defined in the previous sec-
tion, which favors the continuous-time neural network over the
CNN-LSTM.

3.2 Computation time

Fig. 3 renders the classification time cost of each model over 19
misbehaviors, with the x-coordinates being different types of mis-
behavior and the y-axis being the average time cost per prediction.

Time costs versus misbehavior types

70 1

60 r

Time (ms)

1234567 8910111213141516171819
Misbehavior types

LTC (Model 1) == CFC (Model 2) == CNN-LSTM (Model 3)

Fig. 3 Time cost.

Fig. 3 demonstrates a superiority of CNN-LSTM, with a runtime
average of 21 ms, over LTC and CFC, with runtime averages of
66 ms and 41 ms respectively. The reason for the time cost of LTC
being triple that of CNN-LSTM is that LTC depends heavily on its
time-consuming operator, the ODE solver, which computes the
state transition of the system by Euler approximation. Meanwhile,
CFC doubles the runtime cost comparing to that of CNN-LSTM
because it expands the state transition integral into nonlinear oper-
ators using Taylor expansion. Either the Euler approximation in
LTC or the Taylor expansion in CFC takes more time than the mat-
rix additions and multiplications in CNN-LSMT. Nonetheless, the
drawbacks of the continuous-time neural networks are balanced out
in the following subsection which analyzes the model complexity
in terms of the number of parameters (or space-complexity).

3.3 Model complexity

Table 4 illustrates the profiling including input and output size,
hidden layer size and network parameters for each of the models.
The input size and output size are determined by the task and its re-
quirements, which is of the form “(batch size in low-density
traffic/batch size in high-density traffic, time points, dimension of
each time point)”. The hidden units are pertaining to the recurrent
neural network used and the network parameters describe the num-
ber of arguments of the overall architecture.

Table 4 Profiling.

Models Input size Output size Hidden units ~ Network Parameters
Model 1 (64/128,10,7)  (64/128,10,2) 28 5032
Model 2 (64/128,10,7)  (64/128,10,2) 28 2700

Model 3 [15] (1800,20,7) (1800,20,2) (20+256)*3 1697 760

From Table 4, it is not difficult to find that the continuous-time
neural network (Model 1 and 2) is of a much simpler network with
very few hidden units and network parameters, which is a repres-
entative characteristic for misbehavior detection schemes to be de-
ployed into the Internet of vehicles, comparing to the CNN-LSTM.

4 Conclusion

In this work, we systematically applied two recently proposed
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continuous-time recurrent neural networks to misbehavior detec-
tion in Internet of Vehicles. Results demonstrate that, at a negli-
gible sacrifice of runtime cost, the continuous-time neural net-
works with remarkably fewer parameters perform slightly better
than the most popular scheme composed of CNN and LSTM,
measured by Accuracy, Precision, Recall and F1 score. Further-
more, one will most likely choose CFC (model 2) among three
models due to a balance struck between the computation time and
the model complexity. Nevertheless, this work might overlook pre-
sumptions in practice, for instance, the privacy issues of beacon
messages etc., which we plan to tackle in the upcoming work. In a
nutshell, we hope this work would shed light on the application of
continuous models into realities.
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