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Abstract; With the development of networked vehicles, location information-based transportation systems have proven to provide
significant benefits. However, the exposure of vehicle location information also raises important privacy issues. Current typical
methods for protecting vehicle location privacy protection methods such as anonymity and pseudonymity, still carry the risk of the
vehicle being tracked, leading to data security issues. This paper proposes a kind of vehicle trajectory generation algorithm
based on Generative Adversarial Networks ( GAN). The algorithm utilizes vehicle movement trajectory data to train both the dis-
criminator and generator models to generate virtual trajectory data that matches the distribution of real trajectory data. Therefore,
virtual trajectory data can obscure vehicle information, addressing the privacy concerns associated with moving trajectory data
and enhancing the security of applications. In this paper, the vehicle travel time of sample trajectory data and virtual trajectory
data is used as indicators for statistical analysis. The experiment demonstrated that the cumulative probability distribution of
travel time for the sample data and virtual data passed the Kolmogorov-Smirnov (K-S) test at permeabilities ranging from 10% to
100% and at significance levels of 0. 01 and 0. 05. Both datasets accepted the hypothesis that they originate from the same dis-
tribution. The reliability of the proposed method for generating virtual trajectories has been demonstrated.
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1 Introduction

With the development of the automotive industry,
the importance of automotive transportation is becoming
increasingly prominent. Particularly, the widespread ap-
plication of various mobile traffic sensors, such as auto-
matic toll collection (ETC) tags, global positioning sys-
tem ( GPS) devices, Bluetooth Mac address matching,
has gaimed attention. '’ The large amount of trajectory
data collected by vehicles can be used for the construc-
tion of urban intelligent transportation to better prevent
the waste of traffic resources and traffic congestion prob-
lem'*™. But the exposure of vehicle location information
can also raise important privacy concerns. If this location
information falls into the hands of a “person of interest” ,
vehicle users will face serious threats*™’.

In the original in-vehicle self-assembly network,
privacy was divided into three categories: the identity of
the vehicle, the location of the vehicle, and the data
generated while the vehicle was in motion. Since data
can be protected by cryptographic processing, the prima-

ry issue is to protect the vehicle identity and location. To

cope with such problems, anonymity and pseudonym
change strategies have emerged, and typical anonymous
authentication mechanisms include pseudonyms, random
assignment, group signatures, ring signatures, blind sig-
natures, smart cards, etc. '® Simple anonymization does
not protect privacy well, and an effective K-anonymiza-
tion mechanism is proposed in the literature'”’ | but opti-
mizing this mechanism requires high computational effi-
ciency, which cannot be maximized by the limited re-
sources of mobile vehicles. The use of pre-generated
pseudonyms when vehicles broadcast their privacy infor-
mation and the use of pseudonym change strategies to
protect vehicles from being tracked have been proposed

[8-

in the literature **. There are three types of pseudonym

10 .
! where vehi-

strategies : time-based hybrid strategies'
cles change their pseudonyms periodically, but this type
of methods can be easily broken, even in some cases,
tracking accuracy reaches 100%'"; With area-based
mixing strategies, vehicles enter predefined road sections
and change their names with the coordination of roadside

units. These road sections are also called hybrid

[12]

zones However, the experimental results of Buttyan
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et al. ') show that the success rate of tracking vehicles
is up to 70%. The context-based hybrid pseudonym
strategy , which improves the drawbacks of the above two
strategies by adding speed and roadway information to the

4715 although it effectively enhances the securi-

contex
ty of vehicle information. However, changing names for a
long time will increase the probability of data leakage.

Another privacy-preserving approach is to implement
location blurring, which protects the actual vehicle loca-
tion by mapping it to an imprecise or inaccurate location.
SAXENA et al. "' proposed a probability-based metric
to quantify the privacy of fuzzy processing mechanisms
and illustrated how to express some existing positional
fuzzy processing using a formal model. The literature' '’
also proposes a user-centric location blurring method and
experiments with real data to verify its effectiveness in
hiding user location information. Implementing location
blurring is an effective way to protect privacy, but the
possibility of data theft increases as the number of users
around increases.

In recent years, researchers have focused more on
the balance between application modeling and privacy
protection. LIU, et al. '™ proposed a deep learning
model based on traffic flow prediction using a large num-
ber of real data sets and introduced a privacy-preserving
machine learning approach to improve the prediction ac-
curacy of traffic flow data while achieving good privacy
protection. However, the large amount of real data leads
to a large limitation of the experiment. The generation of
virtual trajectories' "’ further improves the privacy preser-

vation. The literature'*”

proposes a virtual trajectory
generation algorithm based on the rotation algorithm. The
corresponding virtual points are generated at each loca-
tion according to the user’ s needs, and virtual trajecto-
ries are formed by connecting the virtual location points.
Although the more virtual trajectories, the lower the
probability of trajectory leakage, there is still a probabili-
ty of trajectory leakage.

Based on this, this paper applies the generative
adversarial networks ( GANs) to vehicle virtual trajec-
tory data generation, colling real trajectory data as
samples, training the network structure parameters in
GAN, and generating large amounts of high-quality

virtual trajectory data that conform to the real data dis-

tribution for various traffic modeling application analy-
sis. Since the data released to the application is com-
pletely virtual , erasing any real vehicle information, it
can solve the problem of location privacy protection of
vehicle track data and improve the security of traffic

data application.
2 Gan-based trajectory generation

2.1 Introduction to virtual track generation
Vehicle virtual trajectory generation firstly collects
the vehicle trajectory data of road network area; after
that, the processing data corresponds to each road section
to generate dataset to provide available training samples
for the next step of network training; through generative
adversarial network training dataset, finally outputs a
large amount of high quality virtual trajectory data that
meet the real trajectory data distribution. Figure 1 shows

the flow chart of the structure of algorithm.

Data processing
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Mobile track
Data acquisition || data samples
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Data
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Fig.1 Structured flowchart

2.2 Data processing algorithms

Firstly, the mobile track data of the vehicle is col-
lected, the original data of the mobile track contains SIM
card number, longitude, latitude, time, speed, speed
direction and other information, the longitude and lati-
tude data of each road section in the trunk line can be
obtained through map matching and other methods, and
the collected original data is matched to the correspond-
ing road section; The mobile trajectory data of each road
section of the trunk line obtained from the data acquisi-
tion module is processed, the longitude and latitude off-
set data, time abnormal data, and incomplete data are i-
dentified as faulty data, and the available data are
cleaned and screened to complete the data pre-processing
process, and the available and complete mobile trajectory
data are obtained and input to the generative adversarial
network module. Figure 2 shows the data pre-processing

process.



84 7. He, et al/ Journal of Highway and Transportation Research and Development, 2024 ,18(2) :82-88

Latitude and longitude
transgression data

Original data

| Fault data recognition

Filter available data

| Time anomaly data |

| Incomplete data |

Data preprocessing

Fig.2 Data processing flow

2.3 Network input
Assuming the real sample data of the real vehicle
trajectory dataset for a certain road segment or a path or a

region over a period of time, the label set k, € {1, K},

this paper uses an unsupervised (1. e. , all are unlabeled
data) learning setup, i.e. , the real set is labeled as k=
1 and the set of pseudo data is k=0 . For the sample
dataset of vehicle trajectory x ~p,. [ ], the distri-
bution p,,,[#” ] of the dataset is estimated, where the
0= (],

y1),(x1,91), -, (&} ,y}) and (xy,y)) is the latitude

trajectory dataset of each vehicle is denoted as x

and longitude coordinates of the first vehicle collected for
the first time, and the trajectory dataset is reshape as
(x),27,,20), (y1,9,++,y}) according to the input
rules of neurons, after which the normalization process is

performed and input to the nodes of the neural network.

Real Datas xX(~P g1,(xD)

Noises Generator

Discriminator

7 | G > X~pG

D —> DG > Determination

Generate network

Discriminate network

Fig.3 Generative adversarial network architecture

2.4 Training process

We first read in for the collection of matching vehi-
cle movement trajectory data set, and use the normalized
trajectory data with Gaussian noise to generate the label
set as the input of the generator, which generates the
trajectory data conforming to the real distribution and in-
put to the discriminator for determination, and the dis-
criminator makes the determination according to the error
result and feeds back to the generator, which updates the
weights with the discriminator network. Specifically, af-
ter the batch read-in vehicle movement trajectory, a ve-
hicle trajectory is taken as an example for illustration, af-
ter inputting a vehicle trajectory, the trajectory points of
the movement trajectory data are first normalized so that
they are spaced at [0,1], and then used as the input of
the generator together with Gaussian noise, and the vehi-
cle trajectory points are generated through the operation
of the generator network, and the generator hands the ve-
hicle trajectory points to the discriminator and waits for
the decision. The discriminator network makes a determi-
nation based on the error between the normalized sample
trajectory data and the generated virtual trajectory data.
If the determination is true, the label of this generated

trajectory is recorded as 1; otherwise, it is 0. The target

loss function for training is Equation (1) ;

V(G,D)=E, , o InD(x) +E9¢~P(; «In[1-D(x)],
(1)

where D(x) is the output value of the discriminator to

dat

determine whether x is the real trajectory.

Gradient descent is one of the most frequently used
methods in solving the model parameters of machine
learning algorithms, i. e., unconstrained optimization
problems. When solving for the minimum of the loss
function, the gradient descent method can be used to
solve it step by step iteratively to obtain the minimized
loss function and model parameter values. Conversely, if
we need to solve for the maximum value of the loss func-
tion, then we need to iterate with the gradient ascent
method. Update its network parameters by incrementing
the stochastic gradient of the discriminator;

m

m,%Z D) +In[1 - D(GG )T (2)

=1
Update network parameters by decreasing the ran-

dom gradient of the generator;

m

Uggizln[l - D(G(z")) ] (3)

i=1

According to the principle of the text generative ad-
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versarial network, the two games, the reference'

proved the convergence of the loss function, fixed G
the global optimum of the discriminator when D/ (x) =
Poaa(%)
Paua(%) +p, (%) ’

value of the generator loss function is C(G)=—In(4).

.o 1 .
at this time D (x) = ER the minimum

At this time, the distribution of the generated trajectory
data is the same as the distribution of the sample trajecto-
ry, and the discriminator discriminates between true and
false trajectories with equal probability.
2.5 Algorithmic process

The specific algorithm steps are as follows:

Step 1: Sampling a small batch of m noise samples

M L gy

{29, from the noise prior distribution p (z) .

Step 2: Sampling a small batch of m vehicle trajec-

M L gmy

tory dataset {x X from data generation distri-
bution p . (x).

Step3: Update the discriminator by the iterative
process in Equation (2) of stochastic gradient ascent.

Step 4: Loop steps 1-3 and sample a small batch of
m noise samples {z'" --+ 2" | from the noise prior dis-
tribution p,(z) .

StepS: Update the generator by the iterative process

in Equation (3) of stochastic gradient descent.
3 Simulation

To verify the reliability of the trajectory generation
method based on generative adversarial networks in this
paper, we use travel time as an indicator in our experi-
ments to verify the effectiveness of using the generated
dataset in traffic modeling analysis. For this purpose, the
model and algorithm proposed in this paper are evaluated
in the microscopic traffic simulation model VISSIM,
where the traffic states of two adjacent road sections of
the South Ring Road in Changping District, Beijing,
during the peak period (from 18:00 to 19:00) are se-
lected to build simulation models in the VISSIM simula-
tion platform, using real traffic flow data and signal tim-
ing data. In the experiments of this paper, the latitude
and longitude data of the numbered movement trajectories
of all vehicles are collected as samples of the training da-
ta set, and the accuracy and influencing factors of the
trajectory generation model of this paper are analyzed un-

der different penetration rates. Figure 4 shows the simu-

lation model of two adjacent sections of South Ring Road
in Changping District built by the simulation software.

Since the mobile trajectory data we obtain are ap-
plied in traffic modeling such as travel time estimation,
queue length estimation and other traffic state discrimina-
tions, vehicle latitude data can be ignored for set road
sections, which not only eliminates the influence factor of
latitude data in the training process, but also reduces the
data size and improves the operation efficiency.

In the experiments of this paper, the sampling inter-
val is 5 s. We use a constant learning rate, set to
0.001, and we take the time interval of one hour for
each analysis, i.e., we use trajectory data within

3 600 s for training.

Fig.4 Simulation model of adjacent sections of south

ring road

In the simulation experiments, we compared the
travel times of the generated data with the actual travel
times. Testing hypothesis H,; Kolmogorov-Smirnov test
is a standard nonparametric test to indicate whether the
sample comes from a hypothetical distribution ( unlike
other tests such as the i-test, which tests for unique
means, or the chi-square test, which tests for data nor-
mality). The test was based on the K-S statistic, which
was calculated as the maximum difference between the
experimental and hypothetical cumulative distributions.
The test provides a p-value indicating the strength of the
fit. A low p-value indicates that the data do not accept
the distribution of the hypothesis, and we reject the hy-
pothesis H,, with a p-value below the significance level a.
The significance level a corresponds to the percentage of
Type I errors allowed by the test ( rejecting the original
hypothesis when it is true). The parameter a is generally
set to 0. 05 or 0. 01.

Figure 5 shows all the collected trajectory datasets of
all vehicles, showing the variation of distance from up-

stream detection line to downstream detection line with
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travel time for all vehicles, and Figure 6 shows the fitted
graph of virtual trajectory dataset generated by all vehi-
cles based on the trajectory generation algorithm in this
paper. Figure 7 shows the cumulative probability distri-
bution of travel time for both, and the hypothesis of H,
=0 was accepted by K-S test at significance levels a =
0.05 and 0. 01 when the complete vehicle data was a

sample.

1000

A N
(===
(S -

Distance (m)

383
S
S

0 50 100 150
Travel time (s)

Fig.5 All collected vehicle trajectory datasets
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Fig. 6 Virtual trajectory dataset
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Fig.7 Travel time cumulative probability distribution

To further analyze the effect of permeability on the
accuracy of generated trajectories, a comparative analysis
of trajectory travel times at different permeabilities was
performed, with permeability gradually increasing from
10% to 100%, and for each permeability, a random
sampling procedure was executed to extract the corre-
sponding portion of trajectories from the complete set of
trajectories for training. Taking the penetration rate of
50% as an example, the hypothesis that H,=0 is accept-
ed when the significance level is 0. 01 and 0. 05, i.e.

the sample and generated data are from the same distri-

bution, and the maximum distance k value between the
two distributions is 0. 1 and the p-value is 0. 99. Figure 8
shows the vehicle trajectory dataset collected with 50%
penetration, Figure 9 shows the virtual trajectory dataset
generated with 50% penetration, and Figure 10 shows
the cumulative probability distribution of travel time. Ta-
ble 1 shows the results of the travel time K-S test at dif-
ferent penetration rates (form 10% to 100% ), and the
results show that the travel time of the virtual trajectory
and the cumulative density function of the travel time of
the trajectory samples accept the hypothesis of accepting
H,=0 at all penetration rates, the maximum distance k
values of both distributions are less than 0. 3, the proba-
bility from the same distribution, i. e. , the P value, is
greater than 0. 6, and even at the lower penetration con-

ditions, the method still has good results.
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Table 1 Travel time K-S test results under different penetration rates (form 10% to 100%)

Penetration rate (% ) 100 90 80 70 60 50 40 30 20 10
H, 0 0 0 0 0 10 0 0 0 0
P 0.99 0.97 0.97 0.99 0.67 0.99 0.99 0.67 0.97 0.67
K 0.1 0.2 0.2 0.1 0.3 0.1 0.1 0.3 0.2 0.3

4 Conclusions

In this paper, we propose a trajectory generation al-
gorithm based on generative adversarial networks to pro-
tect the privacy of mobile trajectory data. We train the
neural networks of generators and discriminators to pro-
duce a substantial amount of high-quality datasets that
match the distribution of real data samples. This ap-
proach aims to ensure the privacy of mobile trajectory da-
ta while catering to diverse applications in traffic model-
ing analysis. In this paper, we develop a simulation
model using real data from Changping District. We train
the trajectory sample data with different penetration rates
and then compare the reliability of the generated data
with the travel time of the sample data. The experimental
results show that the algorithm in this paper confirms the
hypothesis of K-S test at various penetration rates with
confidence levels of 0. 01 and 0. 05.

the two distributions satisfy the same distribution.

This indicates that

It can be seen that the algorithm in this paper has
the advantages of protecting location privacy and being
adaptable to sample sizes with different penetration rates.
However, the algorithm’ s training capability for large
data volumes in extensive areas is somewhat limited, and
the network structure needs to be set based on experi-
ence. In future research, when dealing with larger data-
sets, we aim to enhance the generative adversarial net-
work and choose a suitable network structure to broaden
the training scope and improve the accuracy of the gener-

ated trajectory data.
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